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EXECUTIVE SUMMARY

A terrorist attack in New Orleans left 15 people dead and more than 30 wounded on January 1, 2025.! The
perpetrator was an American citizen inspired by ISIS. His online activity on Facebook and audio-sharing platform
SoundCloud confirmed his affinity for the terrorist group — he had liked songs and posted his own audio content
promoting extremist jihadi views.>

While audio-sharing sites generally attract less attention than social media and messaging services as an avenue
for spreading terrorist ideology, these platforms are used by extremists to spread their messages globally. Favorable
recommendation algorithms and the ease with which users can upload and repost audio content enable widespread
dissemination of extremist rhetoric. The data show the extent of the self-radicalization threat — of the 16 mass-
casualty Islamist-inspired attacks in the United States since 2006, social media radicalization played a role in half.’

Audio content platforms are attempting to address the problem, but terrorists continue to exploit them. There is
a sizeable streaming ecosystem praising and promoting the terrorist activity of Hamas, the group responsible for
the October 7 massacre in Israel. Tracks contain phrases like “Death to Israel” and “Death to America” and glorify
murder and terrorism. The propagation of this content — some of which has millions of listens and hundreds of
comments supporting jihadist narratives — contributes to the existing dangers of online radicalization.

This report details the contours of the ecosystem, its content, and the tactics it uses to evade SoundCloud’s content
moderation. These tactics include the use of codewords to evade simple keyword searches — for example, replacing
the “H” in Hamas with a 7 (7amas) to bypass keyword limitations. Both experienced listeners and terrorism experts

1. Kelly Hayes, Chris Williams, and Cathrine Stoddard, “New Orleans, Driver plows in Bourbon Street crowd, killing 15,” LiveNOW
from FOX, January 1, 2025. (https://www.livenowfox.com/news/new-orleans-bourbon-street-multiple-fatalities-vehicle-crowd)

2. Ramon Antonio Vargas, “Recordings by New Orleans attack suspect express extreme religious views,” The Guardian (UK), January
3, 2025. (https://www.wwltv.com/article/news/crime/bourbon-street-attack/recordings-by-new-orleans-attack-suspect-shamsud-din-jabbar-
express-extreme-religious-views/289-99988feb-2{49-4b57-8376-d5837dbbb5f); Edgar Sandoval, Eduardo Medina, Adam Goldman, and
Rukmini Callimachi, “‘I Joined ISIS’: The New Orleans Attacker’s Secret Radicalization,” The New York Times, January 16, 2025.
(https://www.nytimes.com/2025/01/04/us/new-orleans-attack-shamsud-din-jabbar-isis.html)

3. “Profiles of Individual Radicalization in the United States (PIRUS),” National Consortium for the Study of Terrorism and Responses
to Terrorism (START), University of Maryland, 2023. (htep://www.start.umd.edu/data-tools/profiles-individual-radicalization-
united-states-pirus)
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are familiar with these codes, but the content moderation algorithm appears not to be. The problem is not unique
to SoundCloud. A limited search of other popular streaming platforms, including Apple Music, Spotity, YouTube
Music, Amazon Music, Tidal, Deezer, and Pandora, also revealed terrorist content. The problem is widespread.

This report provides a series of recommendations to audio-sharing platforms to improve their capabilities to stem
the spread of extremist content. SoundCloud and its peers should improve their analysis of potentially violative
content, leverage agentic Al to improve existing moderation models, and engage in community forums for cross-
platform content removal. Additionally, law enforcement should investigate the creators and disseminators of
terrorist content to identify potential courses of legal action.

KEY FEATURES USED TO SPREAD EXTREMIST CONTENT

Extremist groups have long recognized the potential of social media sites — audio content in particular — to
broaden their support base and spread their messages. Despite government action and international attention to
this problem, extremist and terrorist content continues to proliferate on social media and audio content platforms
like Facebook, X, YouTube, Spotity, and SoundCloud, among other sites.* The recommendation algorithms used
by social media and audio sharing platforms create favorable conditions for the spread of terrorist content.

The late Anwar al-Awlaki, leader of external operations for al-Qaeda, wrote in 2009 that a nasheed — a religious
song without instrumentals — can be infused with extremist content and “spread so far it can reach an audience
that you could not reach through a lecture or a book” He emphasized that jihadist nasheeds are critical elements
in forming a “jihadi culture”® Jonathan Pieslak, scholar of music theory and music’s intersection with extremism,
notes that the internet has created an ecosystem for the spread of these songs. Websites provide links to download
and disseminate content and create forums for users to exchange commentary that reinforces jihadist attitudes.®

Meanwhile, the business model of music streaming platforms like Spotify, Apple Music, and SoundCloud creates
the means for extremists to reach new audiences. These platforms use algorithms and discoverability measures to
recommend new songs and audio content (like podcasts) to users based on their listening history. This not only
keeps listeners on the platform but also supports artists who are trying to reach new audiences. For extremists,
such algorithms also help them find sympathetic listeners. A 2022 investigation by the Anti-Defamation League

4. Ali Fisher, Nico Prucha, and Emily Winterbotham, “Mapping the Jihadist Information Ecosystem,” Royal United Services Institute,
July 2019. (https://static.rusi.org/20190716_grntt_paper_06.pdf); Center on Extremism, “White Supremacist Music Prevalent on Spotify,
While Platform Largely Declines to Act,” Anti-Defamation League, September 22, 2022. (https://www.adl.org/resources/article/white-
supremacist-music-prevalent-spotify-while-platform-largely-declines-act); “Extremist Content Online: Numerous ISIS Nasheeds Located
On SoundCloud,” Counter Extremism Project, December 14, 2020. (https://www.counterextremism.com/press/extremist-content-online-
numerous-isis-nasheeds-located-soundcloud); “The Eglyph Web Crawler: ISIS Content on Youtube,” Counter Extremism Project, July
2018. (https://www.counterextremism.com/sites/default/files/e GLYPH_web_crawler_white_paper_July_2018.pdf)

5. Veronika Moller and Antonia Mischler, “The Soundtrack of the Extreme: Nasheeds and Right-Wing Extremist Music as a ‘Gateway
Drug’ into the Radical Scene?” International Annals of Criminology, February 2021. (https://www.cambridge.org/core/journals/
international-annals-of-criminology/article/soundtrack-of-the-extreme-nasheeds-and-rightwing-extremist-music-as-a-gateway-drug-into-
the-radical-scene/EBDE60B673F19E1E95ADEBCI9F05340A7)

6. Jonathan Pieslak, Radicalism and Music: An Introduction to the Music Cultures of al-Qa’ida, Racist Skinheads, Christian-Affiliated
Radicals, and Eco-Animal Rights Militants (Connecticut: Wesleyan University Press, 2015), pages 31-36. (htps://www.weslpress.
org/9780819575845/radicalism-and-music)
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(ADL) into extremism on Spotify found that the site’s algorithm created custom playlists with white supremacist
content for listeners who had not sought out the content but rather listened to songs in a similar musical genre.”

For two decades, governments and international bodies have raised the alarm about terrorist content online. In
2006, then FBI Director Robert Mueller first warned that individuals were “being ‘self-radicalized” through the
Internet.”® Five years later, Europol, the European Union’s central criminal intelligence agency, similarly warned
that the rapid and far-reaching information exchange enabled by social media and the internet had become a tool
for self-radicalization.” A 2024 report by the U.S. Government Accountability Office reiterated that conditions on
social media and gaming platforms have created a forum for extremists to recruit new members.'

While the U.S. government tends to avoid regulating social media content due to free speech concerns, U.S.
allies are pushing companies to create more robust policies to take down extremist content. Australia’s eSafety
commissioner, for example, has called for cooperation from social media companies in efforts to protect citizens
from extremist content.!" EU regulations like the 2022 Digital Services Act (DSA) require yearly transparency
reports from content platforms detailing their efforts to moderate illegal content on their platforms.'*> The European
Union also compiles data from organizations into the DSA Transparency Database, providing open access to
statements of reason for content removals. However, these generally lack specificity regarding the type of content
platforms have removed."

ENFORCEMENT Is THE HARD PART

SoundCloud prohibits and endeavors to remove content related to the glorification of extremism or terrorism.
However, these policies do not appear to be having the desired effect, as shown by the continued presence of
banned content on the platform.

In 2020, researchers at the Counter Extremism Project (CEP) released a report calling for the removal of several
nasheeds containing ISIS content on SoundCloud." CEP identified tracks containing ISIS propaganda imagery
with content in Arabic, French, German, and English. The same year, a Europol task force working in collaboration

7. Center on Extremism, “White Supremacist Music Prevalent on Spotify, While Platform Largely Declines to Act,” Anti-Defamation League,
September 22, 2022. (https://www.adl.org/resources/article/white-supremacist-music-prevalent-spotify-while-platform-largely-declines-act)

8. Robert S. Mueller, 111, “Unity: The Greatest Weapon Against Terrorism,” James Fox Memorial Lecture, April 26, 2006. (https://archives.
tbi.gov/archives/news/speeches/unity-the-greatest-weapon-against-terrorism)

9. Europol, “TE-SAT 2011: EU Terrorism Situation and Trend Report,” 2011. (https://www.europol.curopa.eu/cms/sites/default/files/
documents/te-sat2011_0.pdf)

10. U.S. Government Accountability Office, “Countering Violent Extremism: FBI and DHS Need Strategies and Goals for Sharing
Threat Information with Social Media and Gaming Companies,” January 31, 2024. (https://www.gao.gov/products/gao-24-106262)

11. Byron Kaye, “Australian regulator demands social media firms disclose anti-terrorism efforts,” Reuters, March 18, 2024. (https://
www.reuters.com/technology/australian-regulator-demands-social-media-firms-disclose-anti-terrorism-efforts-2024-03-18)

12. “A guide to the Digital Services Act, the EU’s new law to rein in Big Tech,” Algorithm Watch, accessed February 6, 2026. (https://
algorithmwatch.org/en/dsa-explained); “How the Digital Services Act enhances transparency online,” European Commission, accessed
March 16, 2026. (https://digital-strategy.ec.europa.cu/en/policies/dsa-brings-transparency)

13. “DSA Transparency Database Home,” European Commission, accessed February 6, 2026. (https://transparency.dsa.ec.curopa.cu)

14. “Extremist Content Online: Numerous ISIS Nasheeds Located On SoundCloud,” Counter Extremism Project, December 2020.
(hetps://www.counterextremism.com/press/extremist-content-online-numerous-isis-nasheeds-located-soundcloud)
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with SoundCloud flagged more than 1,100 songs and profiles containing jihadist content, including chants in
multiple languages promoting violent extremist groups.'

Since then, SoundCloud has developed content moderation guidelines and systems to remove content related to
the glorification of extremism or terrorism. SoundCloud’s community guidelines state that the company “strictly
prohibit[s] the dissemination of terrorist content” and give examples of content the company will remove, including
graphic images of real or dramatized violence, content inciting violence, comments supporting terrorist attacks,
and endorsement of hate groups. The guidelines specifically state that Nazi and ISIS content is prohibited.'¢

SoundCloud uses both automated tools and human review to moderate its platform. The company partners with
third-party vendors to develop and refine automated moderation tools that identify violative content, some of
which these automated systems remove."” Human moderators on SoundCloud’s Trust and Safety team and a
contracted third-party team also evaluate content for compliance with SoundCloud’s terms. The team manually
monitors and labels content violations to train the platform’s models to identify prohibited content.

SoundCloud also removes content based on user reports. Since 2018, SoundCloud has received progressively larger
numbers of violation reports, from 106 in 2018 to more than 100,000 in 2025 across multiple categories.'® This
growth can be partially attributed to the increase in traffic on the platform but is also a result of the introduction
of easier reporting mechanisms."

Since 2023, in line with EU regulations, SoundCloud has published annual transparency figures, which state that
the company has removed a growing number of files for violating restrictions on terrorist content — from 15,766
removals in 2023 to 42,523 in 2025.% In its 2025 report, SoundCloud explained that automated systems accounted
for slightly more than half of its terrorist content removals. SoundCloud does not use automation to assess content
that users report as violative. Rather, it reviews all user requests manually.

Additionally, SoundCloud partners with international groups to improve content moderation. The company
works with Europol to prevent online radicalization and has historically participated in its “referral action

15. “Terrorist and extremist chants used to woo recruits — focus of latest Europol Referral Action Day,” Europol, accessed February
6, 2026. (https://www.europol.curopa.eu/media-press/newsroom/news/terrorist-and-extremist-chants-used-to-woo-recruits-%0E2%80%9 3-

focus-of-latest-europol-referral-action-day)

16. “Community Guidelines,” SoundCloud, accessed February 6, 2026. (https://soundcloud.com/community-guidelines/02-2024)

17. “Regulation (EU) 2022/2065 Digital Services Act Transparency Report for SoundCloud,” SoundCloud, February 27, 2026. (https://
pages.soundcloud.com/en/transparency-reports/resources/SoundCloud_DSA_Report_January-June_2025_EN.pdf)

18. “Network Enforcement Act Report: January — December 2018,” SoundCloud, December 2018. (https://pages.soundcloud.com/
en/network-enforcement-act/resources/SoundCloud_NEA_Report_2018.pdf); “Regulation (EU) 2022/2065 Digital Services Act
Transparency Report for SoundCloud,” SoundCloud, February 27,2026. (https://pages.soundcloud.com/en/transparency-reports/resources/
SoundCloud_DSA_Report_January-June_2025_EN.pdf ), “SoundCloud DSA Report July-December 2025 EN,”  SoundCloud,
February 27, 2026. (https://soundcloud.com/transparency-reports)

19. “Network Enforcement Act Report: January — June 2023,” SoundCloud, 2023. (https://pages.soundcloud.com/en/network-
enforcement-act/resources/SoundCloud NEA_Report_2023_January-June.pdf)

20. “European Union Terrorist Content Online Transparency Report 2023, SoundCloud, 2024. (https://pages.soundcloud.com/en/
transparency-reports/resources/SoundCloud EU_TCO_Public_Transparency_Report_2023.pdf); “Regulation (EU) 2022/2065 Digital
Services Act Transparency Report for SoundCloud,” SoundCloud, updated February 27, 2026. (https://pages.soundcloud.com/
en/transparency-reports/resources/SoundCloud_DSA_Report_January-June_2025_EN.pdf ), “Regulation (EU) 2022/2065 Digital
Services Act Transparency Report for SoundCloud,” SoundCloud, February 27, 2026. (https://pages.soundcloud.com/en/transparency-
reports/resources/SoundCloud_DSA_Report_January-June_2025_EN.pdf), “SoundCloud DSA Report July-December 2025 EN,”
SoundCloud, February 27, 2026. (https://soundcloud.com/transparency-reports)
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day,” when partners across the European Union collaborate to identify terrorist and extremist audio content.”
In 2025, SoundCloud joined the Global Internet Forum to Counter Terrorism (GIFCT), an international group
that coordinates cross-platform content removal.*> SoundCloud is also a member of BitKom, a digital industry
association in Germany that engages with EU regulators on issues like the DSA.*

Despite these efforts, SoundCloud remains a particularly attractive platform for terrorist content. It is a self-
described “artist-first, fan-powered platform where discovery starts early”** The company focuses on promoting up-
and-coming artists to wide audiences. Accordingly, SoundCloud has one of the shortest content upload processes
of any platform, meaning that users can upload content and make it accessible to millions of users in minutes. This
is beneficial not just for new artists but also for extremists. While SoundCloud uses keyword identification, audio
and image matching systems, and other automated checks to screen content during this upload process, these
controls are far from foolproof.

‘HIT THEM WITH ROCKETS’: EXPLICIT CALLS FOR VIOLENCE

While SoundCloud’s moderation systems appear to be working to remove content supporting other terrorist
groups, the systems are failing to identify Hamas-related content. This section addresses the study’s methodology
and its findings regarding the type of content available, the tactics used to evade content moderation mechanisms,
and the off-platform source of much of the content.

Basic searches for nasheeds on SoundCloud surfaced terrorist symbology and references to extremist groups like
ISIS, al-Qaeda, and Hamas. Using SoundCloud’s “related songs” feature to further explore references reveals a
limited amount of al-Qaeda and ISIS content but a plethora related to Hamas. Searching Hamas-related keywords
yielded hundreds of examples of content with unfiltered imagery of guns, tanks, Hamas flags, and terrorist group
symbols. Track titles, cover art, descriptions, and user comments all contribute to identifying banned content. This
report details a sample of more than 550 unique songs shared across more than 100 playlists violating SoundCloud’s
content guidelines based on the above characteristics. Out of a sample of 30 songs in which the audio content was
analyzed, each explicitly glorified violent terrorism; 22 explicitly referenced Hamas, and eight referenced other
terrorist factions.

A brief search of other popular audio content platforms, including Spotify, Apple Music, Amazon Music, YouTube
Music, Tidal, Deezer, and Pandora, revealed a number of content examples referencing Hamas. Not all references
contained explicitly violative content in the audio, but much of the content referred to the October 7 attacks or
included images of Hamas fighters.

One track, found across all of the listed platforms, was titled “_: 581 sk [October Flood]| Al-Agsa Flood,”
and praised the October 7 massacre, comparing it to the 1973 Egyptian attack on Israel.” (See Figure 1.)

21. “Terrorist and extremist chants used to woo recruits — focus of latest Europol Referral Action Day,” Europol, accessed February
6, 2026. (https://www.europol.curopa.eu/media-press/newsroom/news/terrorist-and-extremist-chants-used-to-woo-recruits-%0E2%80%9 3-

focus-of-latest-europol-referral-action-day)

22. “2025: A Year In Review,” Global Internet Forum to Counter Terrorism, December 11, 2025. (hteps://gifct.org/2025/12/11/2025-
a-year-in-review)

23. “Contribution: Open Public Consultation on the Digital Services Act Package,” Bitkom, September 8, 2020. (https://www.bitkom.
org/sites/main/files/2020-10/bitkom_dsa_contribution.pdf)

24. “Company Home,” SoundCloud, accessed February 6, 2026. (https://soundcloud.com/company/home)

25. Mohamed Askar, “_Sue dasa - 3581 (i 5l | October Flood,” SoundCloud, December 20, 2023. (https://archive.ph/N0fUq)
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Some content promoted ISIS and the Democratic Front for the Liberation of Palestine (DFLP) — both U.S.-
designated foreign terrorist organizations. Other content used images of Hamas militants but was accompanied
by unrelated music, potentially indicating that users drew inspiration from Hamas’s attacks. (See Figure 2.%)
Not all sites contained content with the same explicit terrorist and extremist rhetoric found in the content on
SoundCloud, as described below.

il

# Listen on the go: Discover and stream millions of tracks in the app.
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Figure 1: Screenshot from SoundCloud of a track praising the October 7 attack by Hamas, also found on Spotify, Apple Music,
Amazon Music, TIDAL, YouTube Music, Deezer, and Pandora.
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Figure 2: Content using imagery and text related to Hamas fighters with unrelated audio or playlist content. From left to right: The
first image shows the cover of a playlist on YouTube Music with a Hamas paraglider titled “Al-Aqsa Flood 10/7.” The songs on the
playlist relate to Irish terrorist groups. The second image depicts a track on Apple Music titled “Hamas” with a photo of Hamas
paragliders. The song does not contain terrorist rhetoric but references Hamas bombings. The third image depicts the cover art of a
Spotify playlist titled “war nasheed” and shows a Hamas militant.

26. Raul CaS$hflow, “Al-Agsa Flood 10/7,” YouTube Music, created 2026. (hteps://archive.ph/LRoWQ); Sleazyy E, “Hamas-Single,”
Apple Music, November 21, 2023. (https://archive.ph/pbOiQ); gui, “war nasheed o=l i€ Spotify, Updated February 1,2026. (heeps://

archive.ph/fkSRw)
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TYPES OF PRO-HAMAS CONTENT ON SOUNDCLOUD

SoundCloud features a wide array of content aimed at spreading Hamas rhetoric and generating wider support.
Songs honor terrorist leaders and martyrs and praise and encourage terrorist attacks. (See Figure 3.%”) Users also
upload clips of speeches from Hamas leadership.

Figure 3: Screenshots of song cover photos featuring Hamas leadership and missions. From left to right: Fourth Chairman of
Hamas’s Political Bureau Yahya Sinwar, Hamas Military Commander Ahmed al-Jabari, and an image from October 7 with a
photoshopped Hamas soldier.
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Figure 4: Screenshots of song cover photos found through Hamas keyword searches, including symbology of groups designated by
the United States as Foreign Terrorist Organizations. Al-Aqsa Martyrs’ Brigades (left) and Palestinian Islamic Jihad (right).

One song with more than 303,000 listens has cover art featuring an Israeli tank being lit on fire and former Hamas
spokesperson Abu Obaida, who was eliminated by Israel, displayed above it. (See Figure 5.*) On the right is a
Hamas fighter, and on the left is the red triangle used by Hamas to represent targets in videos featuring the Israel
Defense Forces (IDF). Its title, “October, mother of all wars,” makes a clear reference to the October 7 attacks, of

27. Jwii 3k [Sarah Taysir], “c_all 28 [War Commander],” SoundCloud, December 11, 2024. (https://ghostarchive.org/archive/qep0X);
Tranem, “_sal) daal 38 38l - 3 Law) [The Triumph of Blood — The Martyred Commander Ahmad al-Ja’abari],” SoundCloud,
November 26, 2012. (https://archive.ph/Eq5]x); Alaa Shath | «tund ¢Me ¥l Mgk | L8 ja3 Ul 3 g3s [The Borders of Fire Know Us
| Al-Agsa Flood],” SoundCloud, January 13, 2025. (https://ghostarchive.org/archive/bNooC); “Foreign Terrorist Organizations,” U.S.
Department of State, accessed February 6, 2026. (https://www.state.gov/foreign-terrorist-organizations); Kareem N Yacoub, “slagd ilis
axal) &l adYImp3 [Al-Agsa Martyrs’ Brigades The Lion of Glory.mp3,” SoundCloud, February 1, 2024. (https://ghostarchive.org/
archive/XxRW5); M sh, “a siall padll (10 elaal aSul) Sleall 35 (saleall 2831 52 3430 [The 35th Jihadi Launch Chant for the Islamic Jihad — A
Dedication From the Resisting Yemen] SoundCloud, September 29, 2022. (https://ghostarchive.org/archive/ 6QArQO)

28. hasan albanna, “2023 2 ) 338 asdll ol ¢S anamp3 [New ... October: The Mother of Epics — Al-Waad Band 2023],”
SoundCloud, 2023. (https://archive.ph/IZ925)
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which the lyrics recount specific details, including the targeting of Israeli tanks and the killing of their occupants at
point-blank range.” Comments posted on this track are supportive of Hamas. “It is a jihad, victory or martyrdom.
May God protect our leader and role model, the Mujahid Abu Ubaidah,” one user writes.

2023 a2 9ll 5u,9 _ a>Mall ol jugiSi... nuas.m...

Another song eulogizes chief Hamas bombmaker Yahya Ayyash, whom Israel killed in 1996.% The speaker details
how Ayyash prepared and organized suicide bombings in Israeli cities. The song has received only about 5,000
listens, but the fact that it has remained on SoundCloud’s platform for 10 years indicates that the platform’s content
moderation is not effective in removing all content that violates its policies.

Another song with more than 2.3 million listens utilizes imagery replete with Hamas references in its cover art,
featuring the silhouette of Mohammed Deif, former commander of the al-Qassam Brigades, Hamas’s military wing.
The Arabic phrase “May God prolong his shadow” covers an outline of Israel, referring to a common phrase used by
Deit’s followers to inspire the continuation of his violence. (See Figure 6.*') The lyrics glorify the October 7 attacks,
saying, “Hit them with rockets and look at Beersheba. With locally made rockets, we destroyed buildings ... The
enemy’s security is gone, between those dead and those wounded?”

29. “IDF soldier killed on October 7, body kept by terrorists in Gaza,” The Jerusalem Post (Israel), January 21, 2024. (https://www.jpost.
com/breaking-news/article-783091)

30. Agsapal, “ S8 s all - (e (s 2080 [The Martyr Yahya Ayyash - First Part],” SoundCloud, January 5, 2014. (hetps://archive.ph/ao091)
31. & sa ol e [Maram Jaradat], “1111 | z), 122l sl [The Enemies’ Sense of Security Is Gone | 1111],” SoundCloud, accessed March 18,
2026. (https://archive.ph/ggB4K)
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Multiple tracks contain audio of speeches given by Hamas leadership that encourage supporters to engage in
jihadist pursuits, including violence and terrorist activity. One track consists of segments of various speeches by
Yahya Sinwar, the fourth chairman of Hamas’s Political Bureau, Hamas’s political decision-making body.* In these
speeches, Sinwar prays for Israel’s destruction and threatens Gazans who collaborate with Israel. Multiple comments
mourn Sinwar and Mohammed Deif. “May Allah have mercy on Yahya Sinwar, Al-Deif, all the soldiers of the
resistance ... men who believed what they promised God, real men, I swear I love them,” wrote one user last year.

TACTICS FOR EVADING CONTENT MODERATION

Since August 2025, SoundCloud has taken down around 70 percent of the extremist content identified — a
testament to the platform’s ability to identify and remove harmful material. Much of that content, however, had
been present on the platform for months or years prior to its removal, and much of it remains accessible. The
following section details observed techniques used to evade efforts by the platform to remove terrorist content.

Codewords and Keyword Distortion

As with many communities, Hamas supporters employ idiosyncratic terms whose meaning is clear to them
but not to outsiders. By using such language, users can evade automated content moderation reliant on simple
keyword searches.

Many of the violative tracks referenced “Al-Aqgsa Flood,” the Hamas term for the October 7 attacks. Others reference
branches of Hamas, such as “The Story of al-Qassam,” a Hamas military wing, rather than use the word “Hamas.

Users also distort codewords and phrases to bypass limitations. As some letters in the Arabic alphabet have no
English counterpart, Arabic internet users have created a system of numbers to replace them. For example, many
use a chat alphabet known as Arabizi, replacing z (“Ha”), the first letter in the Arabic word Hamas, with the
number seven. While keyword searches for “Hamas” produce negligible results, searching for “7amas” content
yielded numerous songs. (See Figure 7 for an example.)*

32. 2> [Yahya], “ ) sl [Sinwar],” SoundCloud, October 19, 2024. (https://archive.ph//QuNRL)
33. Fadhel Alawami, “Listen to 4u¥) a2l cnl by, 23855 $L3LE 5 81 | by bent - 7amas on #SoundCloud https://soundcloud.com/bent-7amas/
u7onpmi8werv?ref=clipboard&p=a&c=0,” SoundCloud, December 11, 2020. (https://archive.ph/lmgT4)
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Track Title Modification

To evade SoundCloud’s automatic detection of attempts to reupload removed content, users simply adjust the
name of the track. For example, after SoundCloud removed the song “The Era of Leaders,” which glorified Hamas
violence, users simply reuploaded the song with the track name changed to “The Era of Leaders 3.” (See Figure 8.**)

Abg

p | TheEra of Leaders 3.mp3

sl

@C " (NS e @l | |l I||| » |'|II|III||II

Innocuous or Misleading Track Information Tied to Violent Imagery

Users also change track names to something innocuous to evade automatic detection tools. Yet posters and cover
art on playlists and individual tracks still convey the content. Cover art of these audio files contains pictures,
portraits, and imagery of known terrorist leaders and jihadist soldiers, as well as symbols of terrorist groups.*
Some of the uploaded cover art contains direct references to violence, including AI-generated images of Hamas
gliders flying into Jerusalem. (See Figure 10.%)

34. e s Jllae [Abdalrahman Attar], ¥ 33l xse . mp3 [The Eraof Leaders],” SoundCloud, January 17,2016. (https://archive.ph/v6wmM)
35. @Yl (all b 2 32 54 [Ghorabaa Islamic Art Band],” Samaa Network, accessed August 15, 2025. (https://archive.ph/y99ZU)

36. s 3 48 , [Ruqayyah al-Zuhayri], “0e J& 3 ks [..Injustice Is Everywhere],” SoundCloud, January 12, 2023. (https://ghostarchive.
org/archive/kub2n)

37. adam, “ sl (33 )8 - (ules b (5 aw [March on, Hamas - Amjad Band,” SoundCloud, May 22, 2024. (https://archive.ph/W1cZ2); Omar
Imran, “eSy) Gill ac 6l 8y 08 - 3all dasale [The Capital of Glory - Al-Waad Islamic Art Band],” SoundCloud, January 18, 2025. (https://
archive.ph/kbxsd); Duha Hassouneh, “34e 3 ki [A Gaze of Love],” SoundCloud, August 19,2016. (https://ghostarchive.org/archive/z0LWf)
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2 years ago

Figure 9: The translated song title is “Injustice is everywhere,” lacking explicit references to Hamas. The image shows
Hamas militants.

Figure 10: Examples of Al-generated images serving as cover art for SoundCloud tracks, depicting violence against Israel. The first
image shows a Hamas fighter taking aim at an Israeli tank, which has the red triangle used by Hamas above it. The second image
shows a paraglider flying into Jerusalem. Hamas fighters used paragliders on October 7 to surprise Israel.

9 years ago

Figure 11: Track title translates to “A look of love,” lacking explicit terrorist references. But the track cover art shows Hamas
militants aiming rifles.
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Some examples use different titles in English and Arabic. As shown in Figure 12, while the track’s imagery and
Arabic title refer to the Democratic Front for the Liberation of Palestine, the English title implies the content is
about basketball.*®

6 years ago
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Figure 12: Track with English artist title “Zion Williamson CRAZY Full Highlights vs Utah Jazz (1019.10.11),” referencing
American NBA basketball. The Arabic title reads, “Ya’bad, the source of the revolutionaries - Democratic Front,” with imagery
referencing the Democratic Front for the Liberation of Palestine (DFLP).

GLOBAL REACH OF PRO-HAMAS CONTENT

The evasion tactics described above appear to be working. While some extremist songs have a few thousand
listens, others have millions. Beyond just the track itself, comments sections provide forums for listeners to express
their support for terrorism and to share other songs with each other. Multiple songs have hundreds of comments
voicing support for terrorist leaders and their ideas.

The song “Jordanian Flood” has more than 600,000 listens. It calls on Jordanians to join Hamas in its war against
Israel,” with lyrics including “Go to [the] border and arm yourself” and “The Temple is Fake ... There is no Jewish
State,” sung in a Palestinian dialect. In the comments section, many users voice support for this message, for
example, celebrating Jordanian citizen Maher Al-Jazzy, who killed three Israelis in September 2024. (See Figure 13
for other examples of posted comments.)* The comments are not universally supportive of the song’s messages,
with other Jordanian users resisting an association with Hamas, writing, “when you claim that all of Jordan is
Hamas-affiliated, it is as if you are saying that all of Jordan is a terrorist organization, even though they are not.”

38. is3laall £ 35 [The Spirit of Resistance], “Aabl jiasll dguall- 5l il asia Ly 23 [Ya’bad — O Source of Revolutionaries — The Democratic
Front],” SoundCloud, January 7, 2020. (https://archive.ph/mjYDz)

39. Joud Barakat Aljaabari, “=2_¥) ¢ladl) [The Jordanian Flood],” SoundCloud, accessed March 18, 2026. (https://archive.ph/fg8s0)
40. Nour Abed, “sall (bhslly 5o all Fra gbym (ulen 555585 cailal Jl s 5 4 glues Ul 4y sbuas (52Y 5 Gunsssslen Lgid 22 [May God bless
Hamas! My children are Hamas supporters, I am a Hamas supporter, and my neighbors are foreigners who adore Hamas],” SoundCloud,
December 19, 2024. (https://archive.ph/fg8so); Nour Abed, * 453U 3 & (10 (bes ) 2e 4312 Y) 4 Gledl [This song is addictive! God bless
Hamas! From the Latin American continent],” SoundCloud, December 27, 2024. (https://archive.ph/fg8so)
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The song mentioned above praising Hamas commander Mohammed Deif and the October 7 attacks has almost
800 comments, primarily in support of Hamas, from users in Morocco, Kurdistan, South America, and other
regions." These comments include providing fellow listeners with names and links to other pro-Hamas songs.

ORIGINS OF SOUNDCLOUD’S PRO-HAMAS CONTENT INCLUDES 3 ISLAMIC ART BANDS

After identifying the terrorist content, FDD’s Center on Cyber and Technology Innovation (CCTI) sought to find
the origins of the songs. Image searches of logos present on multiple tracks revealed information about bands that
produced some of the content, their websites, and the streaming platform where many of the songs originated.

Connections Between Art Bands and Hamas

Many of the tracks included common logos. A reverse Google Image search revealed associated Islamic art
bands — musical groups producing content with Islamic traditions, including nasheeds and contemporary
music. At least three bands — Ghorabaa Islamic Art Band, Al-Waad Islamic Art Band, and Ajnad Band —
produce Hamas-related content that could be found on SoundCloud and other platforms.

Each of these bands has voiced support for extremist views, explicitly supporting Hamas. Ten Palestinians and seven
Lebanese members founded the Al-Waad band in 1992 in Lebanon.*” The band performed at Hamas-sponsored
concerts in Gaza in 2011 and 2012.* In an interview with pro-Hamas media, Al-Waad leader Mohammed Al-Asadi
stated that his band seeks to combat “musical normalization,” which refers to “any dramatic or musical artwork
that promotes the idea of coexistence with Jews in Palestine and that they have rights just like the Palestinians*
To resist efforts to normalize coexistence, Al-Asadi said that Al-Waad has produced “several artistic and chanting
productions that mobilize the people ... and complement all efforts to confront normalization” He concludes this
interview by emphasizing the power of the medium: “Words and songs have always been a primary source of
mobilization ... No one can underestimate this important tool in our battle against the Zionist enemy.”

41. &) 5a o e [Maram Jaradat], “1111 | z), 122l el [The Enemies’ Sense of Security Is Gone | 1111],” SoundCloud, accessed March 18,
2026. (https://archive.ph/ggB4K)

42. <) s o) [artist], “1111 | 1) 13 el SoundCloud, accessed March 18, 2026. (https://archive.ph/ggB4K); 2 sl 43 i [Al-Waad
Band], Discogs, accessed February 9, 2026. (https://www.discogs.com/artist/6509198-%D9%81%D8%B1%D9%82%D8%A9-%D8%A
7%D9%84%D9%88%D8%B9I%D8%AF?srsltid=AfmBOopSYUV2Ep1SPmxKl6rdv106e70uzXYPUUx7M_8TztkVI6hLEXe6)

43. <« 4l ae ) 3 4 Alwa3ed Band,” Samaa Network, accessed August 19, 2025. (https://archive.ph/5SImV)

44, “aY) dane Y)Y Gl se ) By i Alall sl ae dgisaa dllEs [A Press Interview With the General Manager of the Al-Waad
Islamic Art Band, Mr. Mohammed Al-Asadi],” aubill 5 43 sigeall 4a slae 4805 [Coordination Committee for Resistance to Zionism and
Normalization], July 29, 2020. (https://archive.ph/ENfZ7)
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Similarly, the leader of the Ghorabaa Band has spoken to the group’s goals, saying in an interview that its music
seeks “to spread the message of resistance” to Israeli forces, with the express purpose of inciting violence.*” He
further stated that those who take part in Islamic art music are playing their role in the resistance against Israel.

The Ajnad Band has repeatedly demonstrated public support for Hamas, notably through its Instagram account. The
account contains multiple video posts depicting, honoring, and praising Hamas leaders and includes references to
the October 7 attacks.* The account also features violent imagery, including weapons and armed Hamas fighters.*

Samaa Network as an Origination Point for Content

Much of the content from the bands appears to originate on a website called Samaa Network, a Yemeni music-
streaming site designed to share Islamic music. Users download the songs from Samaa Network and then upload
them to SoundCloud.*

While other streaming sites ban terrorist content, Samaa Network allows content supporting terrorist groups.
Many popular songs on the site feature explicitly pro-Hamas messaging.

CCTI identified multiple tracks cross-posted on the Samaa Network site and SoundCloud by comparing titles,
artists, and descriptions. Multiple tracks also included “mp3” as part of the track title, indicating that the track
may have been uploaded after being downloaded elsewhere.

New... October, the Mother of the
Epics __ Al-Waad Team 2023.mp3 "
| P
AA—V wl 7
= | = L
aeee @ G & @ @ ‘® @0 BRI @ |

RELATED TRACKS

g the Martyrs and Leaders...

AN |

After downloading the songs from Samaa, users likely upload tracks to SoundCloud for ease of listening and
sharing and to take advantage of the playlist features on SoundCloud that allow users to build playlists of songs
and find algorithmically recommended related songs. This appears to be a known practice, as one user commented
on an audio file on the Samaa Network site, asking if the content was available on Telegram or SoundCloud. Other
users similarly commented, requesting links to the audio files on SoundCloud.

45. Aaed al-Halabi, “Crpadiidl (ules yfy g3 gliall aeny 08 ¢Lall (3 [The Ghorabaa Team Is an Art Group That Supports the Resistance and
Inspires Enthusiasm Among the Uprising Participants], Al-Resalah (Palestinian Authority), February 18, 2016. (https://archive.ph/20yil)
46. ajnad.band1, Instagram, accessed January 16, 2026. (https://archive.ph/Wrjjd#selection-421.0-421.85)

47. ajnad.bandl, Instagram, accessed January 16, 2026. (https://archive.ph/axt6T); ajnad.bandl, Instagram, accessed January 16, 2026.
(hetps://archive.ph/94vLO)

48. i) x I 35 | Alwa3ed Band, “as3wl of [Mother of Epics],” Samaa Network, November 12, 2023. (https://archive.ph/iNHaj); hasan
albanna, “2023 2 ) (a8 sl o S aa mp3 [New ... October: The Mother of Epics — Al-Waad Band 2023],” SoundCloud,
2023. (hteps://archive.ph/1Z925)
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Samaa Network also maintains multiple SoundCloud accounts to post content on the site, including a general
account and a Samaa Network Without Music account specifically for tracks without instrumentals.* These
accounts have posted content violating SoundCloud’s terms, including violent imagery. (See Figure 15.) Samaa
Network also maintains accounts on YouTube and X, including a subscription option on YouTube through which
it possibly profits from terrorist content banned by the platform.*
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49. “Samaa Network | Lew 35 SoundCloud, accessed January 16, 2026. (hetps://archive.ph/QFZPL); “(Aumisa O3 | Law 4S04 [Sama
Network | Without Music],” SoundCloud, accessed January 16, 2026. (https://archive.ph/hUYPI)

50. @samaa_network, X, accessed February 13, 2026. (https://archive.ph/KCzqq); “Samaa Network,” YouTube, accessed February 13,
2026. (https://archive.ph/Mg3Rv); Khalid Alhagan, “clésll s - Gl skl [The Flood - Khalid Alhagan],” SoundCloud, January 6, 2024.
(hetps://archive.ph/nIFEv)
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RECOMMENDATIONS

CCTT has shared its list of 500 violative songs, including the users posting them, with SoundCloud for investigation
and removal. A whack-a-mole approach will not put a dent in terrorist content. SoundCloud and its peers need to
do a better job removing content that violates their guidelines. The recommendations below can help prevent the
spread of terrorist and extremist rhetoric through online platforms.

1. Law enforcement should investigate whether the creators, producers, and distributors of terrorist content
also provide material support to global terrorist organizations.

The Department of Justice and the Department of the Treasury should investigate whether organizations like
the Samaa Network are engaged in business practices that involve providing material support to Hamas or other
designated terrorist groups or sanctioned entities.

Private companies and streaming platforms that discover banned content should work with law enforcement to
provide relevant information on the individuals and entities that upload and promote terrorist-related content
on their platforms. As SoundCloud is based in Germany, the platform should work with the German government
to identify users violating German Criminal Code Section 86, which prohibits the dissemination of propaganda
material and the use of logos representing terrorist organizations as classified under EU Regulation 2021/138,
which includes Hamas, the Al-Aqsa Martyrs’ Brigade, and Palestinian Islamic Jihad.”! The respective federal
agencies should then enforce sanctions or appropriate legal action based on their investigations.

2. SoundCloud and its peers should improve context-based analysis and expert engagement to identify and
moderate content based on more extensive keyword databases.

Platforms must consider the evasion tactics used by content creators and take steps to incorporate this knowledge
into their moderation tools. Without including emerging languages like Arabizi, automated moderation
systems appear to overlook content that violates the site’s terms of service.”> Platforms must also constantly
update their classifications for banned content to account for evolving user evasion efforts. Platforms should
regularly perform red-teaming exercises aimed at testing the effectiveness of their monitoring tools, working to
understand how terrorist supporters circumvent the restrictions and adapt their protections accordingly.

3. SoundCloud and its peers should leverage agentic Al to build upon existing content moderation models.

As Al has advanced in recent years, it is increasingly useful as a content moderation tool.”” Al-enabled
automation tools help perform proactive content checking during the upload process. Platforms should expand
the use of these capabilities, including emerging technology like agentic Al systems, which combine tools into a

51. German Criminal Code, Section 86, German Federal Office of Justice, accessed February 13, 2026. (https://www.gesetze-im-internet.
de/englisch_stgb/englisch_stgb.html); Council Implementing Regulation (EU) 2021/138 of 5 February 2021 implementing Article 2(3)
of Regulation (EC) No 2580/2001 on specific restrictive measures directed against certain persons and entities with a view to combating
terrorism, and repealing Implementing Regulation (EU) 2020/1128, Official Journal of the European Union. (https://eur-lex.curopa.cu/
legal-content/EN/TXT/PDF/2uri=CELEX:32021R0138)

52.“Al-Based Content Moderation: Enhancing Trust & Safety on Online Platforms,” Spectrum Labs, accessed February 9, 2026. (https://
www.spectrumlabsai.com/ai-for-content-moderation/#:~:text=For%20instance%2C%20Spectrum%20Labs%20has, The%20difference%20
is%20context.)

53. Stephaniec Walker, “The Role of Al in Improving Content Moderation on Social Media,” Chekkee, June 21, 2024. (https://chekkee.

com/the-role-of-ai-in-improving-content-moderation-in-social-media)
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more simplified workflow, requiring less human engagement. Gaming companies are already using agentic Al
effectively to moderate disruptive content — in one study reducing disruptive behavior by up to 70 percent.**
Audio content platforms like SoundCloud should similarly leverage the adaptive abilities of agentic AI to support
human content moderation efforts. Agentic AI could aid platforms in proactively identifying emerging patterns
used by terrorists to evade content moderation guidelines.”

4. SoundCloud and its peers should engage community forums for cross-platform content removal.

Many terrorist information campaigns cross-post content on platforms. Therefore, information sharing among
platforms is important for stemming the flow. The Global Internet Forum to Counter Terrorism, GIFCT, of
which SoundCloud is a member, maintains a database containing hundreds of thousands of unique signatures
of content examples identified as violating platform guidelines, providing a forum for joint access and easing the
burden on individual trust and safety teams to identify massive amounts of content.’® Through engagement with
organizations like GIFCT and Europol, platforms gain access to training materials, community engagement,
hash-sharing databases, and targeted content removal events.”” By contributing to hash-sharing databases of
identified terrorist content and contributing to joint efforts to identify content that violates guidelines, platforms
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