4FDD

FOUNDATION F O R

RESEARCH MEMO DEFENSE OF DEMOCRACIES

USING FACIAL RECOGNITION TOOLS
TO IDENTIFY OCTOBER 7 PERPETRATORS

BY JOE TRUZMAN

MAY 2026

On the morning of October 7, 2023, a bloodied Joshua Mollel raised his hands in surrender as armed Palestinians
dragged him from Kibbutz Nahal Oz. Shortly thereafter, Mollel was murdered and his body was taken across the
border to Gaza.! More than two years later, Mollel’s killers and those of many other victims of the Hamas-led
massacre have not been identified. But facial recognition tools can see what was not visible before.

An estimated 7,000 Palestinians participated in the October 7 attack.? Since that day, the Israel Defense Forces
(IDF) has published the names of Palestinians who carried out attacks or abductions, but more remain to be
revealed. The terrorists’ own recording devices became important sources of evidence. The available footage is
extensive, but only a small portion lends itself to identifying the perpetrators. However, the combined use of
facial recognition tools and social media exploitation can yield verifiable identity data. This report identifies three
murderers from the October 7 attacks.

AMJAD QADOUM

On December 17, 2023, footage depicting Mollel’s capture and killing was uploaded to the social media platform
Telegram and shared widely.’> Mollel's father expressed anger at both his sons killers and those who made
the video public.*

The footage shows several armed men holding and speaking to a bloodied Mollel. Seconds into the video, a man
wearing a wide-brimmed hat and holding an object with a black handle enters the frame. A second clip shows the
immediate aftermath of Mollel’s stabbing, with Mollel on the ground and bleeding from wounds to his torso. The
man with the wide-brimmed hat is holding a bloody knife and standing near Mollel's body.

1. “For Hostages’ Families, Pain and Ambiguity After Release of Names,” The New York Times, December 14, 2023. (https://www.nytimes.
com/2023/12/14/world/middleeast/isracl-hamas-hostage-joshua-mollel.html)

2. “7,000 Gazans Took Part in Oct. 7 Attacks, New IDF Data Shows,” Jewish News Syndicate, September 1, 2024. (https://www.jns.org/7000-
gazans-took-part-in-oct-7-attacks-new-idf-data-shows)

3. @karenievers, X, December 17, 2023. (https://x.com/karenievers/status/1736366118887973165)

4. Bar Peleg, “A Tanzanian Father Journeys to Israel to Seek Answers for His Son’s Killing on Oct. 7, Haaretz (Israel), January 1, 2024.
(hteps://www.haaretz.com/israel-news/2024-01-01/ty-article-magazine/.premium/a-tanzanian-father-journeys-to-israel-to-seek-answers-for-

his-sons-killing-on-oct-7/0000018c¢-c516-d4e1-ad8f-fdb724320000)

USING FACIAL RECOGNITION TOOLS TO IDENTIFY OCTOBER 7 PERPETRATORS 1


https://www.nytimes.com/2023/12/14/world/middleeast/israel-hamas-hostage-joshua-mollel.html
https://www.nytimes.com/2023/12/14/world/middleeast/israel-hamas-hostage-joshua-mollel.html
https://www.jns.org/7000-gazans-took-part-in-oct-7-attacks-new-idf-data-shows
https://www.jns.org/7000-gazans-took-part-in-oct-7-attacks-new-idf-data-shows
https://x.com/karenievers/status/1736366118887973165
https://www.haaretz.com/israel-news/2024-01-01/ty-article-magazine/.premium/a-tanzanian-father-journeys-to-israel-to-seek-answers-for-his-sons-killing-on-oct-7/0000018c-c516-d4e1-ad8f-fdb7243a0000
https://www.haaretz.com/israel-news/2024-01-01/ty-article-magazine/.premium/a-tanzanian-father-journeys-to-israel-to-seek-answers-for-his-sons-killing-on-oct-7/0000018c-c516-d4e1-ad8f-fdb7243a0000

On its Telegram account, the Fatah-affiliated al-Aqsa Martyrs’ Brigades posted another video of Mollel’s lifeless
body;, titled “Live scenes from the battlefield.”” The footage also shows the man with a wide-brimmed hat, knife in
hand, and matching clothes.

Two artificial intelligence (AI) facial recognition tools were used to search for Mollel’s killer: Lenso.ai®and PimEyes.”
Both Lenso.ai and PimEyes returned an open-source image from a Special Broadcasting Service (SBS) reproduction
of an August 6, 2022, Agence France-Presse article.® The photo — published by SIPA Images and credited to
Mahmoud Issa — depicted unnamed individuals mourning the death of a family member named Alaa Qadoum.’

Figure I: In a still image from the second video on X, Qadoum is standing beside the body of Mollel.

5. @nedalps, “Live scenes from the battlefield,” Telegram, October 7, 2023. (https://t.me/nedalps/3774)
6. “Lenso.ai — AI Reverse Image Search,” Lenso.ai, accessed April 22, 2026. (https://lenso.ai/en)
7
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. “Face Search Engine,” PimEyes, accessed April 22, 2026. (https://pimeyes.com/en)

. “Worst Escalation of Violence in Gaza in a Year Following Killing of Top Militant,” Special Broadcasting Service (Australia), August 6,
2022. (hteps://www.sbs.com.au/news/article/worst-escalation-of-violence-in-gaza-in-a-year-following-killing-of-top-militant/f6cr82rn3); “Israel
Pounds Gaza with Air Strikes, Arrests Militant Suspects in West Bank;” France 24 (France), August 6, 2022. (https://www.france24.com/en/
middle-east/202208006-israel-pounds-gaza-with-air-strikes-arrests-militant-suspects-in-west-bank)

9. “Senior commander of Islamic Jihad was killed in an Israeli air strike in Gaza, Palestine,” Sipa USA, August 5, 2022.
(https://www.media.sipausa.com/id/40753156)
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/2. lenso.ai

Figure 2: A Lenso.ai query returned a result using the still image from the second clip found on X. The result shows a
picture of the suspect taken from an SBS news article.
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Figure 3: Using the same image taken from the video evidence on X, PimEyes returned additional articles
containing pictures of the suspect.

internetmedya.com

A Facebook search for the family name of Qadoum in Arabic (p5%) turned up a profile named Amjad Qadoum
whose facial features closely resemble the suspect in the Mollel videos.'

10. »5% 2asl [Amjad Qadoum], Facebook, accessed April 22, 2026. (https://www.facebook.com/profile.php?id=100069892812636)
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Amazon Rekognitions “Face Comparison” tool was then used to assess whether the image in the Amjad Qadoum
Facebook profile matched the face of Mollel's murderer.!" Amazon Rekognition assessed a 99.4 percent similarity.

Reference face Comparison faces

v Results

Similarity 99.4 %

» Request

» Response

It is unclear if the name Amjad Qadoum is authentic or an alias. However, the suspect’s link to Alaa Qadoum
indicates that the name is likely authentic. Open-source information does not indicate whether Amjad Qadoum is
still alive. Nor is it clear whether he was a member of a terrorist organization.

On November 5, 2025, Hamas transferred the body of Joshua Mollel to Israel as part of a ceasefire agreement.'?

11. “Amazon Rekognition,” Amazon Web Services, accessed April 22, 2026. (https://aws.amazon.com/rekognition)
12. Joanie Margulies, “Who was Joshua Mollel, Tanzanian agricultural student abducted by Hamas? — explainer,” The Jerusalem Post
(Israel), November 6, 2025. (https://www.jpost.com/israel-news/article-872932)
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YASIR SAMIR

Open-source photographic evidence circulated on social media depicts several Palestinians forcibly abducting Raz
Ben Ami, from Kibbutz Beeri, on October 7.

The source of the photograph is unknown. However, multiple independent sources indicate that the photograph
is authentic. Israel's Channel 12 news broadcast the photo in a report detailing the kidnapping of Raz and her
husband from Kibbutz Beeri on October 7.'* Separately, Israel’s public broadcaster, Kan News, presented the same
photo relating to the kidnapping of the couple.

Additionally, Kan broadcast a separate video of the Ben Ami kidnapping.'® The victim and the suspects in the
footage are wearing the same clothes seen in the photograph shown by Kan and Channel 12. While the photo and
video were clearly taken by a participant in or an observer of the kidnapping, it is not clear how Israeli journalists
obtained the photo, which provides an unobstructed view of the face of one of the kidnappers.

13. “Raz Ben Ami, released after 54 days; husband Ohad still captive” The Times of Israel (Israel), November 12, 2023. (https://www.
timesofisrael.com/taken-captive-ohad-raz-ben-ami-recited-prayer-upon-capture)

14. “7711 1R | 190NN DOWTN DIV - ORAN DW 72V MV DX A nY 12 7R [Ohad Ben Ami Reveals Hamas’s Starvation Methods
- and New Footage From the Kidnapping | Special Interview],” Mako (Israel), accessed April 22, 2026. (https://www.mako.co.il/news-
military/2025_q3/Article-f1be4ed6f45a891027.htm)

15. All Israel News, “Ohad returns to his daughters and his wife Raz, who was kidnapped and returned in first hostage deal,” YouTube,
February 11, 2025. (https://www.youtube.com/watch?v=r6Fw4RZRsYo&t=27s)

16. “NwX QY Hunn HROVRNA ARNY 17w TR [Ohad Sent a Will on WhatsApp and Was Kidnapped With His Wife],” Kan (Israel), accessed
April 22, 2026. (heeps://www.710360.kan.org.il/beeri/ben-ami)
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Lenso.ai and PimEyes found multiple matches for the man in this photo on Gaza-based websites (Figures 7 and
8). Lenso.ai returned an article on the Nuseirat Municipality’s official website (nuseirat.ps).'”” The article refers
to a gathering of individuals to support the Nuseirat camp in central Gaza. In the center of the picture, a figure
resembling the suspect can be seen.

@ nuseirat.ps
sty

PimEyes returned an article from Alkofiya.tv, an online Palestinian news organization, showing an individual who
resembled the suspect performing at a music event with a band. However, neither Lenso.ai nor PimEyes identified
the suspect by name.

A facial recognition analysis of the individuals in the nuseirat.ps photograph pointed to a Facebook page under the
name of Mohammed al-Hour."®

17. Nuseirat Municipality, “Album 603,” Nuseirat.ps. (https://nuseirat.ps/sub/albums/603)

18. Mohammed S. Al-Hour (s si) [Abu al-Siyyam], Facebook, accessed September 5, 2025. (https://www.facebook.com/
mohammed.s.al.hour)
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Al-Hour’s Facebook profile included a photograph of an individual who resembled the suspect. The photograph
was tagged to the account of Yasir Samir, who matched the suspect’s appearance from the Raz Ben Ami
kidnapping photograph.*
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Amazon Rekognition compared the facial features in the photos from Samir’s Facebook page and the Ben Ami
kidnapper. The query returned a 99.9 percent similarity.

Reference face Comparison faces
v Results
1
_|
Similarity 99.9 %

1=
W&

A May 2025 video from Mohammad al-Hour’s Instagram page shows Palestinians mourning the death of a child.”’
A figure resembling Samir can be seen with a group of people in the background.

Open-source evidence provides no clear indication that Samir belonged to a terrorist group, nor could it be
determined if the name Yasir Samir is authentic or an alias.

Hamas released Ben Ami on November 29, 2023, as part of a temporary ceasefire agreement with Israel.”!

19. Yasser Samir, Facebook, accessed April 22, 2026. (https://www.facebook.com/aldown.yasser.5)
20. mohammed_s_alhour, Instagram, May 7, 2025. (https://www.instagram.com/p/DJV7jQXtKzC)
21. Ibid.
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MUSTAFA SHAHEEN

A photograph by Ali Mahmud, an Associated Press photographer, served as the reference image for identifying
Shaheen.” The photo shows unidentified gunmen in the back of a pickup truck with the body of German-Israeli
dual national Shani Louk on October 7. Hamas abducted Louk from the Nova music festival and murdered her.
While Israeli media outlet ILTV reported that airstrikes killed the suspect days after the abduction, neither the
outlet nor the IDF published his identity.**

Using the Associated Press photo, Lenso.ai returned an article on Airwars.org that provided details about an Israeli
strike on a home belonging to the Shaheen family in Jabalia.” The website provided a picture profile of Mustafa
Shaheen and details about the Israeli airstrike that killed him and members of his family on October 10, 2023.

:;£ i ¥ aa
F ' !

(™ airwars.org
Airwars

22. Ali Mahmud, “Israel Palestinians Hostages,” Associated Press, October 7, 2023. (https://newsroom.ap.org/editorial-photos-videos/
detail?itemid=11dd17e64d814d0abf2a07b4616d3a7a&mediatype=photo)

23. Rob Picheta, “German-Israeli Woman Confirmed Dead After Being Paraded by Hamas,” CNN, October 31, 2023. (https://edition.cnn.
com/2023/10/30/middleeast/shani-louk-dead-israel-intl)

24. iltv_israel, Instagram, March 5, 2024. (https://www.instagram.com/p/ C4106HMNxBe)

25. “Airwars Assessment,” Airwars, December 15, 2024. (https://airwars.org/civilian-casualties/ispt0080-october-10-2023)
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Amazon Rekognition’s Face Comparison found a 99.9 percent similarity between the reference image from October
7 and the profile picture on Airwars.org.

Mustafa Shaheen is likely the suspect’s true name. A Facebook page called “Mustafa Shaheen Glass and Mirrors
Workshop” contains photos and a video of an individual who appears to be Shaheen.?

The IDF recovered Louk’s body in Gaza on May 16, 2024.%

CONCLUSION

Evidence collected and processed with facial recognition tools identified Amjad Qadoum, Yasir Samir, and Mustafa
Shaheen as participants in the October 7 massacre.

These three names contribute to the ongoing investigation identifying the thousands of perpetrators of the October
7 attacks. There are no publicly available Israeli government figures specifying how many October 7 suspects
remain to be identified, but facial recognition software and open-source analysis may lead to other perpetrators.

26. Walls zla 3l (pald ilaias 44 55 [Mustafa Shaheen Glass and Mirrors Workshop], Facebook, accessed April 22, 2026. (https://www.
facebook.com/profile.php?id=100063689072438)

27. James Hilder, “Israel recovers bodies of hostage Shani Louk and 2 others) NPR, May 17, 2024. (htps://www.npr.
org/2024/05/17/1252185595/israel-recovers-the-bodies-of-3-hostages)
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The Foundation for Defense of Democracies (FDD) is a Washington, DC-based, nonpartisan policy institute
focusing on foreign policy and national security. For more information, please visit www.fdd.org.

FDD’s Israel Program

America’s most valuable and vulnerable ally in the Middle East, Israel, faces an onslaught of threats. FDD’s Israel
Program leverages FDD’s regional and subject matter expertise and its centers on American power to produce
actionable research and develop policy options to address the threats facing Israel while encouraging the expansion
of the historic normalization agreements between Israel and the Arab world. FDD’s Israel Program team includes
fellows and analysts with a wide range of backgrounds, including Middle East and regional subject matter experts,
language skills, lawfare experts, and experience in government, military, intelligence, nance, and technology.

Joe Truzman is a senior research analyst and editor at FDD’s Long War Journal, focused primarily
on Palestinian militant groups and Hezbollah. Joe has assisted non-governmental organizations and
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Palestinian militant group activity in Gaza and has provided evidence to investigators at the United
Nations on their activities.

EDD wvalues diversity of opinion and the independent views of its scholars, fellows, and board members. The views of the
author(s) do not necessarily reflect the views of FDD, its staff, or its advisors.
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