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EXECUTIVE SUMMARY

China is not just modernizing its military. It is reimagining how future wars will be fought. The People’s Liberation
Army’s (PLAs) embrace of “intelligentized warfare” (%gt{kf4+) reflects a systematic effort to integrate artificial
intelligence (AI), robotics, and unmanned systems into frontline operations. Robotic quadrupeds — often
described in Chinese reporting as “robotic wolves” — sit at the center of this shift. These robots are not propaganda
props. They offer a clear window into how China is converting commercial innovation into combat power.

The PLA’s robotics strategy matters because Taiwan is the most plausible test case for many of these cutting-
edge systems. A cross-strait conflict would force the PLA to confront its hardest operational problems: contested
littorals, dense urban terrain, degraded communications environments, and the threat of high casualties in the
opening phase of combat. Semi-autonomous and autonomous platforms could shape whether the PLA sustains
operational momentum or stalls when it matters most.

China’s robotic wolves demonstrate what this shift looks like in practice. Leveraging advances in commercial
robotics, light detection and ranging (LiDAR) technology, and China’s military-civil fusion strategy, the PLA is
testing quadrupeds that can scout ahead of infantry, breach obstacles, and transport supplies. Chinese reporting and
training footage depict these wolves not as stand-alone units but as part of networked, attritable systems designed
to share data and coordinate actions under fire.! The payoft is scale and resilience: a networked wolf pack can cover
more terrain, support multiple units simultaneously, and continue operating even when individual systems fail.

These advancements warrant a reassessment in Washington of how China could fight and how the United States
may need to respond. If Beijing believes scalable robotic systems can absorb losses that would otherwise constrain
operations, it may adopt a more aggressive risk calculus in a crisis. This shift is strategic, not just tactical. A force
built to trade machines for time and momentum may press forward under fire, accepting levels of attrition and
operational uncertainty that would be harder to sustain if the primary losses were human.

1. Attritable refers to a class of unmanned, reusable, and low-cost military aircraft or systems designed to be affordable enough to be
lost during combat. Unlike fully disposable, one-time-use drones, these systems are recoverable but built to allow commanders to accept
higher risk and losses, aiming to overwhelm opponents.
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In response, U.S. policymakers must focus on three priorities. First, they should intensify efforts to constrain
China’s military-civil fusion ecosystem and robotics development programs. Second, they should identify and
exploit vulnerabilities in PLA robotic systems. Third, they should develop a dedicated counter-robotics strategy
while strengthening the domestic industrial base needed to compete.

Together, these steps would complicate the PLA’ ability to field robotic systems at scale, make it easier to disrupt
them in combat, and increase China’s costs of relying on autonomy as a battlefield advantage.

SECTION I: INTELLIGENTIZED WARFARE

“We will establish a strong system of strategic deterrence, increase the proportion of new-domain forces with new
combat capabilities, speed up the development of unmanned, intelligent combat capabilities, and promote coordinated
development and application of the network information system.

— Chinese Communist Party (CCP) Chairman Xi Jinping, Report to the CCP’s 20th Party Congress, 2022

The PLA’s pursuit of intelligentized warfare aims to secure decisive advantage at scale: to see first, decide first, and
coordinate joint military effects faster than an adversary can disrupt them. A 2019 Chinese defense white paper
set the trajectory for Beijing’s next phase of military modernization and called for accelerating the development
of an “intelligent” military, linking advanced technologies and networked warfighting with improved operational
effectiveness.? In 2022, Xi Jinping sharpened that directive, ordering the PLA to “gain a good grasp of the
characteristics of informatized and intelligent warfare and the laws that govern it” and to accelerate development
of “unmanned, intelligent combat capabilities.”™

WHAT IS INTELLIGENTIZED WARFARE?

Intelligentized warfare is the PLAs term for the most advanced stage of its military modernization beyond
mechanization (fielding modern platforms and equipment) and informatization (networking those forces through
data, information systems, and joint command and control). Xi’s 2017 report to the CCP’s 19th Party Congress set
the PLA’s modernization timeline — basic mechanization by 2020, armed forces modernization by 2035, and the
creation of a “world-class” fighting force by mid-century.* PLA theorists frame Xi’s modernization milestones as
a progression toward intelligentization — an end-state in which Al-enabled systems and data-centric operations
define how the PLA fights and wins.

In PLA usage, intelligentized warfare specifically refers to integrating AI, robotics, automation, and big-data
systems into military operations.” This effort extends beyond frontline units into China’s defense-industrial
base. Through its military-civil fusion strategy, Beijing has directed civilian companies, capital, and workforce

2. The State Council Information Office of the People’s Republic of China, In Their Own Words: China’s National Defense in the New Era
(Beijing: Foreign Languages Press Co. Ltd., 2019). (https://www.airuniversity.af.edu/Portals/10/CASI/documents/Translations/2019-07%20
PRC%20White%20Paper%200n%20National%20Defense%20in%20the%20New%20Era.pdf)

3. International Department, Central Committee of Chinese Communist Party, “Full Text of the Report to the 20th National Congress of
the Communist Party of China,” August 2, 2023. (https://www.idcpe.org.cn/english2023/tjzl/cpcjj/20thPartyCongrssReport)

4. President Xi Jinping, “Secure a Decisive Victory in Building a Moderately Prosperous Society in All Respects and Strive for the Great
Success of Socialism with Chinese Characteristics for a New Era,” Remarks delivered at the 19th National Congress of the Communist
Party of China, China Daily (China), October 18, 2017, (https://www.chinadaily.com.cn/china/19thcpcnationalcongress/2017-11/04/
content_34115212.htm)

5. Department of Defense, “Military and Security Developments Involving the People’s Republic of China,” December 18, 2024. (https://
media.defense.gov/2024/Dec/18/2003615520/-1/-1/0/MILITARY-AND-SwithinECURITY-DEVELOPMENTS-INVOLVING-THE-
PEOPLES-REPUBLIC-OF-CHINA-2024.PDF)
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talent to support the development of military capabilities. This strategy leverages commercial robotics, Al,
and other technology firms to accelerate military modernization, including the development and fielding of
autonomous combat and support systems. In practice, it allows the PLA to identify, acquire, adapt, and deploy
commercial technologies faster than traditional defense procurement cycles. The result is a more continuous,
software-centric, and scalable development pipeline that enables faster iteration and potentially more resilient
combat systems.

China’s Ministry of National Defense is rapidly translating Xi’s guidance into force design. Beyond service-level
reforms, the PLA has begun fielding the Integrated Command Platform — a digital command-and-control
system that helps commanders share intelligence and better communicate between services to coordinate joint
operations.® In 2024, Xi also established the Information Support Force, a new branch of the PLA positioned
directly under the Central Military Commission.” It is tasked with building and sustaining network information
systems for joint operations and strengthening integrated combat capabilities. Xi described the “brand-new
strategic” unitas akey pillar of the “coordinated development and application of the network information system.”®

FROM THEORY TO DOCTRINE

While intelligentized warfare is often discussed in technological terms — drones, robots, sensors, and Al-enabled
platforms — PLA writings frame it as a doctrinal shift in command and control. A core issue is autonomy: not
independent machine control but delegated machine execution within human-set objectives, constraints, and
escalation limits. As software and unmanned systems assume more battlefield functions, the central question
is how the PLA allocates authority within its dual-command structure — military commanders alongside Party
political commissars — while delegating more execution to machines. How the PLA manages these issues will
shape how China’s military fights.

At least in current PLA writings, this approach is described as “human-set intent, machine-executed operations.”
In this model, commanders set mission objectives and constraints, while autonomous systems effectively act as
digital staft officers, executing assigned tasks, coordinating actions, re-tasking units in real time, and sustaining
tempo under attrition.' Fielded at scale, this approach would shift frontline execution from personnel to machines
while preserving human control over objectives and escalation.

This evolving model offers at least two operational advantages for the PLA. One is risk redistribution: reducing
personnel exposure by assigning the most dangerous battlefield tasks to expendable unmanned systems. Another
is readiness generation at scale: Through Al-enabled training simulation, data-driven logistics, predictive
maintenance, and automated production, the PLA could reduce platform downtime and accelerate replenishment
of munitions and spare parts.

6. U.S. Department of Defense, “Military and Security Developments Involving the People’s Republic of China,” November 3, 2021.
(hteps://media.defense.gov/2021/Nov/03/2002885874/-1/-1/1/2021-CMPR-FINAL.PDF)

7. “Why China axed the Strategic Support Force and reshuffled the military,” Defense News, April 26, 2024. (https://www.defensenews.
com/global/asia-pacific/2024/04/26/why-china-axed-the-strategic-support-force-and-reshuffled-the-military)

8. Colin Clark, “China creates new Information Support Force, scraps Strategic Support Force in ‘major’ shakeup,” Breaking Defense, April 22,
2024. (https://breakingdefense.com/2024/04/in-major-shakeup-china-creates-new-information-support-force-scraps-strategic-support-force)
9. Liu Haijjiang and Dai Li, “/NZENIEEREMAEIESR S1E/A R [Foreign Militaries Accelerating Intelligent Empowerment of
Combat Force Systems],” Military Forum (China), July 29, 2025. (https://rmt-static-publish.81.cn/file/20250729/53b0c9358a
4d58491176e0b0b834fd1b.pdf)

10. Ibid.
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NEW WARS, NEW VOCABULARY: The PLA’s Intelligentized Warfare Lexicon

Redefining the Battlespace
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A unified combat
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and humans into one
integrated operating
environment.

SHIFT FROM
PLATFORM TO SYSTEM
Combat execution is moving
away from separate,
platform-by-platform
actions toward a single,
cohesive network.

how commanders and troops
perceive and decide — as a
distinct combat zone.

The PLA uses several new terms to describe the transition to intelligentized warfare as the next stage of contemporary conflict.
Source: FDD.

PLA Daily (the PLA’s flagship newspaper) and China Military Online (the PLA’ official news portal) describe
this model through terms such as “meta-war” (jc#4+), the “brain battlefield” (5L i), and a battlefield “super
system” (i %%:). This new terminology suggests military advantage could depend less on any single platform or
weapons system and more on integrating physical operations, virtual simulation, and human cognition into one
command environment.!! These models would enable commanders and units to model scenarios and subsequently
synchronize actions faster under combat pressure.

Qiushi, the CCP’s flagship ideological journal, has similarly reinforced this type of doctrinal shift by highlighting
the narrowing boundary between human decision-makers and weapons systems and calling for a pivot towards
human-machine partnerships.?

PLA-affiliated media further operationalize this vision by depicting a future battlespace in which intelligent
systems assume a larger share of the risk, allowing human forces to reduce their frontline exposure.'® These systems
are described as being capable of limited autonomous decision-making, adaptive task execution, and dynamic
coordination, reframing warfare away from direct human confrontation and decision-making and towards
machine-managed operations.'* This depiction aligns with China’s broader “Digital China” strategy, which links

11. “AT4SIRF f A TG R HO0T ELA 22 5% 7 JHHEZE 5 [Research on System and Application Framework of Tactical Wargaming Simulation
Driven by AI4S];” Journal of System Simulation, 38, no. 2, 2026. (https://dc-china-simulation.researchcommons.org/journal/vol38/iss2/11)
12. Xu Chunlei, Yang Wenzhe, and Hu Jianwen, “B/fgfb 55, (L 7EMFE [Intelligentized Warfare: Where Are the Changes],” PLA Daily,
via Qiushi Online (China), January 21, 2020. (https://www.gstheory.cn/llwx/2020-01/21/c_1125489040.htm)

13. Ibid.

14. Ma Jun, “TEHRIEFATREEIARIC AN : K W M EORES. #h 2 [At the Zhuhai Airshow, Exploring the Future
Unmanned Battlefield: ‘Swarms of Bees’ in the Air, ‘Packs of Wolves’ on Land, and ‘Schools of Sharks’ at Sea],” Global Times (China),
November 15, 2024. (https://mil.huanqgiu.com/article/4KGv51e9zzt)

4 CHINA’S WAR WOLVES: FROM COMMERCIAL TECH TO COMBAT POWER


https://dc-china-simulation.researchcommons.org/journal/vol38/iss2/11
https://dc-china-simulation.researchcommons.org/journal/vol38/iss2/11
https://www.qstheory.cn/llwx/2020-01/21/c_1125489040.htm?utm_source=chatgpt.com
https://www.qstheory.cn/llwx/2020-01/21/c_1125489040.htm?
https://mil.huanqiu.com/article/4KGv51e9zzt

digital and intelligent transformation to national power and positions autonomy-enabled warfare as central to
securing long-term military advantage and “winning the future”

Why this matters is straightforward: Shifting sensing, coordination, and execution to machine-enabled systems
could increase operational tempo, compress warning and decision time, and create new escalation risks, especially
when automated functions shape targeting, tasking, or responses inside a conflict.

This model also sharpens unresolved ethical and operational questions about human control in the kill chain and
accountability for machine-enabled errors. Moreover, Al-enabled decision support systems could help compensate
for the PLA’ limited real-world combat experience by improving leaders’ ability to interpret data, anticipate adversary
movements, and make faster, more informed operational decisions.'® This may strengthen cohesion among the Party,
the military, and Al decision-making. Finally, a force designed to shift danger from humans to machines could also lower
the perceived political costs of using force, potentially affecting Beijing’s risk calculus in a crisis, including over Taiwan.

SECTION II: CHINA’S RoBoTIC WOLVES

China’s robotic wolves offer the clearest window into how the PLA is moving intelligentized warfare from theory
into force design, procurement, and field testing. More than a novel platform, they show how Beijing is weaponizing
military-civil fusion to convert commercial robotics into tactical capability at scale.

FROM DOCTRINE TO DEPLOYMENT

Quadruped robots (often referred to as robotic wolves by
the PLA and Chinese media) are the clearest example of how
China’s intelligentized warfare concept is moving from doctrine
into procurement and real-world testing.'” China’s approach to
fielding robotic wolves relies on commercial robotics innovation
and production scale to meet PLA operational requirements.

For example, Chinese robotics firm Unitree markets commercial
quadrupeds, such as the Go2. Rifle-equipped variants of the
platform have since appeared in PLA exercises.'® Public tenders
also indicate that Chinese military institutions and the People’s
Armed Police (PAP) — a Chinese paramilitary force responsible for
internal security, counter-terrorism, and riot control — have sought
robot-dog support services through firms, including Unitree."

15. Josh Baughman, “The Path to China’s Intelligentized Warfare: Converging on the Metaverse Battlefield,” The Cyber Defense Review,
Fall 2024. (https://www.jstor.org/stable/48836256)

16. Sam Bresnick, Emelia S. Probasco, and Cole McFaul, “China’s AI Arsenal,” Foreign Affairs, March 2, 2026. (https://www.foreignaffairs.
com/china/chinas-artificial-intelligence-arsenal)

17. Fan Zuokong Yixian, “J& AWLE A M ZE 4 E 4940 /1 [Unmanned Aerial Vehicles Have Become a Core Force Changing the
Form of Warfare],” Tencent News (China), December 14, 2025. (https://news.qq.com/rain/a/20251214A06XN800)

18. Ryan McMorrow, “Chinas army tests gun-toting version of robot dog,” Financial Times (United Kingdom), May 30, 2024. (https://
www.ft.com/content/3b2a2d35-49a2-4a75-be2c-2ded6b284966)

19. Eduardo Baptista and Fanny Potkin, “How China could use DeepSeek and Al for an era of war,” Reuters, October 27, 2025. (https://
www.reuters.com/world/asia-pacific/robot-dogs-ai-drone-swarms-how-china-could-use-deepseck-an-era-war-2025-10-27)
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Qiteng Robotics, Yunshenchu, Shenhao Technology,
and other Chinese firms are also developing quadrupeds
explicitly or implicitly for military tasks.?® These robots
can move through explosive or hazardous areas without
exposing personnel, operate in coordinated swarms
to traverse terrain or approach objectives, and use
onboard sensors to identify objects, relay information,
and support logistics for forward units.

In parallel, Tencent Robotics X is advancing swarm-
learning, pursuit-evasion, and autonomous decision-
making in dynamic environments — capabilities directly
applicable to PLA unmanned operations.*! Collectively,
these firms give the PLA a civilian technology
base for reconnaissance, targeting, and broader
unmanned operations.

The PLAs quadruped push is part of a broader effort
to field autonomous and semi-autonomous systems at
scale across the force. That effort depends, in large part,
on enabling technologies such as LIDAR — a remote-
sensing technology that uses laser pulses to generate
high-resolution 3D maps for navigation, obstacle
detection, and targeting in complex terrain. In 2018, the
CCP identified LIDAR as a “chokepoint technology” and
directed its integration into military systems through
military-civil fusion.*

Beijing uses state-directed industrial policy to harness
ostensibly commercial ecosystems for fielding
autonomous and semi-autonomous systems, especially
in dual-use technologies that can move quickly from
civilian markets into PLA applications. This fusion
strategy — in the form of subsidies, policy guidance, and
preferential domestic demand — has helped Chinese
firms build scale advantages across enabling sectors with
direct military relevance, including drones, robotics,
Al, batteries, and LiDAR. In LiDAR’s case, Chinese

20. “20254 [ P L ALER Nl 5 B 3 K A A s A [2025 China Quadruped Robot Industry Chain Map and Investment Layout
Analysis],” Zhongshang Intelligence Network, via Sina Finance (China), July 14, 2025. (https://finance.sina.com.cn/stock/relnews/cn/2025-
07-14/doc-inffmiew8204184.shtml)

21. Ibid.

22. Craig Singleton and Jack Burnham, “From Parade to Battlefield: LIDAR at the Core of China’s Military Modernization,” Foundation
for Defense of Democracies, September 22, 2025. (https://www.fdd.org/analysis/2025/09/22/from-parade-to-battlefield-lidar-at-the-core-of-

chinas-military-modernization)
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companies account for nearly 80 percent of global sales, giving the PLA a deep, price-competitive sensor base for
integration across unmanned platforms, including quadrupeds.”

PLA budget documents do not typically disclose program-level spending on autonomous systems or their enabling
components, but fielding patterns show what Beijing is prioritizing. Recent military exercises and high-visibility events,
such as Beijing’s September 2025 Victory Day parade, increasingly feature LiDAR-equipped quadrupeds and other
unmanned ground systems.” This matters because it reflects a push to embed unmanned systems at tactical echelons
and integrate them into routine unit training — steps that could improve PLA operations in dense littoral or urban
terrain, such as during a Taiwan contingency, in which sensing, navigation, and attrition management become decisive.

A CLOSER LOOK AT CHINA’S ROBOTIC WOLVES

P E TBEEN
Control System Payload Capacity 20kg

[E R BRI B E R
Image processing and
transmission system _
RS
Firing Mechanism
(LiDAR Sensor) to
recognize obstacles with
Huawei’s Ascend 310B ¢
processor ﬂ@ﬁﬁﬁﬁjj

Stair-climbing Legs

Chinese robotic wolf quadrupeds illustrate the ground-combat capabilities the PLA is seeking as it pushes
intelligentized warfare down to the tactical level. Chinese reporting describes these platforms as integrating LIDAR
arrays, electro-optical/infrared (EO/IR) cameras, and onboard AI computing to support autonomous navigation
and target identification.”® These sources also claim the wolves use Huawei’s Ascend 310B processor to fuse 3D
spatial data with visual and thermal inputs, enabling faster perception, route planning, and machine-assisted
engagement decisions, including in degraded battlefield conditions.*

23. Ibid.

24. Ibid.

25. Central Point Defense and Politics, “F{ i i %= e it WEE iR (AR SMUAIRE B BT PUATAR A B RRRR | R eLREsY  aEpml
BPIHBORE ! TEANURGE, Hlas et AR X B SRR B, PTATAUARCC SERA S 5s JE k% [Inside the PLA'
Latest Amphibious Assault Operations: Warships in Formation, Amphibious Vehicles Packed Aboard Landing Ships, Special Forces Air
Assaults Behind Enemy Lines, Drone Demolitions, and Armed Robot Dogs Charging Forward — Eastern Theater Command Amphibious
Armored Assault on the Beach / PLA Amphibious Mechanized Unit “Huangcaoling Heroes” Company],” YouTube, October 26, 2025.
(hteps://www.youtube.com/watch?v=ZGBybUTIwY8)

26. Lianhe Zaobao, “Low cost, high carnage: Robot wolves are China’s latest weapons against Taiwan,” ThinkChina (China), November 13,
2025. (hteps://www.thinkchina.sg/politics/low-cost-high-carnage-robot-wolves-are-chinas-latest-weapons-against-taiwan)
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Beyond sensors and processing, Chinese reporting portrays the wolves as endurance platforms designed to
operate alongside dismounted infantry. Reported performance includes nearly two hours of operation, a
range of roughly 10 kilometers, and the ability to remain operational after submersion in water for up to 30
minutes.”” With an estimated payload of about 20 kilograms, the wolves can carry light weapons, demolition
gear, or supplies, depending on mission requirements — a similar outload to ground robots currently fielded
by the Ukrainian military. Mobility features in the base design include stair-climbing legs that enable use in
built-up or urban areas.

These endurance and mobility traits translate into tactical utility once hostile contact occurs. According to
a PLA Marine brigade leader, the wolves’ LiDAR-enabled 3D perception allows them to traverse minefields,
debris-filled urban areas, and coastal obstacles.”® At the formation level, Chinese descriptions emphasize
modularity and role flexibility within coordinated ground teams. Armed variants are portrayed as able to
employ small arms or rockets to suppress positions or breach light defenses.” Chinese reporting portrays these
systems as capable of autonomous navigation even under fire, and able to provide suppressive fire to support
infantry maneuvers.*

| S .
€WV 7

BIERARRBARBATADEIARG

adives A2 I . 0 G 42, |
Robotic wolves advance in a triangular formation ahead of Robotic wolves used for carrying heavy artillery and
human troops, reducing direct risk to soldiers and absorbing ammo re-supplies.’

initial impacts.°

PLA commentary also cites a “three-three” assault configuration — two wolves advancing with one held in reserve
— as a way of extending infantry reach, sustaining tempo, and reducing direct human risk exposure.’!

Taken together, the robotic wolves show how the PLA is trying to turn intelligentized warfare into repeatable, unit-
level capability. These systems combine sensing, mobility, and delegated machine execution to push reconnaissance,
breaching, and suppressive support forward while reducing sustained exposure of infantry in the most dangerous

27. Ibid.

28. Ibid.

29. Jack Burnham, “State Television Shows Chinese Military Using LiDAR-Equipped Robotic ‘Wolves’ During Amphibious Assault
Exercises,” Foundation for Defense of Democracies, November 19, 2025. (https://www.fdd.org/analysis/2025/11/19/state-television-shows-
chinese-military-using-lidar-equipped-robotic-wolves-during-amphibious-assault-exercises)

30. Ibid.

31. Ibid.
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TACTICAL WOLF PACK: The “"Three-Three” Configuration

RESERVE
FORWARD ADVANCE (REAR UNIT)
(FRONT UNITS) A single wolf follows in a

reserve position to provide
tactical flexibility and sustain
the tempo of the operation.

Two robotic wolves lead the
formation to spearhead the assault
and engage potential threats first.

INTEGRATED

FIRING

MECHANISM

HBAAVT,EIERJSSSERN% The platform features a

top-mounted assault rifle
firing mechanism for

The platform utilizes an
offensive capabilities.

advanced LiDAR sensor for
real-time obstacle
recognition, powered by the
Ascend 310B processor.

SPECIALIZED
STAIR-CLIMBING LEGS
The mechanical quadrupedal legs are

designed for complex mobility, including the
ability to navigate stairs and uneven terrain.

20KG PAYLOAD
CAPACITY

Each unit is capable of carrying a
20kg payload, allowing for the
transport of ammunition or
specialized mission equipment.

terrain. Just as important, the wolves illustrate how military-civil fusion can convert commercial robotics, sensors,
and processors into battlefield tools on short timelines — creating a scalable pathway for the PLA to proliferate
autonomy across the ground force.

FORWARD RECONNAISSANCE AND LOGISTICS

Drawing on lessons from Ukraine, the PLA is accelerating integration of unmanned systems for high-intensity
operations, including in a potential Taiwan contingency. Chinese military writing emphasizes dense urban terrain,
contested littorals, and information-degraded environments as necessitating investment in robotic platforms that
can conduct reconnaissance and logistics support ahead of human forces.*

For instance, robotic wolf units appear designed for forward reconnaissance and real-time intelligence collection
in combat environments, supporting force protection and perimeter defense ahead of infantry. In reported tests
and field trials, wolves have operated in front of advancing PLA squads to map terrain and detect potential enemy
positions using EO/IR cameras and LiDAR, transmitting sensor data back to command posts to build a more
complete battlefield picture.”

32. Craig Singleton and Jack Burnham, “From Parade to Battlefield: LIDAR at the Core of China’s Military Modernization,” Foundation
for Defense of Democracies, September 22, 2025. (https://www.fdd.org/analysis/2025/09/22/from-parade-to-battlefield-lidar-at-the-core-of-
chinas-military-modernization)

33. Jack Burnham, “State Television Shows Chinese Military Using LIDAR-Equipped Robotic ‘Wolves’ During Amphibious Assault
Exercises,” Foundation for Defense of Democracies, November 19, 2025. (https://www.fdd.org/analysis/2025/11/19/state-television-shows-
chinese-military-using-lidar-equipped-robotic-wolves-during-amphibious-assault-exercises)
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State-affiliated reporting also claims the wolves can clear
paths, breach light obstacles, and identify potential ambush
points before troops arrive on foot. In this model, semi-
autonomous wolves could conduct intelligence, surveillance,
and reconnaissance (ISR) patrols under human supervision,
extending coverage into areas that would otherwise require
sustained manpower.** That advantage is sharpest when
terrain, obstacles, or electronic interference degrade visibility
and communications.

PLA ground mfanttyfollowmg the robotic dogs in a
simulated land exercise.’

Beyond reconnaissance, quadrupeds could support forward
logistics, carrying ammunition, demolitions, or medical
supplies through areas too dangerous or confined for vehicles.*

34. Central Point Defense and Politics, . “Ef o il 45 5 103 2 Fl 1B 6 1 S0 510 B 2 REALN R MG 504 B8RRI 5 P SSHLRE
e, LR BORER D TEAMUR, PLEATE AR o L AR RR AIX R TR R o AR E /b [P ARBUARAL TR A B e
fift 7% [Frontline View: The PLA’s Latest Beach Landing Operation! Warships form battle arrays, while amphibious assault vehicles pack
the interiors of landing ships. Special forces troops air-drop behind enemy lines, executing flanking maneuvers to cut off the adversary’s
retreat! With drones initiating explosive breaches and robotic dogs charging forward with mounted weapons, the Eastern Theater
Command’s amphibious armored assault group launches a fierce offensive against the beachhead. — China’s Amphibious Mechanized
Forces: The “Huangcaoling Heroes” Company],” YouTube, October 26, 2025. (https://youtu.be/ZGBybUTIwY8?si=1Ezdvbl_aOjlWbr3)
35. “VO R ENE ABENMZELRE % 75, B hIRE T N &P & 2 [Quadruped Bionic Robots Enter PLA Equipment Sequence,
Accelerating the Development of China’s Unmanned Equipment],” Ordnance Industry Science & Technology, via Phoenix Net, December
27, 2022. (hteps://h5.ifeng.com/c/vivoArticle/v0026E34QWSo6uFO1rrCeHKqi--x8NscaiBZIOiGmljpbT1g)
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CLOSE INFANTRY SUPPORT

Chinese reporting also claims these systems can support close-in combat functions. One account states that within
roughly 150 meters of enemy positions, robot wolves can rapidly detect, track, and be ready to engage targets
using EO/IR sensors and onboard AI processing.”® PLA-affiliated commentary also observes that these systems’
advanced processing could accelerate sensor-to-shooter integration, ensuring rapid target engagement. The
same reporting highlights durability features relevant to littoral or amphibious assault operations, including brief
seawater submersion tolerance that could matter during the initial phase of an amphibious landing and follow-on
movement inland.”

Building on reconnaissance and support roles,
Chinese sources also depict robot wolves operating
in coordinated formations alongside troops and
manned vehicles in dense urban environments.
Recent exercises show rifle-equipped robot wolves
patrolling through mock towns alongside infantry
while drones provide aerial overwatch, moving ahead
of infantry to detect and help neutralize ambushes.*®
Peoples Daily has explicitly tied these experiments
to lessons from Ukraine, emphasizing the difficulty
and attrition risks of dense urban combat.”® In that
framing, the prospect of future urban operations —
perhaps on the streets of a Taiwanese city — helps
explain PLA investment in ground robots to address
these capability gaps in city-fighting capacity.*

36. Central Point Defense and Politics, . “F{ o7 ## %= o 109 £ [fi 15 51 00 51 B 8 BRI PT W A4 S RRIRR L 5l JpLI
e, LR BORER D TC MU, HLEATE AG v B, AR RR XM R TR o AR E /b [P ABUARAL TR A B e e
It 7% [Frontline View: The PLA’s Latest Beach Landing Operation! Warships form battle arrays, while amphibious assault vehicles pack
the interiors of landing ships. Special forces troops air-drop behind enemy lines, executing flanking maneuvers to cut off the adversary’s
retreat! With drones initiating explosive breaches and robotic dogs charging forward with mounted weapons, the Eastern Theater
Command’s amphibious armored assault group launches a fierce offensive against the beachhead. — China’s Amphibious Mechanized
Forces: The “Huangcaoling Heroes” Company],” YouTube, October 26, 2025. (https://youtu.be/ZGBybUTIwY8?si=1Ezdvbl_aOjlWbr3)
37. Ibid.

38. CCTV Military Fans, “H [ A FFAL A SR BT LA TAG MRS IA Bl &5 PAFT 40554 [China Releases Footage of Robot
Dogs in Combat! Robot Dogs Carry Guns at the Front, Coordinating with Troops in Trench Warfare],” YouTube, January 15, 2026.
(hteps://www.youtube.com/watch?v=yvyiHCB6kKEO)

39. Ma Jun, “TEXRIEMUREHARTTAM Y R MR M B9, W &R [At the Zhuhai Airshow, Exploring the Future
Unmanned Battlefield: ‘Swarms of Bees’ in the Air, ‘Packs of Wolves on Land, and ‘Schools of Sharks’ at Sea],” Global Times (China),
November 15, 2024. (https://mil.huanqiu.com/article/4KGv51e9zzt)

40. Jesus F. Roman Garcia, “The People’s Liberation Army and New Technologies in Urban Warfare,” Canadian Army Journal,
November 27, 2025. (https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-
urban-warfare.html)
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CROSS-DOMAIN INTEGRATION

PLA writings have also begun extending this concept beyond urban
tactics to a broader unmanned force architecture spanning land, air,
and maritime systems.*! In this framing, robotic wolves function not
only as ground scouts or shooters but as networked nodes that share
sensing, targeting, and situational-awareness data with other unmanned
and manned platforms.** That connectivity can cue aerial drones and
extend command-and-control reach when terrain, urban density, or
electronic interference degrades traditional communications.*

Chinese assessments of the Ukraine war — especially operations in
the Black Sea — emphasize coordinated employment and layered
functionality for unmanned platforms across domains. PLA
commentary cites Ukrainian use of networked unmanned surface
vessels to show how maritime drones can combine reconnaissance,
electronicdisruption,andstriketo probeorpenetratedefended waters.*

HUAWEI Mate 40 Pro

Chinese demonstrations of armed unmanned surface vessels suggest o e A @ o4 EB00d-Wind
interest in these types of maritime, formation-level operations, with  pr.4 soldier conducts training with a drone,
platforms assigned complementary roles such as scouting, decoying,  rifle, and robotic wolf, demonstrating the

integrated use of autonomous sysems. The

: . i s .
jamming, and attack.”” PLA writings also pair these surface systems "% "~ "0 produced by RoboSense.

with unmanned underwater vehicles tasked with reconnaissance,
target tracking, and follow-on attack — creating a diverse set of
maritime capabilities.*®

Beyond wolves and maritime assets, China North Industries Group spokesperson, Cheng Ziheng, has described a
layered unmanned aerial vehicle (UAV) deployment model in which expendable drones trigger or expose enemy air
defenses, anti-radiation drones target those emitters, and follow-on strike drones exploit the resulting gaps to neutralize
air defense positions.”” Larger UAV platforms such as the Jiutian drone are also cited as enabling coordination across
air, maritime, and littoral spaces by acting as airborne hubs for unmanned deployment and data fusion.* Overall, the
model reflects an emphasis on sequencing complementary unmanned roles rather than relying on any single platform.

41. Ma Jun, “TEBRIEATREIAEIC AN K W EOREE. #h @ [At the Zhuhai Airshow, Exploring the Future
Unmanned Battlefield: ‘Swarms of Bees’ in the Air, ‘Packs of Wolves’ on Land, and ‘Schools of Sharks’ at Sea],” Global Times (China),
November 15, 2024. (https://mil.huangiu.com/article/4KGv51e9zzt)

42, “BAETCNER AR BARE 5% [Focusing on the Development of Unmanned Combat Forces: ‘Embedded
Integration’ and ‘Independent Force Formation’],” China Military Online, PLA Daily (China), November 6, 2025. (http://www.81.cn/
yw_208727/16419999.html)

43, Ibid.

44. “SOIETC ARSI, et . A B BRI [56 Unmanned Vessels Swarm into the South China Sea, Fully Armed
and Capable of Forming ‘Shark Packs’ to Encircle and Attack Enemy Warships],” First Military Affairs, July 24, 2023. (https://military.
china.com/news/13004177/20230724/45210776.html)

45, Ibid.

46. Ibid.

47. Ma Jun, “TEERiBMURE SERFICNLEY: R GRS M EOREE. #grh @RY [At the Zhuhai Airshow, Exploring the Future
Unmanned Battlefield: ‘Swarms of Bees’ in the Air, ‘Packs of Wolves’ on Land, and ‘Schools of Sharks’ at Sea],” Global Times (China),
November 15, 2024. (https://mil.huangiu.com/article/4KGv51e9zzt)

48. Ibid.
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DOMAIN DOMINANCE: MAPPING CHINA’S TECH LANDSCAPE

AVIATION ROBOTICS & Al [ =
Strategic Aviation and Space Leaders ‘ﬂ ) ) w
Organizations like AVIC, CASC, and Tengden spearhead China’s &Y

. -

advanced flight and orbital capabilities.

Global Aerospace Influence (
Includes specialized entities like Guizhou Aviation Industry l“l GATD

focused on import/export and international trade.

TERRESTRIAL ROBOTICS & Al

The Rise of Land-Based Robotics ( RomETrCS x] DEEPRobotics

A high-density sector featuring rapid innovators like Unitree,
DeepRobotics, and Tencent Robotics X. [
—

UNITREE

Specialized Terrestrial Solutions
Firms like Shenhao and 7-Teng Robotics focus on mobile

industrial and service robot platforms.

tHSEA

MARITIME & FOUNDATIONAL RESEARCH

Naval Tech & Institutional Research
Poly Technologies and the Chinese Academy of Sciences (CAS)
drive maritime and automated maritime systems.

0 POLY
TECHNOLOGIES INC.

’_} SHENYANG INSTITUTE OF AUTOMATION,
| CHINESE ACADEMY OF SCIENCES

The Shenyang Institute of Automation
A primary hub for developing automated technologies

for aquatic and industrial applications.

Chinese Civil-Military Fusion entities developing unmanned quadrupeds, aerial vehicles, and surface vessels. Source: FDD.

Across these land, sea, and air domains, PLA writings are converging on a new joint wartime paradigm: aerial
swarms, ground “wolf packs,” and maritime “shark packs”™ Aerial swarms focus on mass and saturation to
overwhelm air defenses and are supported by airborne launch platforms.* Ground-based “wolf packs” emphasize
coordinated movement and attacks in complex terrain through team-level autonomy. Meanwhile, maritime “shark
packs” prioritize synchronized, multi-directional attacks
intended to saturate naval defensive systems.” Despite
operating in different environments, all three formations
rely on decentralized control, redundancy, and the ability
to continue functioning under attrition.*

Taken together, PLA sources describe unmanned systems
— air, ground, and maritime — as a single, coordinated
toolkit meant to extend sensing, speed decision-making,
and sustain operations despite disruptions. The writing  PLA Al-generated videos boast all-domain, integrated

focuses on what these systems can do: scout ahead of swarm-siyle capabilities inspired by eagles, sharks,
bees, and wolves.'

49. Ibid.

50. Fan Zuokong Yixian, “J& A#LE il A ZE i S A H9#0 7 [Unmanned Aerial Vehicles Have Become a Core Force Changing the
Form of Warfare],” Tencent News, December 14, 2025. (https://news.qq.com/rain/a/20251214A06XN800)

51. “SofEIC ABETRNFEHE, 15T, T4 R B IER [56 Unmanned Vessels Swarm into the South China Sea, Fully Armed
and Capable of Forming ‘Shark Packs’ to Encircle and Attack Enemy Warships],” First Military Affairs, July 24, 2023. (https://military.
china.com/news/13004177/20230724/45210776.html)

52. Ibid.

CHINA’S WAR WOLVES: FROM COMMERCIAL TECH TO COMBAT POWER 13


https://news.qq.com/rain/a/20251214A06XN800
https://military.china.com/news/13004177/20230724/45210776.html
https://military.china.com/news/13004177/20230724/45210776.html

troops, share targeting data, and sequence suppression and strike across multiple platforms. What appears less
developed in open PLA discourse is the control problem: how Beijing maintains reliable human oversight when
autonomous systems operate at speed, in degraded communications, and with limited supervision. That gap
matters because it creates operational and escalation risk — especially in a fast-moving crisis.

GROUND ZERO: TAIWAN

War over Taiwan is the most plausible proving ground for many of these systems because it compresses the
PLA’ hardest problems into one fight: contested littorals, dense urban terrain, and degraded communications
under fire. Xi has set a 2027 Taiwan milestone tied to the PLA’s 100th anniversary — an internal benchmark
for accelerating China’s military modernization and improving readiness. U.S. officials and assessments have
explicitly linked that milestone to building the capabilities the PLA would need for a Taiwan contingency, albeit
without implying a decision to invade on a fixed date. Nevertheless, any invasion decision will hinge, in large
part, on whether the PLA can field the platforms required to execute an invasion, including robotic wolves
designed to operate in the most attrition-intensive phases of the fight.

As the PLA moves from concept to experimentation, training footage, simulations, and exercises offer a window
into how robotic wolves are being tested, integrated, and refined for a potential Taiwan contingency. PLA concepts
generally assign unmanned ground, air, and maritime systems sequenced roles in the opening phase of conflict —
when their own assault forces would be exposed, dispersed, and most vulnerable.”

Chinese training materials and state media frequently show robotic wolves pushed to the front of that phase,
moving ahead of infantry to scout, breach obstacles, and initiate suppressive fires.** In this framing, wolves
are not niche assets; they are designed for repeatable use during the most attrition-intensive window of an
amphibious assault, preserving infantry combat power for exploiting breaches and conducting follow-on
operations inland.

This employment pattern is visible across a range of PLA training scenarios designed to simulate Taiwan-like
conditions. In China Central Television (CCTV)-released simulations of beachhead assaults, where coastal
defenses are expected to impose high initial losses, these systems are shown absorbing the initial brunt of
coastal defenses, helping the landing force get ashore.”” In these exercises, robotic wolves repeatedly appear
as first-wave assets intended to absorb risk in the most attrition-intensive phase of an operation. Explosive-
laden variants are shown clearing trenches, barriers, and tank traps, while gun-armed robots operate alongside
airborne or maneuver elements to suppress positions and disrupt reinforcements.”® Other quadrupeds deliver
ammunition and supplies to squads under fire, shifting high-risk tasks forward and preserving infantry combat

53. Jesus F. Roman Garcia, “The People’s Liberation Army and New Technologies in Urban Warfare,” Canadian Army Journal,
November 27, 2025. (https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-

urban-warfare.html)

54. Ibid.

55. Jesus F. Roman Garcia, “The People’s Liberation Army and New Technologies in Urban Warfare,” Canadian Army Journal,
November 27, 2025. (https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-

urban-warfare.html)
56. Liu Xuanzun and Liang Rui, “China’s robot wolves join PLA exercise, official media reveals,” Global Times (China), July 15, 2025.
(hteps://www.globaltimes.cn/page/202507/1338433.shtml)

14 CHINA’S WAR WOLVES: FROM COMMERCIAL TECH TO COMBAT POWER


https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-urban-warfare.html
https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-urban-warfare.html
https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-urban-warfare.html
https://www.canada.ca/en/army/services/canadian-army-journal/articles/2025/21-2-garcia-pla-new-technologies-in-urban-warfare.html
https://www.globaltimes.cn/page/202507/1338433.shtml

OPERATION STEEL WOLVES: The Robotic Vanguard Of Attrition

PHASE 1: Breaching And Suppression

Clearing the Path Suppressing Enemy Fire

EXPLOSIVE-LADEM ROBOT

Explazive-laden robots destroy trenches, barriers, and tank traps to anable forward movemant. kEun-armud robats dizrupt reinforcements and suppress ive positions al

Automated Resupply

AUTOMATED RESUPPY UMIT

Preserving Infantry Momentum

S

Ouadruped robots deliver ammunition and critical supplies to squads wnder active fire,

Machines absord high-risk tasks, keaping human combat pewer fresh for the inland fight. | ’

Possible strategic utilization of robotic wolf units in Taiwan contingency based on previous PLA amphibious landing exercises.
Source: FDD.”

power and momentum.”” Even if individual robots are destroyed during this intense initial phase of an invasion,
PLA concepts assume the formation can continue moving, using machines as expendable forward elements
while preserving infantry for the subsequent fight inland.

Beyond reconnaissance and force protection, PLA training materials also suggest robotic wolves could serve
as a ground-based analogue to one-way attack drones. In this framing, they could deliver explosive payloads
against defended or hard-to-reach targets, such as tactical command posts, communications relays, radar or air-
defense nodes, ammunition and fuel points, and critical infrastructure chokepoints such as power substations
and transformers. Those targets matter because disabling them can degrade a defender’s ability to coordinate and
sustain resistance.

57. Central Point Defense and Politics, “BEL Tl R e WEEREVER L SMBIRE BRI A IR 422 R L R SHLEEUE . 120
EIAPPHRGRES ! TC ARG, PLasf s, AR WA FH S R AR R v [ AR BB AL FRBA 3 =0 S5k % [Inside the PLAS
Latest Amphibious Assault Operations: Warships in Formation, Amphibious Vehicles Packed Aboard Landing Ships, Special Forces Air
Assaults Behind Enemy Lines, Drone Demolitions, and Armed Robot Dogs Charging Forward — Eastern Theater Command Amphibious
Armored Assault on the Beach / PLA Amphibious Mechanized Unit “Huangcaoling Hero Company],” YouTube, October 26, 2025. (https://
www.youtube.com/watch?v=ZGBybUTIwY8)
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VULNERABILITIES AND COUNTERMEASURES

While the PLA has invested heavily in robotic systems, these platforms face clear vulnerabilities.”® They rely on
wireless links and satellite navigation for control and movement, which makes them vulnerable to jamming,
spoofing, or cyber intrusion.” The wolves’ sensor suite also has limits: smoke, fog, reflective obscurants, and laser
dazzlers can degrade LiDAR and cameras, while visual disruptors and directed-energy effects can impair EOQ/
IR optics.® Robots have thermal signatures, making them easier to detect with infrared sensors.®’ PLA-linked
reporting has acknowledged another constraint: unmanned ground vehicles remain vulnerable to direct fire and
fragmentation, meaning even light weapons can disable them.®

Cracks in the Silicon Shield: PLA Robotic Vulnerabilities

TECHNICAL & ENVIRONMENTAL OPERATIONAL & POLICY
WEAKNESSES CONSTRAINTS

5
%((‘é*?}%
Communication Fragility

Reliance on wireless and satellite links creates
high vulnerability to jamming and spoofing.

pll 2

Sensor Degradation

Smoke, fog, and laser dazzlers easily impair
LiDAR, cameras, and infrared optics.

S TR
N0006)= Va7 =

“Man-in-the-Loop” Mandate
Current policy requires human
approval for any use of deadiy force.

.. 3.5

Restricted Mission Scope
Robotic units are largely limited to
non-lethal tasks like resupply and breaching.

Automation Risks
Overreliance on automation creates
failure points when systems encounter
conditions beyond design limits.

Physical Vulnerability
Unmanned ground vehicles remain
susceptible to disablement by light

weapons and fragmentation.

PLA commentators have noted a range of vulnerabilities within the deployment of autonomous systems, including robotic wolves.
Source: FDD."

59. Aggelos Chorianopoulos, “The Robotic Frontline: How Mechanical Dogs Are Transforming Combat Roles,” Karve (United Kingdom),
February 25, 2025. (https://www.karveinternational.com/insights/how-mechanical-dogs-are-transforming-combat-roles)

60. Ibid.

61. Teoman S. Nicanci, “Chinese Military Tests Armed Robot Dogs and FPV Drones in Amphibious Drill Near Taiwan,” Army Recognition,
November 3, 2025. (https://www.armyrecognition.com/news/army-news/2025/chinese-military-tests-robot-dogs-and-fpv-drones-in-amphibious-
drill-near-taiwan)

62. Ibid.
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Moreover, PLA training has highlighted gaps in control, survivability, and logistics for wolf deployments.*> Current
policy appears to keep these systems in semi-autonomous, “man-in-the-loop” configurations, limiting them to
bounded tasks such as breaching obstacles and conducting resupply runs rather than independently executing
lethal operations.®* PLA Marine Brigade commander Wang Rui has publicly underscored that human approval
remains required for the use of deadly force and warned that overreliance on automation can create new risks
when robotic systems encounter conditions beyond their design limits.®>

Lastly, sustainment challenges also limit operational scalability. Each system requires regular battery replacement
or recharging, which creates a logistics burden: forward personnel, transport, and mobile power infrastructure. If
units lose communications or support, disabled robots can become obstacles rather than assets.®

These dependencies create exploitable single points of failure. A destroyed charging vehicle or disrupted
power supply could sideline an entire pack. Chinese developers reportedly are experimenting with counter-
electronic warfare features and more autonomous modes, but performance under severe jamming and
cyber pressure remains unclear in open reporting Chinese sources also provide limited detail on battery
endurance or recharging timelines, including whether they rely on fixed docking or charging stations like
some Russian drone models.

SECTION IIl — PoLicY PRIORITIES AND RECOMMENDATIONS

To counter the threat posed by robotic wolves and other unmanned systems, U.S. policy should increase the cost of
producing, sustaining, and deploying the commercial ecosystems that make them possible. This response should
begin with three priorities. First, the U.S. and its allies should constrain the firms, components, and financial
channels supporting China’s autonomous and semi-autonomous systems. Second, they should identify and
exploit the operational vulnerabilities of those systems — including their dependence on power, communications,
and human-in-the-loop control. Third, policymakers should develop a dedicated Defense Department counter-
robotics strategy while strengthening its own robotics industrial base to ensure U.S. forces can counter, match,
and out-innovate the PLA.

PoLicY PRIORITY ONE — CONSTRAIN CHINA’S MILITARY-CIVIL FUSION ECOSYSTEM:

Policymakers should prioritize closing the enforcement gap around military-civil fusion firms that remain
outside current U.S. sanctions and export-control regimes despite contributing to the PLAs autonomous warfare
capabilities. Firms such as Unitree, Qiteng Robotics, Yunshenchu, Shenhao Technology, and Tencent Robotics

63. Central Point Defense and Politics, “ELif#/l ZEHofe Ma i HOWA G B LN PIRGHG 4= 8RR | Re LRSS . (el
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64. Oliver Parken and Tyler Rogoway, “Chinese Soldiers Train to Fend Off FPV Drones,” The War Zone, May 20, 2024. (https://www.twz.
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65. Ibid.

66. Elsa B. Kania, “Unmanned, Intangible, Silent Warfare — New Threats and Options for Taiwan,” Global Taiwan Institute, February7,2018.
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X remain undesignated despite producing platforms and research with direct PLA relevance — preserving their
access to U.S. capital and components, as well as other foreign partnerships. Policy recommendations include:

Restricting unsanctioned military-civil fusion firms: Expand sanctions, export controls, and investment
restrictions to cover Chinese robotics, Al, and sensing firms that materially support PLA autonomous and
unmanned capabilities.

Targeting enabling inputs, not just end products: Prioritize controls on processors, sensors, batteries,
communications modules, and other dual-use components that support autonomous and semi-
autonomous platforms.

Coordinating with allies and partners: Align sanctions, export controls, and screening measures with allies to
reduce opportunities for rerouting, substitution, and regulatory arbitrage.

Tightening capital-market exposure: Limit identified firms” access to foreign capital, joint ventures, research
partnerships, and other channels that help scale dual-use innovation for PLA capabilities.

Launching a national security investigation into robotic imports from foreign adversaries: Initiate a Section
232 investigation into the national security risks posed by foreign robotics manufacturers and consider imposing
tariffs on Chinese robotics to prevent domestic market capture and cut off funding.

PoLICY PRIORITY TWO — EXPLOIT OPERATIONAL VULNERABILITIES:

The utility of PLA robotics systems depends on wireless connectivity, geographic positioning systems, battery
power, recharge cycles, and human oversight. U.S. planning should, therefore, focus on intelligence collection,

vu

Inerability mapping, and counter-sustainment measures that can degrade these systems before they generate

meaningful battlefield effects. Policy recommendations include:

Mapping the support architecture: Prioritize intelligence collection on where PLA robotic units are stationed,
how they recharge, what companies and logistics nodes sustain them, and which military units control them.

Targeting power-system dependencies: Identify and restrict the materials, manufacturers, and supply chains
that support batteries, charging systems, and mobile power infrastructure for robotic ground systems.

Training for robotic contact and expanding non-kinetic countermeasures: U.S. and partner forces should
train to detect, jam, spoof, disable, and bypass small robotic ground systems in urban, littoral, breaching, and
tunnel-clearing scenarios. Investments should be made in testing and tools that exploit vulnerabilities in sensors,
communications, and navigation.

Incorporating robotic systems into wargaming and major exercises: U.S. planners should account for how
PLA robotic and other unmanned systems could shape the battlefield, rather than treating future conflict as a
contest defined only by missiles, ships, and aircraft. U.S. and partner forces should train to respond to robotic
systems across all probable theaters.
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PoLICcY PRIORITY THREE — PROMOTE AND PROTECT:

Slowing China’s robotic buildup is necessary but insufficient. Policymakers must also build institutional capacity
inside the Department of Defense (DOD), train forces to detect and defeat these systems in combat, help Taiwan
prepare for the unmanned threats it will face in the opening phase of a cross-strait assault, and work with the
U.S. defense-technology base to develop countermeasures faster than the PLA can field new variants. Policy
recommendations include:

» Developing a dedicated DOD counter-robotics strategy: The Department of Defense should treat Chinese
robotic and semi-autonomous systems as a distinct operational challenge and build a strategy that integrates
doctrine, procurement, training, and countermeasure development, folding in lessons learned from Ukraine’s
experience operating with and against drones.

« Support Taiwan’s counter-robotics preparedness: U.S. security assistance to Taiwan should include training,
tools, and tactics for identifying, disrupting, and destroying PLA robotic and semi-autonomous systems during
the opening stages of an amphibious assault.

o Prioritize low-cost countermeasures for Taiwan: Taiwan should be equipped with scalable counters such as
jammers, spoofers, obscurants, directed-energy tools or other platforms where feasible, and lightweight kinetic
options suited for urban and littoral defense.

 Partner with defense-technology firms on counter-robotics tools: The United States should work more
closely with private-sector defense innovators to develop sensors, software, electronic warfare tools, and other
countermeasures tailored to robotic ground systems and mixed unmanned assaults.

o Screen Chinese robotics vendors and components from U.S. procurement: Federal, state, and local
agencies should prohibit procurement of Chinese-made robotic ground systems and key autonomy-enabling
components — including LiDAR, onboard processors, and cellular modules — for defense, public safety, critical
infrastructure, and other sensitive operational environments.

CONCLUSION

Robotic wolves are only the first wave of a much larger Chinese effort to integrate autonomy into combat
operations. The United States and its allies should act now to constrain the ecosystems behind these capabilities,
exploit their vulnerabilities, and prepare for a fight in which autonomy could increasingly shape tempo, attrition,
and military advantage.
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