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Introduction
How does the United States confront the ambitions of 
rogue and revisionist powers without resorting to war?

For decades, the answer to this question has been to 
deploy weapons from its economic arsenal: sanctions, 
export controls, financial restrictions, and numerous 
related measures. Existing in the gray zone between 
peace and open conflict, the use of these instruments 
has constituted the core of America’s ability to constrain 
opponents without firing a shot.

Yet these tools have often disappointed when the stakes 
were high, especially with regard to Russia. In some 
instances, the design and enforcement of sanctions 
have been deficient. Yet at least as important — and 
more enigmatic — is how the targets of sanctions have 
learned to survive them.

Adversaries like Russia and Iran are adapting and 
evolving. They refine their ability to absorb economic 
constraints, evade restrictions, and subvert the very 
systems that generations of American policymakers 
built to contain them.

Through observation, experimentation, and mutual 
support, rogue regimes sought to transform themselves 
from sanctions targets into sanctions survivors, and 
even sanctions exploiters.

This report traces that transformation. It examines 
how America’s principal adversaries have learned how 
to endure U.S. economic pressure, as well as instances 
when that pressure remained effective.1 This report also 
offers steps to reclaim the initiative in a contest that is 
resource-intensive and adaptive. It assesses how Russia 
and Iran have learned through trial and error, necessity, 
and strategic self-help to circumvent U.S. economic 
pressure in real time. Significantly, it also shows where 
America has failed to achieve its aims: mainly, in 

1. For effectiveness, see: Orde Kittrie, Andrea Stricker, and Behnam Ben Taleblu, “Iran’s Nuclear Disarmament,” Foundation for Defense of 
Democracies, March 2025. (https://www.fdd.org/analysis/2025/03/14/irans-nuclear-disarmament). 
2. Lewis Carroll, Through the Looking-Glass and What Alice Found There (New York: Dodge Publishing Company, 1909).
3. Ibid., page 33.

preventing rogue rivals from acquiring the means to 
wage war and promote conflict in the first place.

This analysis, therefore, provides the context and 
rationale for three principal courses of action to 
enhance the effectiveness of U.S. economic warfare: 

•	 Deploying secondary sanctions more aggressively to 
disrupt adversarial networks;

•	 Implementing targeted actions to constrain and 
contain the subjects of the report’s two primary case 
studies: Russia and Iran; and

•	 Breaking the cycle of sanctions adaptation, where 
adversaries continuously develop new evasion 
techniques in response to U.S. actions, forcing the 
United States and its allies to expend ever-increasing 
resources to catch up.

What emerges from this assessment is that U.S. 
policymakers who employ weapons from their 
economic arsenal now often find themselves running 
a race like the one described by the Red Queen in the 
works of Lewis Carroll: We are perpetually running 
faster just to avoid falling behind.2

When it comes to sanctions, the cycle of action, reaction, 
and counteraction is not merely costly. It can be self-
defeating if allowed to persist for years or decades.

A Maddening Race
More than a century ago, Oxford mathematician and 
writer Carroll captured the futility of a maddening race that 
seemingly could not be won in his classic work, Through 
the Looking-Glass. In a memorable scene, Carroll’s iconic 
Red Queen explains a paradoxical brainteaser whereby 
individuals must run faster to stand still. “Now, here, you 
see, it takes all the running you can do, to keep in the same 
place,” says the Red Queen. “If you want to get somewhere 
else, you must run at least twice as fast as that!”3

https://www.fdd.org/analysis/2025/03/14/irans-nuclear-disarmament
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In many respects, the competitive pressures facing 
sanctions enforcers and sanctions evaders have come 
to resemble the exertions of Alice and the Red Queen: 
a frantic sprint in which neither one progresses, even 
though both have been running “very fast for a long 
time.” This report employs the Red Queen metaphor 
to assess one of the most persistent criticisms of U.S. 
sanctions policy: diminishing returns over time.4

Across disciplines, scholars have employed the “race of 
the Red Queen” as a conceptual frame to understand 
recurring patterns of competitive adaptation. 
Evolutionary biologists use it to illustrate the 
coevolutionary pressures of different species. Military 
strategists invoke it to capture the logic of an arms race. 
Economists apply it to global markets. In cybersecurity, 
it explains why consumers must constantly update their 
digital devices with the latest patch.5 When applied to 
modern sanctions policy, the Red Queen metaphor is 
equally, and perhaps ominously, applicable.

While direct and sectoral sanctions remain among 
the most commonly used tools in America’s economic 
arsenal, adversaries have compiled a broad and deep set 
of tactics for evading them. Critics of using sanctions 
as a policy tool argue that, much like bacteria exposed 
to antibiotics, sanctioned states that are given time will 
adapt, calling into question the use of this tool in the first 
place.6 Repeated targeting with direct, or even sectoral, 
sanctions forces target regimes to evolve. It drives 

4. The author thanks Agathe Demarais for partly inspiring this research by comparing sanctions evasion to bacterial resistance to antibiotics, 
a form of adaptive, coevolutionary pressure. This monograph extends her conceptual starting point by directly applying the Red Queen 
hypothesis to the evolutionary dynamics between sanctions enforcers and evaders. Agathe Demarais, Backfire: How Sanctions Reshape the World 
Against U.S. Interests (New York: Columbia University Press, 2022); Steve Feldstein and Fiona Brauer, “Why Russia Has Been So Resilient to 
Western Export Controls,” Carnegie Endowment for International Peace, March 11, 2024. (https://carnegieendowment.org/research/2024/03/
why-russia-has-been-so-resilient-to-western-export-controls) 
5. In evolutionary biology, see: Leigh Van Valen, “A New Evolutionary Law,” Evolutionary Theory, 1973, pages 1-30; Michael A. Brockhurst, 
Tracey Chapman, Kayla C. King, Judith E. Mank, Steve Paterson, and Gregory D. D. Hurst, “Running with the Red Queen: The Role 
of Biotic Conflicts in Evolution,” Proceedings of the Royal Society B, December 22, 2014. (https://royalsocietypublishing.org/doi/10.1098/
rspb.2014.1382); In military strategy, see: William J. Baumol, “Red-Queen Games: Arms Races, Rule of Law and Market Economies,” Journal 
of Evolutionary Economics, June 2004; In economics, see, William P. Barnett, The Red Queen among Organizations: How Competitiveness Evolves 
(Princeton, NJ: Princeton University Press, 2008); In cybersecurity, see: Ryan Burk and Jan Kallberg, “Bring on the Cyber Attacks – The 
increased predatory power of the restrained red queen in a nationstate cyber conflict,” Cyber Defense Review, Fall 2016. (https://www.jstor.
org/stable/26267359). 
6. Paddy Hirsch, “Why sanctions don’t work — but could if done right,” NPR, April 11, 2023. (https://www.npr.org/sections/money/​
2023/04/11/1169072190/why-sanctions-dont-work-but-could-if-done-right)

innovation in evasion. It accelerates counter-alliance 
building. And most important for this assessment: it 
stimulates creative economic workarounds.

Secondary sanctions, however, function more effectively 
than metaphorical antibiotics. They leverage the power 
and scale of the economies of the United States and 
its allies. Thus, secondary sanctions are harder to 
circumvent, carry broader reach, and strike deeper into 
the logistical chains of adversarial networks.

Accordingly, this analysis concludes that policymakers 
should no longer treat secondary sanctions as a last 
resort — a learned habit of the past — but as a first-
tier weapon of economic statecraft, especially when 
confronting adversaries that are large, aggressive, 
and already steeped in sanctions resistance, such as 
Russia and Iran.

As detailed in the following, this assessment concludes 
that the United States and its allies are not powerless 
in the Red Queen’s race. Rather, they must be better 
resourced and prepared to recalibrate faster, strike 
harder, and adapt more nimbly than adversaries who 
have been learning from us all along.

Case Selection: Iran and Russia
Drawing on open-source reporting, official documents, 
expert and policymaker interviews, and the Treasury 
Department’s deep catalog of Office of Foreign Assets 

https://carnegieendowment.org/research/2024/03/why-russia-has-been-so-resilient-to-western-export-controls
https://carnegieendowment.org/research/2024/03/why-russia-has-been-so-resilient-to-western-export-controls
https://royalsocietypublishing.org/doi/10.1098/rspb.2014.1382
https://royalsocietypublishing.org/doi/10.1098/rspb.2014.1382
https://www.jstor.org/stable/26267359
https://www.jstor.org/stable/26267359
https://www.npr.org/sections/money/2023/04/11/1169072190/why-sanctions-dont-work-but-could-if-done-right
https://www.npr.org/sections/money/2023/04/11/1169072190/why-sanctions-dont-work-but-could-if-done-right
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Control (OFAC) sanctions designations and public 
statements, and using data from America’s previous 
economic wars up to June 1, 2025, this report analyzes 
the complex networks connecting state-owned firms, 
private-sector actors, and coordinated evasion schemes 
between Moscow, Tehran, and their global enablers. 
Other sanctions evaders, such as North Korea, show 
signs of learning from — and teaching — others to refine 
their illicit craft, but to maintain a manageable scope, 
the focus here is on Moscow and Tehran. The report 
concludes with a set of actionable recommendations 
to help policymakers break the Red Queen’s race and 
regain the initiative.

Summary of Recommendations

•	 Cut the G7 Price Cap to the Bone —  
and Enforce It Aggressively
The G7 Oil Price Cap remains one of the most 
powerful levers for limiting Russian revenue, but 
enforcement has been inconsistent. Closing loopholes 
and penalizing violators must become top priorities. 
An immediate priority is to identify and penalize 
those who operate the Russian shadow fleet that 
moves the oil.

•	 Target Russia’s Soft Underbelly: Deficit Financing
Russia’s war machine runs on deficit spending. By 
exploiting fiscal vulnerabilities, such as its reliance 
on the declining liquidity of its National Wealth 
Fund to finance the government, the United States 
can undermine the Kremlin’s ability to sustain 
prolonged military operations.

•	 Expand Secondary Sanctions To Target  
Enablers of Evasion
The United States should broaden its reach, imposing 
secondary sanctions on banks, intermediaries, and 
corporate actors in jurisdictions like China, Turkey, 
and Central Asia, which facilitate illicit finance 
and trade.

7. U.S. Department of the Treasury, Press Release, “Treasury Imposes Swift and Severe Costs on Russia for Putin’s Purported Annexation of 
Regions of Ukraine,” September 30, 2022. (https://home.treasury.gov/news/press-releases/jy0981) 

•	 Enhance International Coordination on  
Export Control Enforcement
Stronger collaboration among allies is essential to 
closing regulatory gaps and denying Russia and Iran 
access to military-critical technology.

•	 Strengthen Funding for Sanctions 
Enforcement Agencies
Departments like Treasury are on the front lines 
of economic warfare yet remain chronically 
underfunded and overextended. To compete in 
the Red Queen’s race, enforcement agencies, like 
Treasury’s OFAC and Commerce’s Bureau of 
Industry and Security (BIS), must be given the 
resources to outpace adversarial networks.

Economic Warfare  
and Sanctions

On September 30, 2022, U.S. Treasury Secretary 
Janet Yellen announced a new wave of sanctions 
targeting Russian entities in response to the Kremlin’s 
ongoing aggression against Ukraine. The designated 
individuals and firms were deeply embedded in 
Russia’s defense industry and financial sector. “The 
Treasury Department and U.S. government are 
taking sweeping action today to further weaken 
Russia’s already degraded military-industrial complex 
and undermine its ability to wage its illegal war,” 
Yellen declared.7

In her remarks, Yellen revealed that the Biden 
administration had crossed a critical threshold. 
Sanctions would no longer serve primarily to impose 
accountability for past aggression. Instead, the United 
States would wield them to actively deny the Kremlin 
the material capacity to continue its war. With that 
shift in stated purpose, America entered the realm of 
economic warfare against Russia in its classical form.

https://home.treasury.gov/news/press-releases/jy0981
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It is essential to understand this crossover from sanctions 
that weaken the economic capacity of an opponent 
to sanctions that deny its ability to pursue malign 
behavior in the first place. This distinction provides the 
basis for an actionable assessment of how the United 
States employs its economic arsenal today — and how 
it can be refined to meet future policy objectives.

What Is Economic Warfare?
Treasury’s shift from sanctions that weaken to sanctions 
that eliminate the ability to act was more than semantic. 
It marked America’s adoption of a broader and more 
deliberate strategy: economic warfare applied directly 
to Russia. Though the term is often used loosely, its true 
meaning is both precise and potent. Unlike traditional 
sanctions meant to alter behavior, economic warfare is 
an intentional policy designed to disrupt an adversary’s 
ability to wage war. Understanding what this entails 
is essential to evaluating how — and why — the 
United States escalated into economic war with Russia 
beginning in September 2022.

Economic warfare is traditionally defined as “coercive 
economic activity against the economy of a hostile 
entity or state in order to diminish its military 
potential.”8 While traditional warfare relies on direct 
military engagement — what might be called “war 
with bullets” — economic warfare since World War II 
prioritizes regulatory pressure, financial disruption, 
and trade restrictions to weaken an adversary without 
firing a shot. It is, in the 21st-century context, a war 
without bullets.9 It seeks to destabilize an opponent’s 
economy, specifically by cutting off its access to 
capital, critical imports, markets, and the industrial 
base needed to sustain military operations. Sanctions 

8. Tor Egil Førland, “The History of Economic Warfare: International Law, Effectiveness Strategies,” Journal of Peace Research, May 1993. 
(https://journals.sagepub.com/doi/10.1177/0022343393030002003) 
9. While cyber warfare might similarly be framed as a “war without bullets,” it falls outside the scope of this research, which focuses on 
economic tools like sanctions. For an examination of the intersection between cyber and economic warfare, see: “The Attack on America’s 
Future: Cyber-Enabled Economic Warfare,” Eds. Samantha F. Ravich and Annie Fixler, Foundation for Defense of Democracies, October 28, 
2022. (https://www.fdd.org/analysis/2022/10/28/the-attack-on-americas-future-cyber-enabled-economic-warfare). 

are often part of this strategy, but they are not the 
only component.

For decades, economic penalties have served as 
Washington’s go-to response to rogue regimes, human 
rights abusers, and geopolitical adversaries. These 
measures have included the full range of nonmilitary 
options available to policymakers, including asset 
freezes, investment bans, travel prohibitions, and 
trade restrictions, which are all designed to raise the 
cost of defying or challenging the United States and 
the interests of its allies. Yet while sanctions remain a 
central tool, they are only one component of a broader 
and evolving arsenal of economic coercion.

Recognizing the distinctions within that arsenal is 
essential to understanding how the United States 
escalated (intentionally or otherwise) from targeted 
penalties to a sustained campaign of economic warfare 
against Russia beginning in 2022.

America’s Road to Economic  
War With Russia
Russia’s illegal annexation of Crimea in 2014 and 
its military occupation of Ukrainian territory 
initially prompted President Barack Obama and 
his administration to impose a series of economic 
sanctions and punitive measures on the Kremlin. These 
actions were targeted and coordinated but ultimately 
limited. They were designed to raise costs and show 
American resolve without provoking an escalatory 
response from Moscow.

The first Trump administration expanded the Obama-
era list of sanctioned individuals and entities but largely 
adhered to the policy playbook it inherited. Under Trump 
1.0, the White House had more powers to sanction 

https://journals.sagepub.com/doi/10.1177/0022343393030002003
https://www.fdd.org/analysis/2022/10/28/the-attack-on-americas-future-cyber-enabled-economic-warfare
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Russia (considered later), but it remained selective in the 
targets it chose to attack.10 On the whole, the Trump 
administration kept America in a holding pattern vis-
à-vis Russia, not pursuing an economic war. Although 
fighting in Ukraine persisted during the Trump 1.0 
period, the Kremlin did not pursue significant territorial 
expansion beyond its occupied territories. The conflict 
in Ukraine was essentially frozen along with the West’s 
collective economic response to it. That began to change 
under the Biden administration. 

One year before Russia’s expanded invasion in 2022, 
the White House signaled a potential loosening of the 
economic clamps on Moscow. In a high-profile reversal 
of inherited policy from the Trump administration, 
President Joe Biden lifted sanctions on Russia’s Nord 
Stream 2 pipeline to Germany (a key geopolitical asset 
for the Kremlin and a prized energy link for Berlin). 
The gesture was twofold: communicating to Moscow 
that Biden intended to improve economic ties with 
Russia while simultaneously winning support from 
Berlin for his “America is back” strategy vis-à-vis 
Europe. Keen to ensure that Moscow understood 
this shift, Biden also expressed openness to renewed 
diplomatic engagement and even more sanctions relief 
in the immediate future.11

Nevertheless, warning signs of a broader Russian 
invasion of Ukrainian territory steadily mounted 
through the spring and late summer of 2021. 
Russian forces massed near Ukraine’s borders. By late 

10. Congress granted additional authorities to the White House under the Countering Russian Influence in Europe and Eurasia Act of 
2017, as amended, the Countering America’s Adversaries Through Sanctions Act, and the Protecting Europe’s Energy Security Act of 2019. 
Cory Welt and Dianne E. Rennack, “U.S. Sanctions on Russia: Legal Authorities and Related Actions,” Congressional Research Service, April 
26, 2024. (https://sgp.fas.org/crs/row/R48052.pdf )
11. President Joe Biden, “Press Conference: Joe Biden Holds a Press Conference in Geneva,” June 16, 2021, Transcript by Roll Call. (https://
rollcall.com/factbase/biden/transcript/joe-biden-press-conference-summit-russia-vladimir-putin-june-16-2021); Russian President Vladimir 
Putin, “Remarks at the St. Petersburg Economic Forum,” May 29, 2018. (http://en.kremlin.ru/events/president/news/57556); Andrew 
Desiderio and Alexander Ward, “‘I’m not happy about it’: Dems torch Biden’s Russian pipeline deal,” Politico, July 21, 2021. (https://www.
politico.com/news/2021/07/21/democrats-biden-russian-pipeline-deal-500474)
12. “Russia-Ukraine border: Nato warning over military build-up,” BBC (UK), November 15, 2021. (https://www.bbc.com/news/world-
europe-59288181); Alberto Nardelli and Jennifer Jacobs, “U.S. Intel Shows Russia Plans for Potential Ukraine Invasion,” Bloomberg, 
November 21, 2021. (https://www.bloomberg.com/news/articles/2021-11-21/u-s-intel-shows-russian-plans-for-potential-ukraine-invasion)
13. “‘Serious, Substantive’: Biden, Putin Agree to Intensify Diplomacy Amid Ukraine Tensions,” Radio Free Europe / Radio Liberty, 
December 31, 2021. (https://www.rferl.org/a/biden-putin-ukraine-talks-nato/31633635.html)

September, U.S. intelligence was raising the alarm 
about a major escalation.

Even as the window for Biden’s proposed rapprochement 
with Moscow closed during these months, Washington 
continued to note its willingness to entertain sanctions 
relief in exchange for a diplomatic breakthrough. It 
was a fateful calculation. Biden had made an overture 
of good faith. President Vladimir Putin did not 
interpret it as a path to détente but as an opening for 
military aggression.

Warning Signs and Strategic Calculations
By September 2021 at the latest, Western intelligence 
and military analysts had identified clear indications 
that Russia was preparing for a large-scale military 
offensive against Ukraine.12 Over the next five months, 
the Biden administration began to pull back from its 
earlier gestures of rapprochement. Instead, the White 
House steadily intensified its warnings to Moscow, 
vowing that Russia would face devastating economic 
consequences if it launched a wider war against Ukraine.

Throughout the fall of 2021, as the Kremlin’s military 
buildup accelerated, so too did the severity of U.S. 
threats. Through repetition and mounting urgency, 
Washington asserted that a Russian invasion would 
trigger sweeping sanctions and international isolation.13 
Yet the administration left open the path to diplomacy: 
offering off-ramps if Putin chose negotiation over war.

https://sgp.fas.org/crs/row/R48052.pdf
https://rollcall.com/factbase/biden/transcript/joe-biden-press-conference-summit-russia-vladimir-putin-june-16-2021/
https://rollcall.com/factbase/biden/transcript/joe-biden-press-conference-summit-russia-vladimir-putin-june-16-2021/
http://en.kremlin.ru/events/president/news/57556
https://www.politico.com/news/2021/07/21/democrats-biden-russian-pipeline-deal-500474
https://www.politico.com/news/2021/07/21/democrats-biden-russian-pipeline-deal-500474
https://www.bbc.com/news/world-europe-59288181
https://www.bbc.com/news/world-europe-59288181
https://www.bloomberg.com/news/articles/2021-11-21/u-s-intel-shows-russian-plans-for-potential-ukraine-invasion
https://www.rferl.org/a/biden-putin-ukraine-talks-nato/31633635.html
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In January 2022, the administration dispatched 
Deputy Secretary of State Wendy Sherman to Geneva 
and Brussels on a last-ditch mission to prevent a larger 
war in Ukraine. Her role was to act as an emissary of 
peace and as a probe. In Brussels, she convened the 
first NATO-Russia Council (NRC) meeting in two 
years. Prior to Russia’s expanded invasion, this was 
the primary institutional format for East-West conflict 
resolution with Moscow. Her mission at the NRC: to 
give Moscow a final chance to step back from the brink.

At the NRC, Sherman laid out a menu of diplomatic 
incentives for Moscow. These included reciprocal 
agreements on military transparency, risk reduction, 
enhanced communication protocols, and future arms 
control discussions (a long-standing Russian demand). 
Sherman’s offerings were tailor-made to address the 
enduring points of friction between Moscow and the 
West. They were also a test. If Putin truly feared NATO 
encroachment, as some apologists in the West claimed, 
then Sherman was offering him an alternative: a 
negotiated path to resolve frictions with the alliance.14 If 
Putin’s apologists were wrong, however, then Moscow’s 
intransigence would reveal his true intentions.

The Failure of the Biden Administration’s 
Use of Sanctions as a Deterrent
There was no breakthrough at Sherman’s NRC meeting 
in Brussels, yet the White House continued to press 

14. John J. Mearsheimer, “Why the Ukraine Crisis Is the West’s Fault: The Liberal Delusions That Provoked Putin,” Foreign Affairs, 
September/October 2014, pages 77-89. (https://www.mearsheimer.com/wp-content/uploads/2019/06/Why-the-Ukraine-Crisis-Is.pdf ) 
15. The White House, “Statement from President Biden on United Nations Security Council Meeting,” January 31, 2021. (https://
bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/01/31/statement-from-president-biden-on-united-nations-security-
council-meeting); Secretary of State Antony J. Blinken, Press Availability, January 21, 2022. (https://geneva.usmission.gov/2022/01/21/
secretary-blinkens-press-briefing-in-geneva); The White House, “Readout of President Joseph R. Biden, Jr.’s Call with President 
Emmanuel Macron of France,” February 2, 2022. (https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/02/02/
readout-of-president-joseph-r-biden-jr-s-call-with-president-emmanuel-macron-of-france-2); Molly Nagle, “WH national security adviser 
says there’s a ‘very distinct’ possibility of Russian attack on Ukraine,” ABC News, February 6, 2022. (https://abcnews.go.com/Politics/
wh-national-security-adviser-distinct-possibility-russian-attack/story?id=82694548); The White House, “Background Press Call Previewing 
the German Chancellor’s Visit,” February 7, 2022. (https://bidenwhitehouse.archives.gov/briefing-room/press-briefings/2022/02/07/
background-press-call-previewing-the-german-chancellors-visit); The White House, “Remarks by President Biden and Chancellor Scholz 
of the Federal Republic of Germany at Press Conference,” February 7, 2021. (https://bidenwhitehouse.archives.gov/briefing-room/
statements-releases/2022/02/07/remarks-by-president-biden-and-chancellor-scholz-of-the-federal-republic-of-germany-at-press-conference)
16. The White House, “Remarks by Vice President Harris at the Munich Security Conference,” February 19, 2022. (https://bidenwhitehouse.
archives.gov/briefing-room/speeches-remarks/2022/02/19/remarks-by-vice-president-harris-at-the-munich-security-conference)

Moscow into taking off-ramps to war. On the final call 
between Biden and Putin before the expanded invasion, 
Biden cautioned Putin that the United States and its 
allies would “respond decisively and impose swift and 
severe costs” on Russia.15 This was a volte face from the 
conciliatory posture that Biden had taken at the start 
of his presidency.

One week after Biden’s call with Putin, the White 
House gave Vice President Kamala Harris the grave 
task of delivering America’s last prewar message to 
Moscow. Her stage would be the Munich Security 
Conference in Germany.

“Make no mistake,” she declared, “sweeping and 
coordinated measures will inflict great damage on 
those who must be held accountable. And we will not 
stop with economic measures. We will further reinforce 
our NATO Allies on the eastern flank.”16

On the eve of the largest land war in Europe since 
1945, Biden and his national security team were 
executing a textbook campaign of deterrence: they 
drew a clear red line, threatened punitive costs, and 
offered an alternative path through diplomacy. And 
both the president and vice president had delivered 
repeated and consistent messages to Moscow with all 
of the gravity and resolve they could muster.

https://www.mearsheimer.com/wp-content/uploads/2019/06/Why-the-Ukraine-Crisis-Is.pdf
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/01/31/statement-from-president-biden-on-united-nations-security-council-meeting
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/01/31/statement-from-president-biden-on-united-nations-security-council-meeting
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/01/31/statement-from-president-biden-on-united-nations-security-council-meeting
https://geneva.usmission.gov/2022/01/21/secretary-blinkens-press-briefing-in-geneva
https://geneva.usmission.gov/2022/01/21/secretary-blinkens-press-briefing-in-geneva
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/02/02/readout-of-president-joseph-r-biden-jr-s-call-with-president-emmanuel-macron-of-france-2
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/02/02/readout-of-president-joseph-r-biden-jr-s-call-with-president-emmanuel-macron-of-france-2
https://abcnews.go.com/Politics/wh-national-security-adviser-distinct-possibility-russian-attack/story?id=82694548
https://abcnews.go.com/Politics/wh-national-security-adviser-distinct-possibility-russian-attack/story?id=82694548
https://bidenwhitehouse.archives.gov/briefing-room/press-briefings/2022/02/07/background-press-call-previewing-the-german-chancellors-visit
https://bidenwhitehouse.archives.gov/briefing-room/press-briefings/2022/02/07/background-press-call-previewing-the-german-chancellors-visit
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/02/07/remarks-by-president-biden-and-chancellor-scholz-of-the-federal-republic-of-germany-at-press-conference/
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/02/07/remarks-by-president-biden-and-chancellor-scholz-of-the-federal-republic-of-germany-at-press-conference/
https://bidenwhitehouse.archives.gov/briefing-room/speeches-remarks/2022/02/19/remarks-by-vice-president-harris-at-the-munich-security-conference/
https://bidenwhitehouse.archives.gov/briefing-room/speeches-remarks/2022/02/19/remarks-by-vice-president-harris-at-the-munich-security-conference/
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The Full-Scale Invasion
In the early hours of February 24, 2022, the Kremlin 
issued its reply to Washington’s threats by blitzing 
Ukraine on multiple fronts. Deterrence had failed, and 
now, the Biden administration faced the urgent task of 
making good on its earlier promise to impose swift and 
severe costs for aggression.17

The United States, in coordination with allies, moved 
quickly, severing Russia’s access to major financial 
systems. The ruble plummeted, markets convulsed, 
and more than 1,000 foreign firms exited Russia.18

Significantly, the application of Biden’s promised 
sanctions did not catch the Kremlin off guard. 
Moscow had anticipated the Western playbook 
and initial economic shock of these actions. It had 
modeled their impact and responded with deftly 
calibrated countermeasures. 

Many of the Putin regime’s technocrats trained at 
top universities in Europe and the United States. 
They quickly adapted the Russian economy to a new 
normal. The Russian Finance Ministry, for example, 
moved rapidly to halt a run on the ruble using classical 
monetary defenses: capital controls, interest rate hikes, 
and direct interventions in the currency market. In 
combination, these moves slowly halted the ruble’s 
plummet. While the downturn was sharp, the Kremlin 
had nevertheless prevented a systemic financial collapse.

The Kremlin also developed alternative payment 
systems to bypass SWIFT banking restrictions, 
launched domestic substitutes for Western goods 

17. Lauren Egan, “Biden announces new measures in response to Russian invasion of Ukraine,” NBC, February 24, 2022. (https://www.
nbcnews.com/politics/white-house/biden-announce-new-measures-response-russian-invasion-ukraine-rcna17523) 
18. Cory Welt and Dianne E. Rennack, “U.S. Sanctions on Russia: Legal Authorities and Related Actions,” Congressional Research Service, 
April 26, 2024. (https://sgp.fas.org/crs/row/R48052.pdf )
19. SWIFT is the Belgium-based international financial messaging service that facilitates the transfer of funds between banks. Council 
of the European Union, Press Release, “Russia’s military aggression against Ukraine: EU bans certain Russian banks from SWIFT 
System and introduces further restrictions,” March 2, 2022. (https://www.consilium.europa.eu/en/press/press-releases/2022/03/02/
russia-s-military-aggression-against-ukraine-eu-bans-certain-russian-banks-from-swift-system-and-introduces-further-restrictions)
20. Anders Åslund, “How to Win Friends and Drain Russia’s War Machine,” Project Syndicate, August 4, 2022. (https://www.project-
syndicate.org/commentary/oil-price-cap-on-russian-exports-is-win-win-strategy-by-anders-aslund-2022-08); Vladimir Milov, “The Sanctions 
on Russia Are Working,” Foreign Affairs, January 18, 2023. (https://www.foreignaffairs.com/russian-federation/sanctions-russia-are-working)

and services, and leaned heavily on energy exports to 
replenish foreign reserves.19 In short: it absorbed the 
blow, adjusted, and continued the war.

Despite a projected 2.1 percent annual gross domestic 
product (GDP) contraction, the Russian economy 
stabilized by the summer of 2022. The Biden 
administration took note and began preparing the 
American public for a protracted sanctions campaign. 
In tandem, White House and Treasury officials began 
to stress that U.S. sanctions would take time to have 
their intended effect. 

Economists including Anders Åslund and former 
Russian Deputy Minister of Energy Vladimir Milov 
assessed that the initial wave of sanctions on Russia was 
“working.” In a technical sense, these assessments were 
correct. The restrictions had weakened the Russian 
war machine. Yet Russia’s defense-industrial base 
continued to function by surviving and adapting to 
new constraints.20

Significantly, during this time, sanctions the White 
House once framed as a tool of “accountability” were 
now reframed as instruments of denial. Washington 
would slowly commit to a declared strategy for cutting 
off the resources that Russia needed to sustain its war. 

The Changing Aim of Sanctions
The shift in language from “accountability” to “denial,” 
from punishment to incapacitation, reflected a deeper 
recalibration in U.S. strategy. This transition marked 
the point at which sanctions ceased to be a limited 
policy and became an instrument of economic war.

https://www.nbcnews.com/politics/white-house/biden-announce-new-measures-response-russian-invasion-ukraine-rcna17523
https://www.nbcnews.com/politics/white-house/biden-announce-new-measures-response-russian-invasion-ukraine-rcna17523
https://sgp.fas.org/crs/row/R48052.pdf
https://www.consilium.europa.eu/en/press/press-releases/2022/03/02/russia-s-military-aggression-against-ukraine-eu-bans-certain-russian-banks-from-swift-system-and-introduces-further-restrictions/
https://www.consilium.europa.eu/en/press/press-releases/2022/03/02/russia-s-military-aggression-against-ukraine-eu-bans-certain-russian-banks-from-swift-system-and-introduces-further-restrictions/
https://www.project-syndicate.org/commentary/oil-price-cap-on-russian-exports-is-win-win-strategy-by-anders-aslund-2022-08
https://www.project-syndicate.org/commentary/oil-price-cap-on-russian-exports-is-win-win-strategy-by-anders-aslund-2022-08
https://www.foreignaffairs.com/russian-federation/sanctions-russia-are-working
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Understanding how and why this shift occurred is 
essential to grasping the central argument of this report: 
that economic warfare is not static. It escalates, adapts, 
and, as the Red Queen metaphor suggests, forces both 
attacker and defender into constant motion. What 
began as a necessary step to preserve U.S. credibility 
after threatening consequences for an invasion soon 
evolved into an effort to dismantle Russia’s capacity to 
wage war in the first place.

In the immediate aftermath of the February 2022 
invasion, the United States presented a clear rationale 
for its sanctions policy: to impose costs and hold the 
Kremlin accountable. Biden articulated this position in 
a nationally televised address the following month:

As Putin continues his merciless assault, the United 
States and our Allies and partners continue to work 
in lockstep to ramp up the economic pressure on 
Putin and to further isolate Russia on the global 
stage, we’re going to jointly announce several new 
steps to squeeze Putin and hold him even more 
accountable, accountable for his aggression against 
Ukraine.21

By March 2022, the United States had sanctioned nearly 
1,800 Russian individuals and entities, but importantly, 
it had not yet crossed into the domain of economic 
warfare.22 Much like the Obama administration after 
Russia’s 2014 annexation of Crimea, Biden’s Treasury 
Department consequently focused on restricting 
Russia’s defense industry and financial sector.

21. President Joseph R. Biden, “Remarks by President Biden Announcing Actions to Continue to Hold Russia Accountable,” Remarks 
in White House Briefing Room, March 11, 2022. (https://bidenwhitehouse.archives.gov/briefing-room/speeches-remarks/2022/03/11/
remarks-by-president-biden-announcing-actions-to-continue-to-hold-russia-accountable) 
22. “Consolidated Sanctions List,” Office of Foreign Assets Control, U.S. Department of the Treasury, accessed September 11, 2025. (https://
ofac.treasury.gov/sanctions-programs-and-country-information/ukraine-russia-related-sanctions) 
23. The White House, “Fact Sheet: President Biden’s Comprehensive Proposal to Hold Russian Oligarchs and Elites Accountable,” April 
28, 2022. (https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/04/28/fact-sheet-president-bidens-comprehensive-
proposal-to-hold-russian-oligarchs-accountable); U.S. Department of the Treasury, Press Release, “U.S. Treasury Designates Facilitators of 
Russian Sanctions Evasion,” April 20, 2022. (https://home.treasury.gov/news/press-releases/jy0731)
24. The White House, “Fact Sheet: United States and G7 Partners Impose Severe Costs for Putin’s War Against Ukraine,” May 8, 2022. 
(https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/05/08/fact-sheet-united-states-and-g7-partners-impose-
severe-costs-for-putins-war-against-ukraine); U.S. Department of the Treasury, Press Release, “U.S. Treasury Takes Sweeping Action Against 
Russia’s War Efforts,” May 8, 2022. (https://home.treasury.gov/news/press-releases/jy0771) 

In April 2022, the White House continued to describe 
sanctions as a mechanism for “accountability.” Official 
statements framed the campaign as a punitive response 
to Russian aggression. The Treasury Department echoed 
this framing but also introduced new language claiming 
that sanctions were not only restricting Russian military 
activity but actively “degrading” Moscow’s ability to 
“project power and fund its invasion.”23

This shift in vocabulary was subtle but significant. The 
word “degrade” indicated more than punishment. It 
implied preemption, denial, and the use of economic 
pressure to neutralize military power. In May, the White 
House still spoke of “ratcheting up costs” but emphasized 
how “our export controls have strangled Russia’s 
access to critical technology and the supply chains 
it needs to sustain its military ambitions.”24 In June, 
the administration still spoke of “ratcheting up costs” 
but again emphasized how “our export controls have 
strangled Russia’s access to critical technology and the 
supply chains it needs to sustain its military ambitions.” 
The initial effort to impose costs on Russia had become 
a campaign to disable its military capabilities.

This trend culminated in the decisive September 30 
statement from Secretary Yellen in which she reframed 
sanctions as a weapon in a larger campaign of economic 
warfare designed to cripple Russia’s ability to sustain 
its war effort. The campaign would include export 
controls, financial isolation, and global coordination 
with the G7 and the European Union. Each new 
sanctions designation became an attempt to sever 

https://bidenwhitehouse.archives.gov/briefing-room/speeches-remarks/2022/03/11/remarks-by-president-biden-announcing-actions-to-continue-to-hold-russia-accountable
https://bidenwhitehouse.archives.gov/briefing-room/speeches-remarks/2022/03/11/remarks-by-president-biden-announcing-actions-to-continue-to-hold-russia-accountable
https://ofac.treasury.gov/sanctions-programs-and-country-information/ukraine-russia-related-sanctions
https://ofac.treasury.gov/sanctions-programs-and-country-information/ukraine-russia-related-sanctions
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/04/28/fact-sheet-president-bidens-comprehensive-proposal-to-hold-russian-oligarchs-accountable/
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/04/28/fact-sheet-president-bidens-comprehensive-proposal-to-hold-russian-oligarchs-accountable/
https://home.treasury.gov/news/press-releases/jy0731
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/05/08/fact-sheet-united-states-and-g7-partners-impose-severe-costs-for-putins-war-against-ukraine/
https://bidenwhitehouse.archives.gov/briefing-room/statements-releases/2022/05/08/fact-sheet-united-states-and-g7-partners-impose-severe-costs-for-putins-war-against-ukraine/
https://home.treasury.gov/news/press-releases/jy0771
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another link in the financial and supply chains that 
sustained Russia’s war machine.

Nevertheless, while Washington escalated its rhetoric 
from squeeze to strangulation, the desired impact of 
the policy proved elusive. The Kremlin still found ways 
to sustain its war: adapting to sanctions, circumventing 
trade restrictions, and financing the costs via energy 
exports. How has Moscow managed this?

The Evolution of the 
Economic Weapon

Moscow’s resilience points toward questions that go far 
beyond this particular war and into the long history of 
conflict itself: What is economic warfare, and what can 
it truly achieve? 

To answer this question, one must place America’s 
post-Cold War administrations’ approach to sanctions 
in the context of trends that have endured since 
ancient times. Over millennia, city-states, empires, and 
coalitions have attempted to weaken adversaries not 
only through force of arms but also via the disruption 
of trade, the deprivation of resources, and the calculated 
targeting of economic lifelines. Starvation and plunder 
are recurrent themes. From ancient sieges to modern 
embargoes, the aim has often been to coerce an enemy 
by grinding down its will and capacity to resist. This 
is the inheritance the United States now draws upon. 
It is simultaneously the metric against which to judge 
today’s sanctions campaigns against restive, rogue, and 
revisionist opponents. 

During the Peloponnesian War, for example, Sparta 
starved Athens by ravaging its farmland. A millennium 
and a half later, England pursued a similar strategy 
against France in the Hundred Years’ War, devastating 

25. Desmond Seward, The Hundred Years War: The English in France 1337-1453 (New York: Penguin Publishing Group, 1999).
26. Eric Nielsen, “Monetary Policy in the Confederacy,” Region Focus, Fall 2005. (https://www.richmondfed.org/-/media/richmondfedorg/
publications/​research/econ_focus/2005/fall/pdf/economic_history.pdf ); Eric Schuck, “Economic Warfare: The Union Blockade in the Civil  
War,” Naval History Magazine, October 2021. (https://www.usni.org/magazines/naval-history-magazine/2021/october/economic-​warfare- 
​union-​blockade-civil-war)

the countryside, while French forces retaliated by 
disrupting English trade.25 In both cases, combatants 
sought to break the resistance of an opponent on the 
battlefield while damaging the economic forces that 
kept it in the field.

By the time of the American Civil War, the 
industrialization of warfare had expanded the reach 
and precision of economic coercion. The Union’s 
“Anaconda Plan,” for example, bore a striking 
resemblance to modern national embargoes. Through a 
naval blockade of Confederate ports, the North aimed 
to choke off export revenue and deny the South access 
to the imports (i.e., arms, equipment, and supplies) 
needed to sustain its war.

The consequences were severe. Deprived of foreign 
capital, the Confederacy resorted to excessive money 
printing, triggering hyperinflation and hastening 
internal collapse. While the Anaconda Plan was 
imperfect in execution, it demonstrated that sustained 
economic warfare could impact the operation of an 
opponent’s war machine.26

Cartoon map showing the Union blockade of the Confederacy, 1861. 
Source: Library of Congress.

https://www.richmondfed.org/-/media/richmondfedorg/publications/research/econ_focus/2005/fall/pdf/economic_history.pdf
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https://www.usni.org/magazines/naval-history-magazine/2021/october/economic-warfare-union-blockade-civil-war
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The Allies applied this lesson at scale during World 
War I when they imposed a vast maritime embargo on 
the Central Powers. Known as the “Hunger Blockade,” 
its aim was to sever Germany and its allies from access 
to industrial materials and essential goods. British 
strategists targeted munitions production and the basic 
food supply of the Central Powers, calculating that 
hunger and hardship would weaken their enemies’ 
military capacity and the civilian morale of their 
populations. The effects of this campaign, including 
shortages, widespread civilian malnutrition, and 
supply chain strains, contributed to the unraveling 
of Germany’s capacity to sustain a protected 
war of attrition.27

These precedents underscore an enduring dimension 
of conflict: when economic warfare is waged 
with sufficient scale, coordination, and duration, 
it can force battlefield adjustments and military 
collapse. The logic behind today’s application of 
economic warfare, particularly in its most ambitious 
applications, rests on this same principle. If Russia’s 
ability to finance, supply, and sustain its military 
could be sufficiently disrupted, then might not its 
capacity to wage war be crippled from within?28 Once 
again, history has a lesson.

The ‘Axis of Weakness’
The history of economic warfare reveals another 
illuminating paradox, one that became especially 
visible in the early 20th century. It is often the weak 
who first grasp the need for adaptation.

Faced with isolation, resource denial, and the threat of 
collapse, targeted states have historically responded by 

27. Mary Elisabeth Cox, “Hunger games: or how the Allied blockade in the First World War deprived German children of nutrition, and 
Allied food aid subsequently saved them,” The Economic History Review, 2015, pages 600-631; J. B. Elliott, “Scott’s great snake,” retrieved 
from the Library of Congress, 1861. (https://www.loc.gov/item/99447020) 
28. Ibid.
29. Leonard Caruana and Hugh Rockoff, “An Elephant in the Garden: The Allies, Spain, and Oil in World War II,” European Review of 
Economic History, August 2007.
30. Amb. William Christian Bullitt provides insight into this problem as early as 1937. U.S. Department of State, “The Ambassador in France 
(Bullitt) to the Secretary of State, August 26, 1937, 3 p.m.,” Foreign Relations of the United States Diplomatic Papers, 1937, (Washington, DC: 
Government Printing Office, 1954). (https://history.state.gov/historicaldocuments/frus1937v01/d74)

forming new alignments and coalitions. What emerges 
is not a combination of strength. It is something more 
desperate: a coalition of vulnerability. To understand 
the modern partnership between Russia, Iran, and 
others, it is worth revisiting how earlier powers 
responded when confronted with the same pressures. 
The original Axis, born in the shadow of sanctions, 
offers a revealing precedent.

The United States first experimented with fully 
modern variants of economic warfare in the years 
preceding World War II. Seeking to preserve peace 
and avoid foreign entanglements, Congress passed 
the Neutrality Acts of 1935-1939. Idealistic in 
design but weak in impact, these laws imposed 
automatic arms embargoes on belligerent nations 
and marked an early use of economic tools as 
instruments of U.S. foreign policy in the 20th 
century.29 These measures served as tests of coercive 
leverage. They were early attempts by Congress 
to shape the course of war without entering it. 
Unfortunately, the Neutrality Acts unintentionally 
contributed to the origins of the Second World War. 
Had the United States, for example, pushed France 
more aggressively to guarantee the full sovereignty 
of Germany’s neighbors in Central Europe, history 
might have unfolded differently.30

A significant breakthrough in the use of sanctions 
came in 1940 when the United States finally 
crossed over from the idealistic virtue signaling of 
the Neutrality Acts into the practical application 
of economic power to alter the strategic calculus 
of a target state. This took the form of a short but 
devastating oil embargo on Francisco Franco’s Spain. 
Once deprived of critical fuel, Franco capitulated 

https://www.loc.gov/item/99447020
https://history.state.gov/historicaldocuments/frus1937v01/d74
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swiftly to Anglo-American demands that he remain 
neutral in World War II. Indeed, the success of the 
Spanish oil embargo created a proof of concept that 
future generations of American policymakers would 
consider, refine, and use again.31

But there were also signs of sanctions’ limitations. 
Benito Mussolini’s Italy had proven more resilient 
just five years earlier. When the League of Nations 
sanctioned Rome for its 1935 invasion of Abyssinia, 
the effects were immediate: industrial output fell, 
exports collapsed, and markets scrambled to replace 
Italian goods.32 This shock mirrored the initial 
impact of sanctions on Russia after its 2022 invasion 
of Ukraine. But the League’s embargo had critical 
flaws. It left Italy’s import lifelines like coal, oil, and 
steel untouched. Mussolini survived the League’s 
“anaconda” by developing a workaround: expanded 
trade ties with Nazi Germany. Adolf Hitler observed 
these events and responded. 

Watching Italy struggle, he recognized that sanctions 
could imperil an economy and moved to shield 
Germany preemptively. Hitler prioritized self-
sufficiency (autarky) and accelerated economic 
cooperation with Mussolini.33 This laid the economic 
foundation for the Rome-Berlin Axis. It was not an 
alliance of strength. Rather, it was an alignment forged 
amid shared vulnerability to international isolation. 
Much like today’s “Axis of Aggressors,” which unites 
Russia and other rogues, the original Axis coalesced to 
blunt the blow of multilateral sanctions.

The Cold War Era
If the run-up to World War II demonstrated the 
potential and limits of economic warfare, the Cold War 
marked its transformation. In the long contest between 

31. Ibid.
32. Nicholas Mulder, The Economic Weapon: The Rise of Sanctions as a Tool of Modern War (New Haven, CT: Yale University Press, 2022).
33. Ibid.
34. All of these policies can be categorized under the umbrella of the “Truman Doctrine” in that America would “pay” to help friends who 
resisted communism. 
35. Jonathan Masters, “What are Economic Sanctions?” Council on Foreign Relations, August 12, 2019. (https://www.cfr.org/backgrounder/
what-are-economic-sanctions) 

East and West, the use of economic tools evolved from 
instruments of attrition to tools of alignment. America 
employed them to punish adversaries and shape the 
postwar order in its own image. The shift was gradual 
but profound. Over time, Washington moved from 
inducements to coercion, from aid to exclusion, from 
the Marshall Plan to full-scale national embargoes. 
In this way, the modern sanctions arsenal emerged 
through the organic architecture of alliance building 
and containment.

In the aftermath of World War II, in which America 
and its allies waged economic warfare through 
strategic bombing and submarine blockades, the 
United States emerged as the world’s unrivaled 
superpower, both militarily and economically. 
Washington initially wielded its strength through 
international assistance programs, not punishment. 
Policies like the Marshall Plan, the European 
Recovery Act, the Export-Import Bank Act of 1945, 
and the Foreign Assistance Act of 1961 injected 
billions into foreign economies and, not incidentally, 
ensured that Western Europe remained in the 
democratic fold. It was an era of inducements, when 
the currency of influence was valued in assistance 
rather than penalties.34

But by the late 1960s and 1970s, as U.S. economic 
dominance waned and Marxist insurgencies spread, 
Washington began to pivot. Congress increasingly 
pushed for sanctions against regimes that defied 
American interests through war, terrorism, or other 
malign ambitions.35 Embargoes became a preferred 
weapon, used against Cuba, Rhodesia, Libya, South 
Africa, and post-1979 Iran. And since these countries 
were not major economic powers, cutting them 
off from the global economy was a low-cost and 

https://www.cfr.org/backgrounder/what-are-economic-sanctions
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potentially high-reward option for the United States 
and international bodies like the United Nations.

The results, at least in the short term, seemed to vindicate 
the punishment strategy. Rhodesia’s white minority 
rule collapsed. South Africa dismantled apartheid.

By the 1980s and 1990s, sanctions had become 
Washington’s default response to foreign provocation 
and defiant states. In fact, one of the clearest 
examples was the Reagan administration’s use of 
secondary sanctions to undermine Soviet energy 
exports to Europe. While the Reagan White House 
eventually backed off of its sanctions threat, this 
move foreshadowed modern efforts to curtail Russian 
gas dominance.36

By the end of the 20th century, America’s faith in 
sanctions was at an all-time high.37 With enough 
pressure, many in Congress asked: What problem 
could the sanctions tool not solve?38

The Post-9/11 Era
The attacks of September 11, 2001, marked a turning 
point in the evolution of economic warfare. At this 
point, sanctions had become a weapon that the United 
States wielded against traditional states: countries 
with borders, banks, and trade. But al-Qaeda had no 
capital, no standing army, and no national economy 

36. Bernard Gwertzman, “Reagan Lifts Sanctions on Sales for Soviet Pipeline; Reports Accord With Allies,” The New York Times, November 
14, 1982. (https://www.nytimes.com/1982/11/14/world/reagan-lifts-sanctions-on-sales-for-soviet-pipeline-reports-accord-with-allies.
html); David Kennedy, “Reagan Administration and the Soviet Pipeline Embargo,” Harvard Kennedy School, Case Program, January 1, 
1991. (https://case.hks.harvard.edu/reagan-administration-and-the-soviet-pipeline-embargo); Richard Garfield, “Sanctions and the Federal 
Republic of Yugoslavia: Assessing Impacts and Drawing Lessons,” Humanitarian Practice Network, June 3, 2003. (https://odihpn.org/
publication/sanctions-and-the-federal-republic-of-yugoslavia-assessing-impacts-and-drawing-lessons)
37. Dianne E. Rennack and Robert D. Shuey, “Economic Sanctions to Achieve U.S. Foreign Policy Goals: Discussion and Guide to 
Current Law,” Congressional Research Service, November 1, 1999. (https://crsreports.congress.gov/product/pdf/RL/97-949); John J. Forrer, 
“Secondary Economic Sanctions: Effective Policy or Risky Business?” Atlantic Council, May 2018. (https://www.atlanticcouncil.org/
wp-content/uploads/2018/05/Secondary_Sanctions_WEB.pdf )
38. Kimberly Ann Elliott and Gary Clyde Hufbauer, “Same Song, Same Refrain? Economic Sanctions in the 1990’s,” American Economic 
Review, 1999.
39. Juan Zarate, Treasury’s War: The Unleashing of a New Era of Financial Warfare (New York: Public Affairs, 2013).

to punish. The terrorist threat to America was diffuse, 
decentralized, and transnational. Could economic 
pressure work against such an adversary?

Accordingly, Washington adapted its financial arsenal 
to disrupting networks of terrorist funding, logistics, 
and support. The Treasury Department became the 
nerve center of this transformation, pioneering new 
tactics to identify, track, and choke off the financial 
structures that sustained al-Qaeda’s distributed 
network of terror.

This was a policy of sanctions for the denial of 
capabilities, not sanctions as punishment or moral 
symbolism. Treasury’s terrorist targets were expansive, 
including dispersed logistical facilitators, bankers, shell 
companies, and shadow intermediaries. As Treasury 
officials repeatedly told Congress, the department 
was resolved to measure success not by the headlines 
it generated but rather in frozen assets, disrupted 
transfers, and the organizations it starved of operational 
funds. For the first time, Treasury was learning to 
structure its use of financial and economic weapons 
around a coordinated strategy. And it was working in 
concert with, not in opposition to, the U.S. intelligence 
community.39 In contrast to the lackluster application 
of sanctions in the 1990s, Treasury would soon employ 
this more flexible, post-9/11 model against more 
traditional state adversaries like Russia and Iran.

https://www.nytimes.com/1982/11/14/world/reagan-lifts-sanctions-on-sales-for-soviet-pipeline-reports-accord-with-allies.html
https://www.nytimes.com/1982/11/14/world/reagan-lifts-sanctions-on-sales-for-soviet-pipeline-reports-accord-with-allies.html
https://case.hks.harvard.edu/reagan-administration-and-the-soviet-pipeline-embargo
https://odihpn.org/publication/sanctions-and-the-federal-republic-of-yugoslavia-assessing-impacts-and-drawing-lessons
https://odihpn.org/publication/sanctions-and-the-federal-republic-of-yugoslavia-assessing-impacts-and-drawing-lessons
https://crsreports.congress.gov/product/pdf/RL/97-949
https://www.atlanticcouncil.org/wp-content/uploads/2018/05/Secondary_Sanctions_WEB.pdf
https://www.atlanticcouncil.org/wp-content/uploads/2018/05/Secondary_Sanctions_WEB.pdf
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Insights 
This short survey of the past yields four insights 
that inform this report’s subsequent analysis of U.S. 
sanctions on Russia and Iran: 

1. Economic Warfare Works Best When It 
Hits a Critical Vulnerability Rapidly
Targeting critical dependencies, from Athens’ food 
supply to Franco’s oil imports, was key to forcing a 
breakthrough over the near- and long-term. But half-
measures often fail. To be effective, sanctions must be 
aggressive and front-loaded, not meted out gradually 
over time. While earlier administrations also made the 
mistake of slow-rolling sanctions, the Biden White 
House’s piecemeal increases in Russia sanctions were 
an unforced error. An immediate full-court press 
would have had a greater chance of dislocating the 
Kremlin’s war machine.

2. Resistance, Adaptation, and 
Learning Are Inevitable
No regime subjected to economic warfare accepts its fate 
without resistance. Sanctioned states adapt, innovate, 
and learn. Mussolini’s Italy sought new suppliers 
to bypass the League’s restrictions on its economy. 
Hitler, taking notes, built economic self-sufficiency 
into Germany’s prewar posture. Iran and Russia now 

act in a similar fashion: relying on shadow economies, 
illicit finance, and triangular trade networks to blunt 
Western sanctions. Each new round of economic 
pressure becomes a lesson. Each lesson accelerates 
adversarial adaptation.

3. Sanctions Often Take Time

While sanctions have the greatest impact when they 
hit hard and fast, a lack of immediate success does not 
translate automatically into failure. Sanctions on the 
apartheid regime in South Africa were slow to gain 
momentum but had a decisive impact over several 
years. The campaign against apartheid was unique in 
the global support it eventually garnered but so was the 
magnitude of its impact: the complete dismantlement 
of apartheid with the consent of its guardians. Today, it 
is more typical for economic warfare to seek a change in 
an adversary’s behavior or the degrading of its financial 
and military capacity. Even this may require substantial 
time as well as consistent pressure.

4. Sanctions Alone Are Rarely Enough
Sanctions are not a silver bullet. To be effective, they must 
be aggressive, sustained, and backed by complementary 
tools — military deterrence, diplomatic pressure, and 
intelligence coordination with allies. From ancient siege 
tactics to modern counterterrorism finance, economic 

Source: U.S. Department of the Treasury, “The Treasury 2021 Sanctions Review.”

Sanctions Use Has Increased Over the Last 20 Years 
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warfare succeeds only when embedded in a broader 
strategy. As adversaries adapt, the process of updating 
designations becomes less like a decisive strike and 
more like weeding a garden: constant, incremental, 
and labor-intensive. This trend is best visualized in the 
expansion of OFAC sanctions over time.

As Treasury officials noted in their 2021 internal review 
(see “Sanctions use” graphic), the overuse of sanctions 
also has consequences. The more America relies on the 
arsenal of economic warfare to contain and constrain 
its adversaries, the more they learn to resist it. Exposure 
breeds adaptation. 

Iran offers one case study through which this report 
considers the application of these insights. As the 
analysis later shows, Russia demonstrates their 
application at scale.

The Economic Arsenal vs. Iran 
Compared with the world’s great powers, Iran’s economy 
has remained relatively small, with limited influence 
on global supply chains outside the hydrocarbon 
sector. This has informed Western risk assessments 
when deploying economic weapons against the clerical 
regime in Tehran.

Since the 1979 Islamic Revolution, the United 
States and its allies have, as a consequence of Iran’s 
relatively small economy, employed sanctions and 
other restrictions on the clerical regime in that country 
with relatively low cost and minimal systemic risk. 
From the moment that Iran’s revolutionaries seized the 
U.S. embassy and took scores of hostages, the regime 
in Tehran has lived under the shadow of near-constant 
economic penalties. Though the intensity of sanctions 
has fluctuated across administrations, outside pressure 
on Iran never fully abated.

In the 1980s and 1990s, U.S. sanctions focused on 
terrorism and regional destabilization. By the 2000s, 

40. Andrew Scott Cooper, The Oil Kings: How the U.S., Iran, and Saudi Arabia Changed the Balance of Power in the Middle East (London: Simon 
& Schuster, 2011).

nuclear proliferation became the central concern. 
This triggered a broader, more integrated campaign of 
economic restriction, which evolved into one of the 
most expansive and sophisticated sanctions regimes 
in modern history. U.S.-led measures targeted nearly 
every aspect of the Iranian economy: oil exports, trade, 
banking, aviation, shipping, and overseas assets. 

As the previous section demonstrates, however, 
action inevitably invites reaction. The clerical regime’s 
resilience revealed a fundamental tension embedded 
within the economic arsenal: sanctions applied in 
perpetuity both punish and educate. Given time, a 
sanctioned state learns from economic pressure.

The Great Calamity:  
Iran’s Islamic Revolution 
It is difficult to overstate the geopolitical shock the 
1979 Islamic Revolution dealt to America’s Cold War 
strategy. For decades, Washington had relied on Shah 
Mohammad Reza Pahlavi’s regime as a cornerstone of 
its containment policy against Soviet- and Chinese-
backed communist movements across the globe.

Under the shah, Iran had become the keystone of 
President Richard Nixon’s “gladiator strategy,” a 
doctrine built around propping up heavily armed, 
pro-American regimes as regional bulwarks against 
Moscow. Continued in large part under the Ford 
and Carter administrations, the strategy used these 
“gladiators” not only to counter Marxist insurgencies 
but also to host critical U.S. intelligence nodes and 
listening posts around the globe.40 Among them, Iran 
stood as the undisputed heavyweight of the gladiatorial 
arena. Then, in a stunning reversal, the Pahlavi dynasty 
abruptly imploded.

In November 1979, young revolutionaries seized the 
U.S. embassy in Tehran and held 52 American hostages 
for 444 days. The crisis, broadcast daily around the 
world, humiliated the Carter administration and 
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exposed America’s impotence in the face of revolutionary 
upheaval. When Ronald Reagan assumed the presidency 
in 1981, he inherited both the fallout of the hostage crisis 
and the broader task of reasserting American power. 
Tehran had exposed Washington’s limited reach and 
seized billions in U.S. assets and military equipment. 
The financial toll was enormous, with insurance and civil 
claims alone exceeding $22 billion in today’s dollars.41

After the embarrassing failure of Operation Eagle 
Claw under the Carter administration (a botched 
mission to free American hostages in Tehran), military 
intervention inside Iran was effectively off the table.42 
Instead, the Reagan White House turned to economic 
means of containing and constraining the clerical 
regime in Tehran. During this period, Washington 
froze Iranian assets, restricted trade, and laid the 
groundwork for what would become a decades-long 
campaign of economic pressure. But Iran would prove 
an elusive target. The clerical regime, though battered, 
adapted. The battle that followed was neither swift 
nor decisive. Both sides continually recalibrated and 
learned from each other.

The 1980s: Adaptation to Sanctions
Early in its first term, the Reagan administration 
escalated both primary and secondary sanctions on Iran, 
expanding the scope of economic pressure in an effort 

41. Laura A. Kiernan, “Iran Liable for Loss of U.S. Assets Seized In 1979, Judge Rules,” The Washington Post, July 10, 1980. (https://www.
washingtonpost.com/archive/politics/1980/07/11/iran-liable-for-loss-of-us-assets-seized-in-1979-judge-rules/32d04adf-0a66-486e-9dda-
a87077914dd1) 
42. David Vergun, “Failed Iran Hostage Rescue Continues to Teach Lessons 45 Years Later,” Department of Defense News, April 25, 2025. 
(https://www.defense.gov/News/Feature-Stories/Story/Article/4166790/failed-iran-hostage-rescue-continues-to-teach-lessons-45-years-later)
43. Reagan’s first step was to issue Executive Order 12294 — “Suspension of Litigation Against Iran.” This was a component 
of the release of American hostages held since 1979. Ronald Reagan Presidential Library, “Executive Order & Message to 
Congress re: Suspension of Litigation Against Iran,” February 24, 1981. (https://www.reaganlibrary.gov/archives/speech/
executive-order-message-congress-re-suspension-litigation-against-iran-0)
44. Clayton Thomas, “U.S. Sanctions on Iran,” Congressional Research Service, August 19, 2025. (https://www.congress.gov/crs-product/
IF12452); Patrick Clawson, “U.S. Sanctions,” United States Institute of Peace, October 11, 2010. (https://iranprimer.usip.org/resource/
us-sanctions)
45. Clayton Thomas, “Iran Sanctions,” Congressional Research Service, February 2, 2022. (https://www.congress.gov/crs-product/RS20871)
46. This was doubly notable since the United States backed Iraq in the Iran-Iraq War during Reagan’s second term.
47. Joy Gordon, “The Not So Targeted Instrument of Asset Freezes,” Ethics & International Affairs, September 6, 2019.
48. David Siddhartha Patel, “Becoming Hezbollah: The Party’s Evolution and Changing Roles: A Conversation with Mohammad Ataie,” 
Brandeis University, Crown Center for Middle East Studies, January 27, 2023. (https://www.brandeis.edu/crown/publications/crown-
conversations/cc-16.html)

to curb Tehran’s most destabilizing activities.43 Initially, 
U.S. sanctions aimed to alter Iranian behavior in four 
key areas: support for terrorism, pursuit of weapons of 
mass destruction, human rights abuses, and aggression 
against commercial shipping in the Persian Gulf.44

To advance these goals, Washington opposed World 
Bank loans to Iran, restricted exports of dual-use 
technology during the Iran-Iraq War, and blocked U.S. 
assistance through international financial institutions.45 
These moves reflected a broader change in America’s use 
of financial tools against foreign states (considered in 
the previous section): economic denial was becoming 
a preferred tool of coercion. It was not merely a 
supplement to American diplomacy but rather a means 
to shape adversarial behavior in Iran through isolation.

That said, sanctions under Reagan constituted neither 
full-scale economic warfare nor an attempt to bring 
down the regime.46 In some respects, Iran sanctions 
during the Reagan era can be seen as a prototype 
for the more sophisticated tools that Treasury would 
introduce after 9/11.47

But half-measures proved inadequate. Throughout 
the 1980s, Iran remained steadfast in its support for 
Hezbollah and other proxy groups, even as it waged a 
ruinous eight-year war against Saddam Hussein’s Iraq.48

https://www.washingtonpost.com/archive/politics/1980/07/11/iran-liable-for-loss-of-us-assets-seized-in-1979-judge-rules/32d04adf-0a66-486e-9dda-a87077914dd1
https://www.washingtonpost.com/archive/politics/1980/07/11/iran-liable-for-loss-of-us-assets-seized-in-1979-judge-rules/32d04adf-0a66-486e-9dda-a87077914dd1
https://www.washingtonpost.com/archive/politics/1980/07/11/iran-liable-for-loss-of-us-assets-seized-in-1979-judge-rules/32d04adf-0a66-486e-9dda-a87077914dd1
https://www.defense.gov/News/Feature-Stories/Story/Article/4166790/failed-iran-hostage-rescue-continues-to-teach-lessons-45-years-later
https://www.reaganlibrary.gov/archives/speech/executive-order-message-congress-re-suspension-litigation-against-iran-0
https://www.reaganlibrary.gov/archives/speech/executive-order-message-congress-re-suspension-litigation-against-iran-0
https://www.congress.gov/crs-product/IF12452
https://www.congress.gov/crs-product/IF12452
https://iranprimer.usip.org/resource/us-sanctions
https://iranprimer.usip.org/resource/us-sanctions
https://www.congress.gov/crs-product/RS20871
https://www.brandeis.edu/crown/publications/crown-conversations/cc-16.html
https://www.brandeis.edu/crown/publications/crown-conversations/cc-16.html
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Faced with growing economic constraints, however, 
Tehran followed a familiar pattern. Much like 
Mussolini’s Italy under League sanctions, Iran sought 
to circumvent pressure by cultivating alternative 
economic relationships. It deepened ties not only with 
traditional partners like the Soviet Union and China 
but also with a diverse coalition of states willing to defy 
U.S. pressure. Included among them were Mexico, 
Austria, Poland, and Sweden.49

Iran’s response underscored a foundational truth 
of sanctions strategy. When pressure is applied in a 
piecemeal or incremental fashion, it often hardens a 
target rather than weakening it. The 1980s became 
the regime’s training period. It was then that Iran first 
learned to evade sanctions systematically. It diversified 
trade ties, forged nonaligned partnerships, and laid the 
groundwork for future sanctions resistance. The tools 
of endurance were assembled early. And they would 
prove difficult to dismantle.

The 1990s: Nuclear Fears and the 
European Backlash
The administrations of George H.W. Bush and Bill 
Clinton broadly continued the Reagan-era strategy 
of economic pressure on Iran. While concerns over 
Tehran’s support for terrorism remained constant, a 
new and more ominous threat came into focus during 
the 1990s: Iran’s pursuit of nuclear weapons.

Responding to rising anxiety in Washington, Clinton 
began to tighten the financial noose on the regime in 

49. Kate Hewitt and Richard Nephew, “How the Iran hostage crisis shaped the US approach to sanctions,” Brookings Institution, February 
23, 2023. (https://www.brookings.edu/articles/how-the-iran-hostage-crisis-shaped-the-us-approach-to-sanctions)
50. Executive Order 12957, “Prohibiting Certain Transactions With Respect to the Development of Iranian Petroleum Resources,” March 
15, 1995. (https://www.govinfo.gov/content/pkg/WCPD-1995-03-20/pdf/WCPD-1995-03-20-Pg424.pdf )
51. Executive Order 12959, “Prohibiting Certain Transactions With Respect to Iran,” May 6, 1995. (https://www.govinfo.gov/content/pkg/
WCPD-1995-05-15/pdf/WCPD-1995-05-15-Pg784.pdf ) 
52. Jeffrey J. Schott, “The Iran and Libya Sanctions Act of 1996: Results to Date,” Testimony before the Committee on International Relations United 
States House of Representatives, July 23, 1997. (https://www.piie.com/commentary/testimonies/iran-and-libya-sanctions-act-1996-results-date)

Tehran. In 1995, through executive order, he directly 
targeted Iran’s energy sector (its most profitable 
industry) by barring new U.S. investments in oil and 
gas.50 He also imposed a sweeping ban on trade and 
investment between American firms and Iran.51

Congress followed suit. In 1996, it passed the Iran 
and Libya Sanctions Act (ILSA), a landmark piece of 
legislation that extended beyond American companies 
to penalize foreign firms investing more than $20 
million in Iran’s energy sector.52 In effect, ILSA 
introduced secondary sanctions: non-Iranian firms 
could now be punished — via exclusion from the U.S. 
market — for doing business with Tehran. However, 
the main challenge to the application of this law did 
not come from Iran. Instead, it emanated from Europe.

Poster protesting the bombing of Iraq, 1999. Source: Library  
of Congress.

For years, European governments had built commercial 
and diplomatic relationships with Iran, particularly in 
the energy sector. Many European firms viewed Tehran 
not as a pariah but as a market of opportunity. ILSA 

“�When pressure is applied in a piecemeal or 
incremental fashion, it often hardens a target 
rather than weakening it.”

https://www.brookings.edu/articles/how-the-iran-hostage-crisis-shaped-the-us-approach-to-sanctions
https://www.govinfo.gov/content/pkg/WCPD-1995-03-20/pdf/WCPD-1995-03-20-Pg424.pdf
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provoked an immediate European backlash, especially 
from Paris and Berlin.53 European leaders denounced 
the law as extraterritorial overreach — an attempt 
by Washington to drag foreign companies into its 
campaign against Tehran by threatening their access 
to U.S. markets.

Recognizing that a brewing diplomatic crisis was 
about to boil over, the Clinton White House chose to 
compromise. The State Department offered Europe 
limited exemptions to ILSA. The most notable of 
these was approval of a major European-backed 
energy project in Iran. Washington also pledged not 
to impose sweeping penalties on allied governments. 
Clinton dispelled the crisis. The boil settled to a 
simmer. But at a cost.

By offering carveouts to ILSA, the Clinton 
administration set a precedent that would continue 
throughout the following decades. European capitals 
took note: U.S. sanctions were forceful in theory but 
were negotiable in practice.54 This dulled the edge of 
America’s sharpest economic weapons against Iran.

ILSA was the first major instance of this dynamic, but 
it would not be the last. From that point on, the cycle 
of sanctions, opposition, and exemptions became a 
defining feature of America’s economic arsenal. In this 
case, the most significant challenge to U.S. sanctions 
policy did not come from Tehran but from America’s 
own allies. A new phase had begun: economic conflict 

53. The sticking point was the South Pars gas development initiative. Patrick Clawson, “Sanctions Relief for Iran Without Congressional 
Approval,” The Washington Institute for Near East Policy, October 17, 2013. (https://www.washingtoninstitute.org/policy-analysis/sanctions-
relief-iran-without-congressional-approval); Jos Sances, “Stop bombing Iraq, Lift the sanctions,” Middle East Children’s Alliance, retrieved 
from the Library of Congress, 1999. (https://www.loc.gov/resource/ppmsca.75926) 
54. This would have varying results depending on who occupied the White House.
55. The Bush White House issued two executive orders covering Iran: Executive Order 13224 (September 23, 2001) covering supporters of 
terrorism and Executive Order 13382 (June 28, 2005) targeting support for Iran’s nuclear and ballistic missile programs. Clayton Thomas, 
“Iran Sanctions,” Congressional Research Service, February 2, 2022. (https://www.congress.gov/crs-product/RS20871)
56. Executive Order 13224, “Blocking Property and Prohibiting Transactions With Persons Who Commit, Threaten To Commit, or 
Support Terrorism,” September 23, 2001. (https://www.govinfo.gov/content/pkg/FR-2001-09-25/pdf/01-24205.pdf ) 
57. Clayton Thomas, “Iran Sanctions,” Congressional Research Service, February 2, 2022. (https://www.congress.gov/crs-product/RS20871) 
58. David Albright and Corey Hinderstein, “The Iranian Gas Centrifuge Uranium Enrichment Plant at Natanz: Drawing 
from Commercial Satellite,” Institute for Science and International Security, March 14, 2003. (https://isis-online.org/isis-reports/
the-iranian-gas-centrifuge-uranium-enrichment-plant-at-natanz-drawing-from-) 

was no longer just a contest with adversaries. It was also 
a negotiation with friends.

The 2000s: War on Terror and Iran’s 
Nuclear Pursuits
The terrorist attacks of September 11, 2001, were the 
deadliest assault on American soil since Pearl Harbor. 
In their wake, the administration of George W. Bush 
launched a sweeping campaign to dismantle terrorist 
networks, confront hostile regimes, and reassert 
American primacy.55 On September 23, 2001, Bush 
signed Executive Order 13224, which bars transactions 
with, and freezes the U.S.-based assets of, supporters 
of international terrorism.56 In later years, successive 
administrations would use the order to sanction Iran.57

In his 2002 State of the Union address, Bush designated 
Iran as part of the “Axis of Evil” along with Iraq and 
North Korea. His administration first targeted al-Qaeda 
and then invaded Iraq but also had to grapple with 
the threat that Iran, a state sponsor of terrorism, was 
pursuing nuclear weapons. In August 2022, an Iranian 
opposition group announced its discovery of Iran’s 
covert uranium enrichment facility at Natanz, a flagrant 
violation of Iran’s binding obligations as a signatory of 
the Nuclear Non-Proliferation Treaty (NPT).58

In 2005, President Bush signed Executive Order 13382, 
which allows the president to sanction proliferators of 
weapons of mass destruction. Each U.S. administration 
since then has used the order to sanction scores of Iranian 

https://www.washingtoninstitute.org/policy-analysis/sanctions-relief-iran-without-congressional-approval
https://www.washingtoninstitute.org/policy-analysis/sanctions-relief-iran-without-congressional-approval
https://www.loc.gov/resource/ppmsca.75926
https://www.congress.gov/crs-product/RS20871
https://www.govinfo.gov/content/pkg/FR-2001-09-25/pdf/01-24205.pdf
https://www.congress.gov/crs-product/RS20871
https://isis-online.org/isis-reports/the-iranian-gas-centrifuge-uranium-enrichment-plant-at-natanz-drawing-from-
https://isis-online.org/isis-reports/the-iranian-gas-centrifuge-uranium-enrichment-plant-at-natanz-drawing-from-


Page 23

Winning the Race of the Red Queen: How U.S. Sanctions Can Outpace Russia’s Evasion

proliferators. Most notably, in 2007, Bush sanctioned 
the IRGC, the Ministry of Defense and Armed Forces 
Logistics, and Bank Melli, Iran’s largest bank, pursuant 
to the order. Between 2006 and 2008, the UN Security 
Council, with the support of the United States, passed 
three resolutions sanctioning Iran for its nuclear 
activities. The measures also required Tehran to suspend 
its uranium enrichment — the crucial stage in the 
production of fissile material for nuclear weapons.

2010-2018: Intensified U.S. Sanctions 
and the Iran Nuclear Deal 
The 2009 discovery of Fordow, a covert uranium 
enrichment plant, inaugurated a new, more intense 
phase in U.S. sanctions on Iran. The facility, built 
beneath a mountain to hinder military strikes, 
lacked any civilian purpose, indicating the regime’s 
determination to build a nuclear weapon.

Over the objections of the Obama administration, 
Congress passed the Comprehensive Iran Sanctions, 
Accountability, and Divestment Act (CISADA) of 
2010, which aimed to restrict the regime’s financial 
lifelines and penalize human rights violators.59 Among 
other provisions, the law sanctions any foreign bank 
that engages in a significant financial transaction with 
an entity sanctioned by Executive Orders 13224 or 
13382. The statute also penalizes any foreign bank 
that aids Iran’s efforts to acquire weapons of mass 
destruction or their delivery systems.60

59. The Menendez-Kirk Amendment to the 2012 NDAA also deserves recognition for this impact, as it cut the Central Bank of Iran off 
from the international banking system. Josh Rogin, “Kirk and Menendez Join Forces on New Iran Sanctions Proposal,” Foreign Policy, 
November 29, 2011. (https://foreignpolicy.com/2011/11/29/kirk-and-menendez-join-forces-on-new-iran-sanctions-proposal)
60. Clayton Thomas, “Iran Sanctions,” Congressional Research Service, February 2, 2022. (https://www.congress.gov/crs-product/RS20871)
61. “Finding That the Islamic Republic of Iran Is a Jurisdiction of Primary Money Laundering Concern,” Department of the 
Treasury, 76 Federal Register 72756, November 25, 2011. (https://www.federalregister.gov/documents/2011/11/25/2011-30332/
finding-that-the-islamic-republic-of-iran-is-a-jurisdiction-of-primary-money-laundering-concern) 
62. National Defense Authorization Act for Fiscal Year 2012, Pub. L. 112-81, 125 Stat. 1298, December 31, 2011. (https://www.congress.
gov/112/plaws/publ81/PLAW-112publ81.pdf ) 
63. Executive Order 13599, “Blocking Property of the Government of Iran and Iranian Financial Institutions," February 5, 2012. (https://
www.govinfo.gov/content/pkg/DCPD-201200083/pdf/DCPD-201200083.pdf ) 
64. Executive Order 13608, “Prohibiting Certain Transactions With and Suspending Entry Into the United States of Foreign Sanctions 
Evaders With Respect to Iran and Syria,” May 1, 2012. (https://www.govinfo.gov/content/pkg/DCPD-201200328/pdf/DCPD-201200328.
pdf ); Clayton Thomas, “Iran Sanctions,” Congressional Research Service, February 2, 2022. (https://www.congress.gov/crs-product/RS20871)

Amid enduring bipartisan support for a firmer 
stance toward Iran, additional measures followed. 
In November 2011, the Obama administration 
designated Iran as a “jurisdiction of primary money 
laundering concern” under Section 311 of the USA 
PATRIOT Act.61 A month later, Obama signed into 
law the National Defense Authorization Act for Fiscal 
Year 2012, which designated Iran’s financial sector, 
including the Central Bank of Iran, as a “primary 
money laundering concern.”62 

A pair of executive orders and additional legislation 
stepped up the pressure in 2012. In February, Obama 
further intensified U.S. economic pressure with 
Executive Order 13599, which froze all American-held 
assets of the Central Bank of Iran and other government-
controlled entities.63 Unlike earlier sanctions that 
merely blocked transactions and returned the funds, 
the move authorized U.S. banks to seize Iranian assets 
outright. In May, Obama signed Executive Order 
13608, which gave the Treasury Department the 
ability to sanction foreign persons who facilitate Iran’s 
evasion of U.S. and multilateral sanctions.64 Finally, 
in August, the president signed into law the Iran 
Threat Reduction and Syria Human Rights Act, which 
expanded sanctions on Iran’s energy sector. The Iran 
Freedom and Counter-Proliferation Act, passed as part 
of the National Defense Authorization Act for Fiscal 
Year 2013, sanctioned Iran’s energy, shipping, and 
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shipbuilding sectors as well as transactions in precious 
metals, among other provisions.65

Collectively, these sanctions succeeded in bringing Iran 
back to the negotiating table in 2012. In November 
2013, Tehran and its interlocutors finalized an 
interim agreement known as the Joint Plan of Action 
(JPOA), which provided significant sanctions relief. In 
particular, the accord suspended sanctions against Iran’s 
oil exports and permitted selected direct cash transfers 
from Iranian-owned overseas accounts. Likewise, the 
deal suspended sanctions on Iran’s auto industry and 
exports of petrochemical products. Iran’s resulting 
financial windfall was substantial, enriching the regime 
with billions of dollars.66 Between March 2014 and 
March 2015, the country’s GDP grew by 3 percent, 
according to the Central Bank of Iran.67

Innovative Evasion

While engaged in the negotiations that generated the 
JPOA and would later result in a broader nuclear deal, 
Tehran crafted intricate efforts to evade sanctions, 
thereby relieving some of the pressure that kept them 
at the table. In 2013 and 2014, Iranian-Turkish gold 
trader Reza Zarrab exploited Turkish banks to evade 
sanctions, enabling Iran to accumulate about $13 
billion. He conspired with Turkish banker Mehmet 
Hakan Atilla, the deputy CEO and general manager at 
Turkey’s state-owned Halkbank, to launder hundreds 
of millions of dollars through the U.S. financial 
system on behalf of Tehran. The plot constituted one 

65. National Defense Authorization Act for Fiscal Year 2013, Pub. L. 112-239, 126 Stat. 1632, January 2, 2013. (https://www.congress.
gov/112/plaws/publ239/PLAW-112publ239.pdf ) 
66. Emanuele Ottolenghi and Saeed Ghasseminejad, “Sanctions Relief under the JPOA,” Foundation for Defense of Democracies, February 
23, 2015. (https://www.fdd.org/analysis/2015/02/23/sanctions-relief-under-the-jpoa) 
67. Saeed Ghasseminejad, “Iran’s Economic Growth and the Nuclear Deal,” Foundation for Defense of Democracies, June 26, 2015. (https://
www.fdd.org/analysis/2015/06/26/irans-economic-growth-and-the-nuclear-deal) 
68. Jonathan Schanzer, “The Biggest Sanctions-Evasion Scheme in Recent History,” The Atlantic, January 4, 2018. (https://www.theatlantic.
com/international/archive/2018/01/iran-turkey-gold-sanctions-nuclear-zarrab-atilla/549665) 
69. Rick Gladstone, “Sales to Mahan Air Blacklisted by U.S. Hang Over Iran Talks,” The New York Times, June 9, 2015. (https://www.
nytimes.com/2015/06/10/world/middleeast/sales-to-mahan-air-blacklisted-by-us-hang-over-iran-talks.html) 
70. Emanuele Ottolenghi, “Flying Above the Radar: Sanctions Evasion in the Iranian Aviation Sector,” Foundation for Defense of 
Democracies, July 18, 2016. (https://www.fdd.org/analysis/monographs/2016/07/18/flying-above-the-radar); “Timeline of U.S. Sanctions,” 
United States Institute of Peace, February 24, 2025. (https://iranprimer.usip.org/resource/timeline-us-sanctions)

of the largest sanctions evasion schemes in modern 
history. U.S. authorities ultimately apprehended 
Zarrab, who testified against Atilla in federal court, 
leading to his conviction.68

Another striking example is the May 2015 purchase 
by Mahan Airlines, an Iranian airline under U.S. 
sanctions, of nine aircraft.69 Tehran achieved this 
feat of sanctions evasion through a coordinated 
operation that included short-lived front companies, 
international middlemen, falsified certificates of origin 
for prohibited aircraft, inflated payments to obscure 
financial beneficiaries, and foreign subsidiaries that 
masked the final recipient: Iran. It was a master class 
in evasion that was made possible through decades of 
accumulated lessons.70

Determined to secure a nuclear deal, the Obama 
administration pressed forward, resulting in the 
July 2015 conclusion of the nuclear agreement 
formally known as the Joint Comprehensive Plan 
of Action (JCPOA). In theory, the accord offered a 
straightforward exchange. If Iran accepted key limits 
on its nuclear program and submitted to international 
inspections, it would receive phased sanctions relief. 
The Obama administration, alongside the United 
Kingdom, France, Germany, Russia, China, and 
the European Union, agreed to lift many secondary 
sanctions, particularly those targeting Iran’s oil exports. 
European governments, eager to resume profitable 
trade with Tehran without jeopardizing access to U.S. 
markets, backed the deal enthusiastically. 
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On paper, the JCPOA represented a diplomatic 
breakthrough. Yet problems remained: Eventually, the 
deal would sunset, and the clerical regime would have 
the ability, under the existing agreement, to create a 
nuclear weapon. Likewise, the agreement failed to 
require Iran to provide a complete accounting of its 
past nuclear activities, leaving the International Atomic 
Energy Agency in the dark about the full contours of 
Iran’s atomic program and its efforts to weaponize 
nuclear material. Ultimately, even with these 
concessions, Tehran still proceeded to violate key terms 
of the JCPOA in the coming years.71 Furthermore, as 
Mark Dubowitz and Annie Fixler observed, the deal 
did “nothing to address the full range of Iran’s illicit 
activities, including ballistic missile development, 
support for terrorism, regional destabilization, and 
human rights abuses.”72

2018-2020: ‘Maximum Pressure’
After working for over a year to fix the JCPOA’s 
flaws — a goal that remained elusive — the Trump 
administration adopted a starkly different approach 
toward Iran. In May 2018, Trump unilaterally withdrew 
the United States from the accord in May 2018 and 
replaced it with a policy of maximum pressure. 

This campaign constituted the most aggressive sanctions 
regime Iran had ever faced. At its core, the policy 
sought to strangle Iran’s economy by crippling its most 
vulnerable sector: energy. The Trump administration 

71. Tzvi Kahn, “Certifying Iran’s Compliance with the Joint Comprehensive Plan of Action,” Foundation for Defense of Democracies, 
September 2017. (https://www.fdd.org/analysis/2017/09/18/certifying-irans-compliance-with-the-joint-comprehensive-plan-of-action); 
David Albright, “Update on Iran’s Compliance with the JCPOA Nuclear Limits,” Institute for Science and International Security, September 
21, 2017. (https://isis-online.org/isis-reports/update-on-irans-compliance-with-the-jcpoa-nuclear-limits) 
72. Mark Dubowitz and Annie Fixler, “The Iran Deal’s Fatal Flaws After One Year: Emboldened Iran and Diminished 
American Deterrence,” Foundation for Defense of Democracies, July 14, 2016. (https://www.fdd.org/analysis/2016/07/14/the​
-​iran-​deals-fatal-flaws-after-one-year-emboldened-iran-and-diminished-american-deterrence)
73. Tzvi Kahn, “Defying Predictions, Iran Sanctions Exert Unprecedented Impact,” Foundation for Defense of Democracies, May 22, 2019. 
(https://www.fdd.org/analysis/2019/05/22/defying-predictions-iran-sanctions-exert-unprecedented-impact)
74. Ayatollah Ali Khamenei, “There will be no negotiations and no war,” Khameini.ir (Iran), May 14, 2019. (https://english.khamenei.ir/
news/6715/There-will-be-no-negotiations-and-no-war) 
75. Saeed Ghasseminejad, “Iran’s Economy Did Not Grow in 2020,” Foundation for Defense of Democracies, April 16, 2021. (https://www.
fdd.org/analysis/2021/04/16/irans-economy-did-not-grow-in-2020) 
76. Executive Order 13902, “Imposing Sanctions With Respect to Additional Sectors of Iran,” January 14, 2020. (https://www.
federalregister.gov/documents/2020/01/14/2020-00534/imposing-sanctions-with-respect-to-additional-sectors-of-iran) 

reimposed all the sanctions Obama suspended. This 
included secondary sanctions on Iran’s oil exports, 
banking sector, and key industries, sending Iran’s 
currency into a freefall and plunging the economy of 
the clerical regime into recession. In April 2019, the 
12-month point-to-point inflation rate reached 51.4 
percent, according to the state-run Statistical Center 
of Iran.73 The following month, Iran’s supreme leader, 
Ayatollah Ali Khamenei, asserted that as Iran’s enemies 
“themselves say, they have imposed unprecedented 
sanctions. They are right, the sanctions that they have 
imposed on the Islamic Republic are unprecedented.”74 
The Statistical Center reported that Iran’s economy 
shrank by 2.1 percent in 2020.75

A major component of the U.S. effort was Executive 
Order 13902, signed in January 2020, which 
significantly expanded the application of secondary 
sanctions against Iranian government-owned or 
controlled entities.76 This was particularly isolating 
for Iran’s banking sector, along with other sources of 
revenue for the regime such as Iran’s construction, 
mining, manufacturing, and textile industries. 

The response from Europe was immediate — and 
furious. But there was no action to match the fury. 
The episode thus demonstrated the effectiveness of 
secondary sanctions as a policy tool. The United 
Kingdom, France, and Germany created a special 
channel for trade with Iran, but it processed only a 
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single transaction in its four-year lifespan.77 European 
companies had no desire to risk the imposition of U.S. 
sanctions to protect their market share in Iran.78

Faced with mounting economic isolation, the 
clerical regime in Tehran scrambled for new coping 
mechanisms. Some strategies were old and refined 
over decades of American pressure. Others were new 
methods that necessity and innovation had created. 

At the top of this list was a tactic Tehran had been 
experimenting with for years: its shadow fleet 
of oil tankers.79

Shadow Fleeting
A “shadow” vessel is maritime parlance for a ship 
designed to circumvent international law, embargoes, 
and sanctions.80 These ships are typically aged, 
mechanically unsound, uninsured, and unlisted in 
official registries under their current names. Their 
purpose is illicit by design. The owners of these vessels 
hide behind layers of shell companies. They operate in 
the gray economy, using false papers and illegal practices 
to shield themselves from sanctions enforcement.

77. “Europe dissolves Iran trade system that never took off,” Associated Press, March 9, 2023. (https://apnews.com/article/
europe-iran-trade-system-nuclear-deal-e250566e291e5aa4a70515c5414ac510) 
78. David Adesnik and Saeed Ghasseminejad, “Foreign Investment in Iran: Multinational Firms’ Compliance with U.S. Sanctions,” Foundation 
for Defense of Democracies, September 10, 2018. (https://www.fdd.org/wp-content/uploads/2018/09/MEMO_CompaniesinIran.pdf )
79. Saeed Ghasseminejad, “Trump’s Iran Strategy is Working. Here’s Why,” Fox News, December 12, 2019. (https://www.fdd.org/
analysis/2019/12/12/trumps-iran-strategy-is-working-heres-why); Saeed Ghasseminejad, “Cratering Economy Drives Iranian Rial to All-Time 
Low,” Foundation for Defense of Democracies, June 24, 2020. (https://www.fdd.org/analysis/2020/06/24/iranian-rial-driven-to-all-time-low)
80. One common definition is a commercial vessel “that is neither owned by countries in the G7 coalition with the European Union, or 
that do not use protection and indemnity (P&I) insurance. Pol-Malo Le Bris, “‘Ghost Fleet’: How Russia Cheats Western Oil Sanctions,” 
Agence France-Presse, February 1, 2024. (https://www.barrons.com/news/russia-s-tactic-to-bypass-oil-sanctions-a-ghost-fleet-30ae98c7)
81. Claudia Rosett, “Tehran’s Ghost Fleet,” Dow Jones & Company, August 29, 2011. (https://gcaptain.com/tehrans-ghost-fleet)
82. Rebecca Tan, Pei-Lin Wu, and Júlia Ledur, “Dark Tanker Crash Exposes Dangers of China’s Thirst for Cheap Oil,” The Washington 
Post, September 2, 2024. (https://www.washingtonpost.com/world/interactive/2024/china-dark-ships-south-china-sea); NATO “AIS 
(Automatic Identification System) Overview,” 2021. (https://shipping.nato.int/nsc/operations/news/2021/ais-automatic-identification-
system-overview); International Maritime Organization (IMO), Resolution A.1106(29), December 2, 2015. (https://wwwcdn.imo.org/
localresources/en/OurWork/Safety/Documents/AIS/Resolution%20A.1106(29).pdf ) 

Iran first experimented with shadow shipping in 2008 
when U.S. sanctions targeted its state-controlled 
shipping entity, the Islamic Republic of Iran Shipping 
Lines (IRISL). At the time, Tehran’s fleet consisted of 
19 vessels flying the flag of Hong Kong, with front 
companies registered there while their true ownership 
remained in Iran.

The clerical regime in Tehran adapted by renaming 
the vessels, allowing them to remain operational under 
assumed identities.81 When Washington identified 
these new names, IRISL reshuffled ownership once 
more, created new front companies, and buried the 
paper trail even deeper. This process continued during 
the Trump and Biden administrations.

By the mid-2010s, two wider trends began to threaten 
Iran’s shadow fleet: (1) technological advances in 
surveillance, and (2) new international maritime norms.

A key shift came in 2015 when updates to international 
treaties required most ships on global voyages to 
transmit a shipborne automatic identification system 
(AIS) signal. This very high frequency (VHF) broadcast 
by each ship provided its real-time location to other 
ships and coastal monitoring stations. In theory, this 
would make shadow ships easier to track. Without it, 
real calamities at sea can occur.82

Once again, Iran adapted. Carrying sanctioned 
Iranian crude, shadow vessels frequently went dark 

“�Faced with mounting economic isolation, 
the clerical regime in Tehran scrambled for 
new coping mechanisms.”

https://apnews.com/article/europe-iran-trade-system-nuclear-deal-e250566e291e5aa4a70515c5414ac510
https://apnews.com/article/europe-iran-trade-system-nuclear-deal-e250566e291e5aa4a70515c5414ac510
https://www.fdd.org/wp-content/uploads/2018/09/MEMO_CompaniesinIran.pdf
https://www.fdd.org/analysis/2019/12/12/trumps-iran-strategy-is-working-heres-why
https://www.fdd.org/analysis/2019/12/12/trumps-iran-strategy-is-working-heres-why
https://www.fdd.org/analysis/2020/06/24/iranian-rial-driven-to-all-time-low
https://www.barrons.com/news/russia-s-tactic-to-bypass-oil-sanctions-a-ghost-fleet-30ae98c7
https://gcaptain.com/tehrans-ghost-fleet
https://www.washingtonpost.com/world/interactive/2024/china-dark-ships-south-china-sea
https://shipping.nato.int/nsc/operations/news/2021/ais-automatic-identification-system-overview
https://shipping.nato.int/nsc/operations/news/2021/ais-automatic-identification-system-overview
https://wwwcdn.imo.org/localresources/en/OurWork/Safety/Documents/AIS/Resolution%20A.1106(29).pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Safety/Documents/AIS/Resolution%20A.1106(29).pdf


Page 27

Winning the Race of the Red Queen: How U.S. Sanctions Can Outpace Russia’s Evasion

by deactivating their AIS transponders. In effect, they 
disappeared from civilian maritime tracking systems. 
While running without a legitimate AIS signal, they 
could conduct illicit ship-to-ship oil transfers at sea, 
allowing Iranian crude to reach international markets 
through indirect, disguised channels. 

Despite their best efforts, however, these vessels were 
never truly invisible. The assets of the U.S. intelligence 
community, including commercial satellite imagery 
and real-world sightings at sea, provided overwhelming 
evidence that these tankers were carrying sanctioned 
Iranian oil. The clerical regime’s maritime deception 
had become increasingly sophisticated but so too had 
Washington’s ability to track and disrupt it.

By the late 2010s, Iran’s use of shadow vessels reflected 
Tehran’s desire to adapt. The cycle of action, reaction, 
and counteraction continued. When the United States 
escalated its sanctions enforcement mechanisms, 
tracking and blacklisting more Iranian vessels, Tehran 
responded with greater sophistication, deeper layers of 
deception, and stronger ties to illicit networks willing 
to move its oil.

Worse, shadow fleeting was just one part of the adaptive 
cycle. The clerical regime was learning from experience, 
refining its evasion tactics, and adapting to survive. 
This ensured that the contest between Washington and 
Tehran would continue into the next decade.83

Foreign Enablers

Related to the use of “shadow” fleets was the need 
for foreign enablers. The imposition of the Trump 
administration’s maximum pressure campaign on Iran 
forced the clerical regime to replicate the legitimate 
functions of the global oil market. This technique 

83. Michael Forsythe and Ronen Bergman, “To Evade Sanctions on Iran, Ships Vanish in Plain Sight,” The New York Times, July 2, 2019. 
(https://www.nytimes.com/2019/07/02/world/middleeast/china-oil-iran-sanctions.html)
84. John Hardie and Peter Doran, “Trump should not let Putin keep ‘tapping us along,’” Foundation for Defense of Democracies, August 7, 
2025. (https://www.fdd.org/analysis/2025/08/07/trump-should-not-let-putin-keep-tapping-us-along)

employed a network of front companies, middlemen, 
and dubious enablers to facilitate the transfer and 
settlement of embargoed Iranian oil. China (Hong 
Kong) and the United Arab Emirates (UAE) were (and 
remain in some cases) favored locations for sanctions-
evading operations. Their establishment intensified 
the regime’s competitive game with Treasury. When 
the United States shut down one illicit network, new 
ones would emerge.84

When the Trump White House declared its intention 
to drive Iran’s oil exports to zero, Tehran intensified its 
efforts to maintain its oil sales. However, its ghost fleet 
was not enough. Iran also needed enablers to facilitate 
the sale of its crude abroad.

Shadow Trading
Similar to Iran’s adaptations at sea, the clerical 
regime in Tehran developed a number of additional 
workarounds to U.S. sanctions on land and in the 
realm of finance. Some of the most important measures 
for facilitating the economic survival of the regime 
under the maximum pressure campaign included the 
establishment of triangular trade routes through third-
party countries, a reliance on foreign enablers, and 
informal funds transfer systems (IFTs).

Triangular Trade

Sometimes called intermediary trading, this technique 
relies on using a third country as a cut-out for the 
export and import of prohibited goods as well as the 
repatriation of hard currency. It enabled Tehran to 
disguise the origin of exports (or the destination of 
imports into Iran) for banned international trades. 
Georgia, Armenia, and, to a lesser extent, Turkey became 
preferred jurisdictions for Iran’s triangular trade during 
the early 2010s, wherein the Iranian regime often relied 
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upon Russian citizens and entities to act as middlemen, 
fixers, and facilitators for the transactions.85 

Adversarial learning was occurring during this period. 
Russian government agents would observe and — 
allegedly in some cases — participate in these trading 
practices. For Russia, its facilitators would learn how 
to create replicable trade and money transfer structures 
that could be implemented when Western sanctions hit 
the Kremlin’s wartime economy after 2022. 

Informal Funds Transfer Systems

IFTs allow money to move across borders and outside 
of the formal international banking system. While 
private remittances are a common and legitimate use 
of such systems, international sanctions forced the 
institutionalization and centralization of this concept 
in Iran. While the “hawala” system long predates the 
clerical regime in Tehran, the regime expanded this 
venerable method for moving money into a modern 
mechanism for sanctions evasion.

In response to the Trump administration’s maximum 
pressure campaign, Iranian traders, in partnership with 
Iran’s Central Bank, developed an IFT platform called 
NIMA. It allowed an Iranian trader to convert the hard 
currency that they made overseas back into the clerical 
regime’s local currency, the rial. Tehran’s adaptive twist: 
cash that was warehoused overseas need never enter 

85. An important but often overlooked link in the chain of sanctions evasion for Russia and Iran is Turkey, a topic that the report will address. 
Moira Goff-Taylor, “Why Turkey Needs Russia,” Wilson Center, September 2017. (https://www.wilsoncenter.org/publication/why-turkey-needs-
russia); Amir Toumaj, “Iran’s Economy of Resistance: Implications for Future Sanctions,” American Enterprise Institute, November 17, 2014. (https://
www.aei.org/research-products/report/irans-economy-resistance-implications-future-sanctions); Najmeh Bozorgmehr, “Iran Develops Economy of 
Resistance,” Financial Times (UK), September 10, 2012. (https://www.ft.com/content/27ec70a6-f911-11e1-8d92-00144feabdc0) 
86. Department of the Treasury, Financial Crimes Enforcement Network (FinCEN), “Advisory on the Iranian Regime’s Illicit and Malign 
Activities and Attempts to Exploit the Financial System,” FinCEN Advisory, FIN-2018-A006, October 11, 2018. (https://www.fincen.
gov/news/news-releases/fincen-issues-advisory-iranian-regimes-illicit-and-malign-activities-and); Saeed Ghasseminejad, “To Fight the Rial’s 
Plunge, Tehran Resorts to Tactics that Failed Before,” Foundation for Defense of Democracies, January 25, 2023. (https://www.fdd.org/
analysis/2023/01/25/to-fight-the-rials-plunge)
87. Federal Reserve Bank of St. Louis, “Gross International Reserves Held by Central Bank for Iran,” updated November 6, 2024. (https://
fred.stlouisfed.org/series/IRNFAFARUSD); Henry Rome, “Sanctions 1: Impact on Iran’s Oil Exports,” The Iran Primer, United States 
Institute of Peace, February 10, 2021. (https://iranprimer.usip.org/blog/2021/feb/10/iran-struggles-under-oil-sanctions)
88. Office of Sen. James Lankford, Press Release, “Lankford to Instruct China Bill Conferees to Prevent Growing Iran-China Alliance,” April 28, 
2022. (https://www.lankford.senate.gov/news/press-releases/lankford-to-instruct-china-bill-conferees-to-prevent-growing-iran-china-alliance)
89. Former Vice President Joe Biden, “There’s a smarter way to be tough on Iran,” CNN, September 13, 2020. (https://edition.cnn.
com/2020/09/13/opinions/smarter-way-to-be-tough-on-iran-joe-biden) 

Iran. This informal transfer system, formalized into 
NIMA, thus circumvented Western sanctions on the 
country’s financial system altogether.86

Despite Iran’s many lessons learned from U.S. sanctions, 
the Trump administration continued to pound the 
clerical regime under its maximum pressure campaign. It 
refused to allow Tehran sanctions relief on its oil exports. 
Washington’s campaign steadily produced a precipitous 
decline in Iran’s overall oil exports and international 
reserves during this period.87 However, it was in place for 
only a relatively short period of time — barely two years 
— before Trump lost to Biden in the 2020 elections.

After 2021, the Biden administration loosened the 
economic strictures on Iran and did not sustain Trump’s 
maximum pressure campaign.

JCPOA Under the Biden Administration

The Biden administration reversed Trump’s maximum 
pressure campaign. Critics dubbed this about-face a 
policy of “maximum appeasement.”88 Initially, Biden 
conceded that the JCPOA could have benefited from 
tougher provisions. In a September 2020 opinion 
column, Biden wrote that he would seek to “rejoin the 
agreement as a starting point for follow-on negotiations. 
With our allies, we will work to strengthen and extend 
the nuclear deal’s provisions, while also addressing other 
issues of concern.”89
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Yet negotiations to revive the JCPOA immediately hit 
a wall, including disagreements over the sequence of 
steps for Iran’s compliance and the regime’s demand 
for full sanctions relief. During both the brief period 
of negotiations and the impasse that followed, Tehran 
rapidly accelerated its nuclear program, including the 
enrichment of uranium to increasingly higher levels 
of purity.90 While sanctions remained on the books, 
Biden largely failed to enforce them, yielding the regime 
a formidable financial windfall. Iranian oil exports, 
primarily to China, surged.91 In July 2023, The Wall 
Street Journal reported that oil exports had reached 1.6 

90. “Exploiting America’s Declining Pressure: Iran’s Nuclear Escalation Over Time: Nuclear Timeline (2018-2024),” Foundation for Defense 
of Democracies, August 2024. (https://www.fdd.org/wp-content/uploads/2024/08/Visual_IranNuclearTimeline_v29_8.5x11.pdf )
91. U.S. Energy Information Administration, “Iran Energy Overview: 2022,” last updated October 10, 2024. (https://www.eia.gov/
international/content/analysis/countries_long/iran); U.S. Energy Information Administration, “Country Analysis Brief: Iran,” October 10, 
2024. (https://www.eia.gov/international/content/analysis/countries_long/Iran/pdf/Iran%20CAB%202024.pdf )
92. Benoit Faucon, “Iran Floods Global Markets With Cheap Oil as Saudi Arabia Cuts Output,” The Wall Street Journal, July 6, 2023. (https://
www.wsj.com/world/iran-floods-global-markets-with-cheap-oil-as-saudi-arabia-cuts-output-e78aeac); Richard Goldberg, “A Dangerous Strategy: 
Examining the Biden Administration’s Failures on Iran,” Testimony before the House Oversight and Accountability Committee’s Subcommittee 
on National Security, the Border, and Foreign Affairs, September 13, 2023. (https://www.fdd.org/wp-content/uploads/2023/09/09-13-23-
Goldberg-Written-Testimony.pdf ) 
93. Alex Lawler, “As Trump’s sanctions bite, Iran’s oil exports slide further in June,” Reuters, June 24, 2019. (https://www.reuters.com/
article/us-oil-iran-exports-idUSKCN1TP1F0); Richard Goldberg, “A Dangerous Strategy: Examining the Biden Administration’s Failures 
on Iran,” Testimony before the House Oversight and Accountability Committee’s Subcommittee on National Security, the Border, and Foreign 
Affairs, September 13, 2023. (https://www.fdd.org/wp-content/uploads/2023/09/09-13-23-Goldberg-Written-Testimony.pdf )
94. Saeed Ghasseminejad, “Despite Growth, Inflation Surges in Iran Under Raisi,” Foundation for Defense of Democracies, August 15, 2022. 
(https://www.fdd.org/analysis/2022/08/15/inflation-surges-in-iran-under-raisi); Saeed Ghasseminejad, “As Iran’s Economy Grows, Inflation 
Remains an Achilles’ Heel,” Foundation for Defense of Democracies, November 30, 2023. (https://www.fdd.org/analysis/2023/11/30/
as-irans-economy-grows-inflation-remains-an-achilles-heel)

million barrels per day — a five-year high and more 
than double the previous year’s rate.92 By contrast, 
during the height of the first Trump administration’s 
maximum pressure campaign, oil exports dropped to a 
few hundred thousand barrels per day.93 Iran’s economy 
broke out of its multiyear recession, with increasing oil 
revenue driving the new growth. Inflation remained 
high, and the rial continued dropping, but the regime’s 
fiscal state was increasingly secure.94 During its tenure, 
the Biden administration refused to run the race of the 
Red Queen, with Tehran taking full advantage of its 
opponent’s passivity.

Graph showing gross international reserves held by Iran’s central bank. Source: International Monetary Fund via FRED. 

Reserves Under Pressure
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Renewed Pressure under Trump 2.0
Trump’s return to the White House in 2025 brought 
about a reinstatement of his maximum pressure 
campaign against Iran. On February 4, the president 
issued National Security Memorandum-2, which 
announced the renewed effort and stated that 
Washington aimed “to drive Iran’s export of oil to 
zero, including exports of Iranian crude to the People’s 
Republic of China.”95 In the months that followed, 
Trump’s Treasury Department levied sanctions against 
firms and individuals involved in Iran’s oil export 
networks, which had steadily increased their petroleum 

95. President Donald Trump, “National Security Presidential Memorandum/ NSPM-2,” The White House, February 4, 2025. (https://www.
whitehouse.gov/presidential-actions/2025/02/national-security-presidential-memorandum-nspm-2)
96. U.S. Department of the Treasury, Press Release, “Treasury Takes Massive Action Against High-Profile Iranian Network,” July 30, 2025. 
(https://home.treasury.gov/news/press-releases/sb0215); U.S. Department of the Treasury, Press Release, “Treasury Targets Diverse Networks 
Facilitating Iranian Oil Trade,” July 3, 2025. (https://home.treasury.gov/news/press-releases/sb0188); U.S. Department of the Treasury, Press 
Release, “Treasury Sanctions Network Supporting Iran’s Oil Exports,” March 20, 2025. (https://home.treasury.gov/news/press-releases/sb0056) 
97. Humeyra Pamuk, “Trump administration ends Iraq’s waiver to buy Iranian electricity,” Reuters, March 9, 2025. (https://www.reuters.
com/world/trump-administration-ends-iraqs-waiver-buy-iranian-electricity-2025-03-09)
98. Angela Howard, “Sanctions Hit Iran but Leave Chinese Facilitators Untouched,” Foundation for Defense of Democracies, August 13, 
2025. (https://www.fdd.org/analysis/2025/08/13/sanctions-hit-iran-but-leave-chinese-facilitators-untouched); Saeed Ghasseminejad, 
“Trump Administration Fails to Halt Iran’s Oil Exports,” Foundation for Defense of Democracies, August 7, 2025. (https://www.fdd.org/
analysis/2025/08/07/trump-administration-fails-to-halt-irans-oil-exports) 

sales under the Biden administration.96 In March, the 
Trump administration also revoked the waiver that had 
permitted Iraq to pay Iran for electricity.97

However, Trump’s campaign thus far has not 
meaningfully hindered Iran’s oil exports. In fact, 
in 2025, the rate of Iran’s oil exports did not differ 
significantly from the rate of oil exports in the same 
period in 2024. This is likely because Washington has 
yet to sanction major banks and ports in China that 
facilitate the exports.98 So far, it seems that mimicking 
the original policy of maximum pressure cannot reverse 
the gains Tehran made under Biden.

Graph showing Iran’s monthly energy exports. Source: U.S. Energy Information Administration.

Iran’s Monthly Crude Oil and Condensate Exports, January 2016-August 2024
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What then can be gleaned when assessing recent 
sanctions and economic warfare against Iran? For 
starters, Western restrictions on Iran produced a 
relatively small impact on the global economy. The 
world was not overly reliant on Iranian raw materials 
and minerals to maintain global industrial supply 
chains, in contrast to significant dependence on Russia. 
Western and East Asian companies would have liked 
to do business in Iran, but the rewards were hardly 
worth the risk of sanctions. Because of Iran’s relatively 
small size, U.S. and allied sanctions could thus keep 
pace with the rate of Iranian learning and adaptation 
to sanctions at manageable cost.

The Problem at Scale: Russia
Russia has benefited from decades of Iran’s adaptive 
learning to evade sanctions and develop techniques to 
evade Western export controls of restricted technology. 
When the United States tried to impose “swift and 
severe” sanctions on the Kremlin for its 2022 assault on 
Ukraine, the Putin regime employed evasion measures 
familiar to its Iranian partners. Russia rented (or 
purchased) Iran’s shadow tankers, adopted the practice 
of transferring illicit cargo at sea via ship-to-ship 
transfers, utilized front companies, worked through 
third-country intermediaries, and established parallel 
money exchange mechanisms.99 

Drawing from Tehran’s playbook and its own experience 
working around Western sanctions, Russia began 
with a head start in its Red Queen race of action and 

99. U.S. Department of the Treasury, Press Release, “Treasury Sanctions International Financial Networks Supporting Terrorism, September 
17, 2021. (https://home.treasury.gov/news/press-releases/jy0362) 
100. European Court of Human Rights, “Case of Magnitskiy and Others v. Russia,” August 27, 2019. (https://hudoc.echr.coe.int/
eng?i=001-195527)
101. Sen. Ben Cardin, “Remembering Sergei Magnitsky,” Speech before the Senate, 117th Congress, First Session, November 18, 2021. (https://
www.csce.gov/statements/remembering-sergei-magnitsky); Lyudmila Mikhailovna Alekseyeva, “Letter from Alekseyeva to Russian Prosecutor’s 
Office,” Moscow Helsinki Group, March 26, 2010. (https://russian-untouchables.com/docs/D39.pdf )
102. Assuming that prosecutors still declined to put him on trial, which seemed both possible and probable at the time. 
103. “More broadly, the law requires the President to identify any person determined to be responsible for gross violations of human rights 
against individuals either seeking to (1) expose illegal activity by officials of the Russian government or (2) to ‘obtain, exercise, defend, or 
promote internationally recognized human rights and freedoms’ within Russia.” Michael A. Weber, “The Global Magnitsky Human Rights 
Accountability Act: Scope, Implementation, and Considerations for Congress,” Congressional Research Service, December 3, 2021. (https://
www.congress.gov/crs-product/R46981) 

reaction against the United States and its allies. This 
likely emboldened the Kremlin to ignore the Biden 
administration’s threats of economic pain with which 
Biden sought to deter the 2022 invasion. Worse still, 
Washington’s underestimation of Moscow’s ability to 
mitigate sanctions may have led to its overconfidence 
in sanctions as a deterrent. Undeterred, Putin launched 
the largest conventional war in Europe since 1945. 

Obama’s Russia Reset and the Death of 
Sergei Magnitsky

On November 16, 2009, Sergei Magnitsky — a Moscow 
accountant and anti-corruption investigator — was 
found dead in a Russian jail cell. Officers from the 
Russian Ministry of Interior had beaten and tortured 
him to death.100 Magnitsky’s “crime” was exposing 
the largest known tax fraud in Russian history, a 
$230 million theft orchestrated by state officials and 
criminal enablers with government protection.101 Had 
he survived just eight more days, he would have been 
eligible for release.102 Many die in Putin’s jails without 
the world taking notice, yet Magnitsky’s killing 
became the catalyst for major changes to the use of 
America’s economic weapons against rogue states and 
even individuals.103

The timing of Magnitsky’s murder could not have been 
worse for the Obama administration. The president had 
just embarked on a high-profile effort to “reset” U.S.-
Russia relations. Obama asserted that Americans and 
Russians “have a common interest in the development 
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of rule of law, the strengthening of democracy, and the 
protection of human rights.”104 Magnitsky’s murder 
belied this claim. Still, the White House wanted to 
move on. But Congress would not. Sens. Ben Cardin 
(D-MD) and John McCain (R-AZ) — representing 
both major parties — viewed Magnitsky’s killing 
not just as a tragedy but also as a warning. It was the 
cold demonstration of the Putin regime’s impunity 
to consequences for its crimes. Cardin and McCain 
responded by introducing sweeping legislation aimed 
at punishing the individuals responsible while creating 
a new mechanism to sanction Russian officials involved 
in serious corruption and abuse. 

Originally titled the Justice for Sergei Magnitsky Act, 
the bill empowered the executive branch to freeze assets 
and deny visas to Russian officials complicit in human 
rights violations.105 The Obama administration did not 
want Congress to tie its hands. Behind the scenes, State 
and Treasury officials were dispatched to Capitol Hill 
with a single mission: kill the bill.106 The White House 
believed the success of the Russia reset depended on 
shielding Moscow from new sanctions. 

However, lawmakers’ support for punishing Russia 
was hardening. As the bill gained momentum, the 
administration chose to cut its losses. It proposed 
a trade: if Congress agreed to grant Russia “market 
economy” status — a prerequisite for its accession to 
the World Trade Organization, which the White House 
wanted to secure — Obama would sign the Magnitsky 
Act into law. He did so in 2012, with the implicit 
understanding that he might not actively enforce it. 
Nevertheless, some inside the Obama administration 
found ways to implement the law without support 
from the White House. As former State Department 

104. “Obama interview with Novaya Gazeta,” Novaya Gazeta (Russia), July 5, 2009. (https://novayagazeta.ru/articles/2009/​
07/06/42241-obama-interview-with-novaya-gazeta)
105. Rep. James McGovern introduced the sibling legislation in the House using the same name. Today we know it as the Sergei Magnitsky 
Rule of Law Accountability Act.
106. Jamila Trindle, “The Magnitsky Flip-Flop,” Foreign Policy, May 15, 2014. (https://foreignpolicy.com/2014/05/15/
the-magnitsky-flip-flop)
107. Daniel Fried (former State Department sanctions coordinator) in discussion with the author, June 18, 2025.
108. Peter B. Doran and Luke Coffey, “After Crimea,” National Review, March 27, 2014. (https://www.nationalreview.com/2014/03/
after-crimea-peter-b-doran-luke-coffey)

Sanctions Coordinator Daniel Fried stated, “Whatever 
reluctance there may have been, nobody tried to stop 
me from enforcing Magnitsky.”107

Yet Putin was watching and correctly discerned that 
Obama’s reset could be exploited. 

Russia’s 2014 Crimea Invasion and 
Policies Under the Second Obama Term
On March 19, 2014, the Russia reset died on live 
television. Putin presided over its execution.

Weeks earlier, Russian forces had invaded Ukraine’s 
Crimean Peninsula. Disguised in unmarked uniforms, 
the Kremlin’s “little green men” seized the territory 
with precision and plausible deniability. But the breach 
was not exclusively territorial. In annexing Crimea and 
later supporting proxy forces in the Donbas region 
of eastern Ukraine, Moscow shattered a network of 
treaties and agreements that underpinned the post-
World War II order. The Budapest Memorandum, the 
Helsinki Final Act, the UN Charter, which were all 
treaties or international agreements that should have 
prevented Russia from invading Ukrainian lands, were 
all reduced to paper speed bumps against the Kremlin’s 
military aggression.

Standing before four enormous jumbotrons on Red 
Square, Putin trumpeted his victory and Russia’s formal 
annexation of Crimea. It was not merely a military 
triumph but rather a ritual of public humiliation for 
the United States and Ukraine. Some foreign policy 
ideas die quietly in obscurity. The Obama reset died 
in spectacle, under klieg lights, as Putin reveled in the 
destruction of the very norms Obama claimed to be a 
common U.S. and Russian interest.108
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In response, Obama fired off a trio of executive 
orders to sanction Russia. Treasury was first into the 
breach. The department sanctioned more than 700 
individuals, entities, vessels, and aircraft linked to 
the invasion. Congress, for its part, was eager to go 
further. In one of the final and most ironic acts of 
his presidency, Obama was compelled by veto-proof 
majorities to sign into law an expanded version of the 
Magnitsky Act that would apply across the globe, not 
just to Russia.109 

Nevertheless, the Obama administration’s initial 
slate of sanctions following the Crimean annexation 
left Russia’s energy sector and core financial arteries 
largely untouched. The imposition of sanctions may 
have prompted Putin to pull back from his more 
aggressive territorial goals, e.g., the establishment of 
“Novorossiya,” a breakaway state within Ukraine. 
Still, the Kremlin had absorbed the blow at relatively 
low cost and prepared for its next move.110 As 
Fried recalls with hindsight, “Our mistake was not 
escalating in 2016 when it was clear, or should have 
been clear, that Putin was not going to implement 
the Minsk Accords” in which Russia committed 
to a ceasefire with Ukraine and other peace-
building measures.111

Sanctioning Russia under the  
First Trump Administration
Two factors defined the first Trump administration’s 
approach to sanctioning Russia. The first was an 
emergent desire in Congress and even among some 
in the Trump White House to hammer Russia with 
ever stronger sanctions. The second was a significant 
increase in innovations in the art of sanctions evasion 
by the Kremlin and its agents. 

After the 2016 presidential election, Congress granted 
the president unprecedented options for imposing 

109. Cory Welt, Kristin Archick, Rebecca M. Nelson, and Dianne E. Rennack, “U.S. Sanctions on Russia Before 2022,” January 18, 2022. 
(https://crsreports.congress.gov/product/pdf/R/R45415)
110. Donald N. Jensen and Peter B. Doran, “Chaos as a Strategy: Putin’s ‘Promethean’ Gamble,” Center for European Policy Analysis, 
November 15, 2018. (https://cepa.org/comprehensive-reports/chaos-as-a-strategy)
111. Daniel Fried (former State Department Sanctions Coordinator) in discussion with the author, June 18, 2025.

new sanctions on the Putin regime. This included the 
Countering Russian Influence in Europe and Eurasia 
Act of 2017 (CRIEEA) and — later — the Countering 
America’s Adversaries Through Sanctions Act (CAATSA). 
The message Congress sent was that the gloves were off. 

On a personal level, Trump held Putin in high regard, 
a relationship that became a focal point of Democratic 
criticism. Still, the administration maintained existing 
sanctions on Russia. As before, their purpose was 
to impose a cost on Russia for its aggression, not to 
degrade its military capability.

The Trump White House opted for a surgical and 
thoughtful use of higher-end sanctions against the 
Putin regime. While these actions were situated at 
the upper end of the economic escalatory ladder, the 
Trump administration’s use of sanctions during this 
era did not yet constitute economic warfare in the 
traditional sense. While sanctioning many individual 
firms and players in Russia’s defense industry, for 
example, the Trump administration could have been 
far more aggressive in constricting Moscow’s war 
machine. It left many options that Congress granted 
to the executive branch under laws like CRIEEA and 
CAATSA, such as sanctioning Russia’s leading financial 
and energy firms, off the table.

The aim of U.S. sanctions against Russia during this 
period was not to force capitulation and withdrawal 
from Ukraine but rather to punish the Kremlin for its 
Crimean and Donbas occupations. Most importantly, 
sanctions were never meant to deny Russia the means 
of waging war in the first place. The intensity of activity 
during this period nevertheless provided a host of 
lessons to Russia for evading sanctions. 

The more common Russian methods for circumventing 
U.S. sanctions during this period included a mix of the 
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familiar ploys: the establishment of front companies, 
illicit trading networks, third-party financial 
facilitators, and the falsification of invoices for arms.112 
Others were more novel, including the manipulation 
of cryptocurrency exchanges and other virtual asset 
service providers (VASPs), and the exploitation of 
secrecy in the U.S. market for fine art.113 And that was 
only the tip of the iceberg.114

Throughout this period the now familiar pattern of 
cyclical competition emerged in U.S.-Russia sanctions. 

The U.S. government would identify and penalize 
the Kremlin’s sanction’s evading schemes and illicit 
networks. Malign Russian actors would establish 
or utilize different networks in response. The U.S. 
government would then expend more intelligence, 
budgetary, human, and diplomatic resources to 
counteract the new networks and sanctions-evading 
techniques that Moscow and Kremlin-linked oligarchs 

112. U.S. Department of the Treasury, Press Release, “Treasury Targets Sanctions Evasion Scheme Facilitating Jet Fuel Shipments to Russian 
Military Forces in Syria,” September 26, 2019. (https://home.treasury.gov/news/press-releases/sm785); U.S. Department of the Treasury, 
Press Release, “Treasury Designates Individuals and Entities Involved in the Ongoing Conflict in Ukraine,” June 20, 2017. (https://home.
treasury.gov/news/press-releases/sm0114); U.S. Department of the Treasury, Press Release, “Treasury Targets Financier’s Illicit Sanctions 
Evasion Activity,” July 15, 2020. (https://home.treasury.gov/news/press-releases/sm1058)
113. John Hardie and Peter Doran, “Trump should not let Putin keep ‘tapping us along,’” Foundation for Defense of Democracies, August 7, 
2025. (https://www.fdd.org/analysis/2025/08/07/trump-should-not-let-putin-keep-tapping-us-along)
114. U.S. Senate, Permanent Subcommittee on Investigations, Committee on Homeland Security and Governmental Affairs, “The Art Industry 
and U.S. Policies that Undermine Sanctions,” July 29, 2020. (https://www.hsgac.senate.gov/wp-content/uploads/imo/media/doc/2020-
07-29%20PSI%20Staff%20Report%20-%20The%20Art%20Industry%20and%20U.S.%20Policies%20that%20Undermine%20
Sanctions.pdf ); Natasha Bertrand, “Congressional probe: Russian oligarchs using art to evade sanctions,” Politico, July 29, 2020. (https://
www.politico.com/news/2020/07/29/probe-russian-oligarchs-evade-art-sanctions-386154)
115. Daniel Balint-Kurti, Robert Denis, Misha Gagarin, Kevin G. Hall, Ilya Lozovsky, Ekaterina Selivanova, Graham Stack, Tom Stocks, 
Julia Wallace, Roman Anin, Irina Dolinina, Alesya Marokhovskaya, Maxim Solius, Dmitry Velikovsky, Maria Zholobova, Giacomo Tognini, 
Ben Cowdock, Abdelhak El Idrissi, Jyri Hänninen, Minna Knus-Galan, Cecilia Anesi, Sanita Jemberga, and Holger Roonemaa, “Leaked 
Emails Reveal How Putin’s Friends Dodged Sanctions With Help of Western Enablers,” Organized Crime and Corruption Reporting Project, 
June 20, 2023. (https://www.occrp.org/en/project/the-rotenberg-files/leaked-emails-reveal-how-putins-friends-dodged-sanctions-with-help-
of-western-enablers); Abdelhak El Idrissi, “Russian oligarchs Boris and Arkady Rotenberg evade sanctions with often rudimentary methods,” 
Le Monde (France), June 22, 2023. (https://www.lemonde.fr/en/les-decodeurs/article/2023/06/22/russian-oligarchs-boris-and-arkady-
rotenberg-evaded-sanctions-with-often-rudimentary-methods_6035182_8.html)

utilized. One prominent example according to public 
reporting was the case of Russian oligarchs Boris and 
Arkady Rotenberg, both close associates of Putin. 
Leaked emails and investigative reporting in 2023 
revealed how these individuals endeavored to stay 
one step ahead of sanctions. As the Organized Crime 
and Corruption Reporting Project noted, this process 
created a pattern of “new bank accounts opening 
just as others were closed, and ownership structures 
morphing in response to new sanctions or questions 
from regulators.” Treasury would expose and sanction 
one entity. However, the cycle would continue.115

Ukraine 2022: The Limits of Sanctions 
as Deterrence
As the Russian military prepared for its expanded 
invasion of Ukraine in the run-up to 2022, it would have 
been entirely reasonable for Putin to discount the severity 
of the U.S. and NATO response. Should Putin opt for 
a full invasion of Ukraine, the United States would 
likely respond with the same toolkit that it used during 
his landgrabs of Crimea and the Donbas. Putin could 
anticipate that the West’s statements might be loud for 
sure, but the bite of retaliatory penalties was unlikely to 
threaten his grip on power or his war-making ability. A 
catastrophic failure of deterrence was in the making.

“�Western denunciations of the new invasion 
of Ukraine were deafening, and the ruble 
experienced an early decline as a result of 
sanctions, but the early response did not 
jar Putin.”

https://home.treasury.gov/news/press-releases/sm785
https://home.treasury.gov/news/press-releases/sm0114
https://home.treasury.gov/news/press-releases/sm0114
https://home.treasury.gov/news/press-releases/sm1058
https://www.fdd.org/analysis/2025/08/07/trump-should-not-let-putin-keep-tapping-us-along
https://www.hsgac.senate.gov/wp-content/uploads/imo/media/doc/2020-07-29%20PSI%20Staff%20Report%20-%20The%20Art%20Industry%20and%20U.S.%20Policies%20that%20Undermine%20Sanctions.pdf
https://www.hsgac.senate.gov/wp-content/uploads/imo/media/doc/2020-07-29%20PSI%20Staff%20Report%20-%20The%20Art%20Industry%20and%20U.S.%20Policies%20that%20Undermine%20Sanctions.pdf
https://www.hsgac.senate.gov/wp-content/uploads/imo/media/doc/2020-07-29%20PSI%20Staff%20Report%20-%20The%20Art%20Industry%20and%20U.S.%20Policies%20that%20Undermine%20Sanctions.pdf
https://www.politico.com/news/2020/07/29/probe-russian-oligarchs-evade-art-sanctions-386154
https://www.politico.com/news/2020/07/29/probe-russian-oligarchs-evade-art-sanctions-386154
https://www.occrp.org/en/project/the-rotenberg-files/leaked-emails-reveal-how-putins-friends-dodged-sanctions-with-help-of-western-enablers
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https://www.lemonde.fr/en/les-decodeurs/article/2023/06/22/russian-oligarchs-boris-and-arkady-rotenberg-evaded-sanctions-with-often-rudimentary-methods_6035182_8.html
https://www.lemonde.fr/en/les-decodeurs/article/2023/06/22/russian-oligarchs-boris-and-arkady-rotenberg-evaded-sanctions-with-often-rudimentary-methods_6035182_8.html
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Western denunciations of the new invasion of Ukraine 
were deafening, and the ruble experienced an early 
decline as a result of sanctions, but the early response 
did not jar Putin. Three of the Kremlin’s more effective 
tools for expanding its war economy during this period 
were ghost fleeting, triangular trade, and cultivating the 
participation of foreign corporate enablers in China, 
India, and the wider West. 

Conjuring the Shadow Fleet
The evolution of Russia’s shadow fleet is critical to 
understanding how the Kremlin has not only survived 
but also managed to grow its economy despite the Biden 
administration’s “swift and severe” sanctions. While 
Iran was a contemporary trailblazer of the practice, 
by the 2010s, Russia was already experimenting with 
techniques for surreptitiously moving energy shipments 
by sea. In fact, Russia’s early experimentation with 
shadow fleeting began as an effort to assist North 
Korea’s evasion of UN sanctions.

In 2017, North Korea needed petroleum. As a 
petrostate, Russia had crude in abundance. However, 
two UN Security Council resolutions at the end 
of 2017 limited the amount of oil that the hermit 
kingdom could import.116 This created the perfect set 
of conditions for ghost ship operations in March 2018. 
Mirroring Iranian techniques, Russian vessels offloaded 
illicit oil shipments to North Korea via ship-to-ship 
transfers at sea that month. 

Why trade oil in the open waters of the ocean?

Such transfers at sea were more discreet than flagrantly 
sailing Russian oil tankers into the North Korean port 

116. United Nations Security Council, “Resolution 2375 (2017),” September 11, 2017. (https://ofac.treasury.gov/media/7751/
download?inline); United Nations Security Council, “Resolution 2397 (2017),” December 22, 2017. (https://www.mofa.go.jp/
files/000325986.pdf )
117. U.S. Department of the Treasury, Press Release, “Treasury Targets Russian Shipping Companies for Violations of North Korea-related 
United Nations Security Council Resolutions,” August 21, 2018. (https://home.treasury.gov/news/press-releases/sm463) 
118. U.S. Department of the Treasury, Press Release, “Treasury Designates Illicit Russia-Iran Oil Network Supporting the Assad Regime, 
Hizballah, and HAMAS,” November 20, 2018. (https://home.treasury.gov/news/press-releases/sm553); Henry Foy, Nastassia Astrasheuskaya, 
and David Sheppard, “Iranian oil web sparks tensions between Washington and Moscow,” Financial Times (UK), November 23, 2018. 
(https://www.ft.com/content/3da3a726-eefa-11e8-89c8-d36339d835c0)

of Nampo. At the time, Moscow sought to maintain the 
pretense that it supported sanctions on North Korea, 
even voting for certain Security Council resolutions. 
While Russia has since deployed its Security Council 
veto to block enforcement of UN sanctions, its ghost 
ship ruse with Pyongyang was necessary in that 
moment. Despite the ruse, Russia’s shadow trades with 
the hermit kingdom did not escape the eyes of America’s 
intelligence community. Treasury soon blacklisted the 
participating vessels.117 Eventually, Russia would adapt. 
Its involvement in providing oil to Syria provided it 
with opportunities.

Fueling Syria: The Alchwiki Network
As they did to North Korea, the United States and 
some of its allies had likewise ring-fenced Syria and its 
affiliated terrorist groups with sanctions. At the time, 
the brutal regime of Bashar al-Assad also needed fuel 
to wage war against its own citizens. As a client of 
both Moscow and Tehran, Damascus could work with 
both to evade sanctions. Led by an oil trader named 
Mohammad Amer Alchwiki, a multistate network 
executed a complicated scheme to ship Iranian oil 
on Russian tankers and then transfer a portion of 
the proceeds to Hamas and Hezbollah, proxies of the 
Islamic Revolutionary Guard Corps (IRGC).118 

At its core, the Alchwiki Network connected a sender, 
a shipper, and a receiver, funneling proceeds from 
Iranian oil sales to terrorist groups via a sophisticated 
financial and logistical chain. Russian tankers played 
a crucial role, loading Iranian oil and “going dark” as 
they approached Syria by switching off their AIS signals 
to evade detection.

https://ofac.treasury.gov/media/7751/download?inline
https://ofac.treasury.gov/media/7751/download?inline
https://www.mofa.go.jp/files/000325986.pdf
https://www.mofa.go.jp/files/000325986.pdf
https://home.treasury.gov/news/press-releases/sm463
https://home.treasury.gov/news/press-releases/sm553
https://www.ft.com/content/3da3a726-eefa-11e8-89c8-d36339d835c0
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As in the North Korean example, the ruse of “going 
dark” did not escape the attention of the U.S. 
intelligence community and open-source analysts.119 

In late 2018, Treasury exposed Alchwiki’s entire 
network. It put his lattice of vessels, middlemen, fronts, 
and beneficiaries under U.S. sanctions. The United 
States had gained some ground in its race to constrict 
Iran and the IRGC’s terrorist proxies through sanctions 
enforcement. However, by participating in the network, 
Russian government agents and their affiliates gained 
additional firsthand experience in ghost shipping and 
the complex financial repatriation schemes needed to 
return the revenue from such sales to the original seller. 

When the Biden administration increased U.S. and 
allied sanctions on the Kremlin in February 2022 (and 
later escalated into the territory of economic warfare 
in September), Russia rapidly applied its ghost fleet 
lessons to a new, existential challenge: funding Putin’s 
war with illicit oil profits. Russia purchased or rented 
its own fleet of ghost ships.120 It used AIS spoofing 
techniques, ship-to-ship transfers at sea, foreign 
enablers, and alternative money transfer systems to 

119. David Adesnik, “Iranian Tankers Relieve Pressure of Oil Sanctions on Assad,” Foundation for Defense of Democracies, May 15, 2019. 
(https://www.fdd.org/analysis/2019/05/15/iranian-tankers-relieve-pressure-of-oil-sanctions-on-assad) 
120. Robin Brooks, “Threats to global economic security: Weak sanctions implementation and high debt,” Brookings Institution, April 11, 
2024. (https://www.brookings.edu/articles/threats-to-global-economic-security-weak-sanctions-implementation-and-high-debt)
121. “Shipping’s Dark Fleet: Out of mind, but not out of sight,” Lloyd’s List Intelligence, April 5, 2023. (https://www.lloydslistintelligence.
com/thought-leadership/blogs/dark-fleet-out-of-sight)
122. Robin Brooks, “Transshipments from the EU to Russia,” Brookings Institution, September 12, 2024. (https://www.brookings.edu/
articles/transshipments-from-the-eu-to-russia)

move the profits. The net result was an “industrial scale 
sanctions-evasion program” that continues to grow 
more complicated and sophisticated with time.121 

Triangular Trade Redux
During the 2010s, Russian citizens operating from 
Georgia and Armenia helped facilitate the illicit 
transshipment of embargoed goods from the West into 
Iran, often relying on America’s NATO ally Turkey as 
a transit country. After the expansion of its Ukraine 
invasion in 2022, suspected Russian agents and proxies 
also began utilizing these techniques. They rapidly 
boosted Western imports into countries along Russia’s 
border in Central Asia and the Caucasus, which became 
way stations for transshipment to Russia. As Brookings 
Institution expert Robin Brooks argued: “This export 
boom is so large that it cannot conceivably be targeting 
domestic demand in these countries.”122 

Using direction of trade data from the International 
Monetary Fund (IMF), Brooks compiled a catalog of 
selected trade flows, highlighting three of the biggest 
recipients of this import surge: Kazakhstan, Kyrgyzstan, 

Graphs showing exports to the three countries that have received the largest increase in imports as a result of sanctions against Russia. 
Source: IMF Direction of Trade Statistics, Brooks.

Suspicious Surges 
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and Armenia. Based on the timing, proximity to Russia, 
geostrategic ties to Moscow, and unexplained spikes in 
exports, the data strongly suggest that these states are 
midpoints in the triangular trade of sanctioned goods. 
The charts below indicate the extent of the surge.

Four insights are apparent from an examination of 
these datasets. 

First, the rise in exports to Central Asia and the 
Caucasus occurred simultaneously with the imposition 
of international sanctions on Russia after 2022. The 
data itself is not proof of sanctions evasion, but no 
other macroeconomic driver could have produced this 
instant result.

Second, Germany and Italy are the largest sources of 
potential triangular trade via transshipments from 
the European Union into Central Asia. This increases 
the political imperative for Berlin and Rome to crack 
down on domestic violators, in particular, the financial 
institutions that facilitate the trades.

Third, there have been spikes in imports from 
Japan, the United Kingdom, Poland, Lithuania, and 
the United States, but these appear to be abating. 
Nevertheless, this vulnerability comes with a high 
cost. The remains of Russian missiles fired at Ukraine 
show that practically every projectile contains key 
U.S.-made components, and Moscow’s production of 
missiles has increased substantially.123

Fourth, transshipping patterns are not static, but rather 
they vary over time. 

Not all exporters may be aware that they are 
facilitating sanctions evasion. Moreover, the origins 

123. “Components in the Aggressor’s Weapon,” War Sanctions, accessed October 17, 2025. (https://war-sanctions.gur.gov.ua/en/
components)
124. U.S. Department of the Treasury, Press Release, “Treasury Imposes Sanctions on More Than 150 Individuals and Entities Supplying 
Russia’s Military-Industrial Base,” December 12, 2023. (https://home.treasury.gov/news/press-releases/jy1978); Carl Schreck, Kubat 
Kasymbekov, Manas Qaiyrtaiuly, Riin Aljas, Kubatbek Aibashov, and Kyrylo Ovsyaniy, “Kyrgyz, Kazakh Companies Send Western Tech 
To Firms Linked To Kremlin War Machine,” Radio Free Europe/Radio Liberty, June 22, 2023. (https://www.rferl.org/a/kyrgyz-kazakh-firms-
investigation-western-tech-russia-war-ukraine/32467795.html)

of transshipments to Russia are not limited to the 
United States, Britain, Japan, and the European 
Union, as shown by these charts. As Treasury has 
noted, “Russia continues to exploit otherwise 
legitimate economic relationships with China, 
Turkey, and the UAE, which have become hubs for 
exporting, reexporting, and transshipping to Russia 
foreign-made technology and equipment.” 124

Turkey Transit  

Graph showing a rise in Turkish exports to Russia and 
Central Asia after the start of the Russia-Ukraine war. Source: 
TurkStat, Brooks.

As a member of NATO, Turkey’s inclusion on this 
list is the most troubling. Even if the government 
in Ankara is not directly involved in these trades, 
Turkey is reportedly a major transit route for them. Its 
failure to clamp down on sanctions evaders provides 
a significant source of restricted material for Russia’s 
wartime economy.

https://war-sanctions.gur.gov.ua/en/components
https://war-sanctions.gur.gov.ua/en/components
https://home.treasury.gov/news/press-releases/jy1978
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In late 2023, for example, Treasury exposed and 
designated a significant transshipping network that 
had been supplying the Russian defense industry 
with sanctioned goods through Central Asia. When 
announcing the move, Yellen noted how “Russia is 
dependent on willing third-country individuals and 
entities to resupply its military and perpetuate its 
heinous war against Ukraine and we will not hesitate 
in holding them accountable,” she said, adding, “Our 
global sanctions coalition has choked off Russia’s 
access to key inputs for its military industrial complex 
and has undermined the Kremlin’s ability to wage its 
unprovoked war.”125 

If Treasury had indeed choked off Russia’s access in 
2023, its success was temporary.

Eight months after Yellen’s declaration, Treasury needed 
to ramp up its efforts again. This time, Washington 
designated an additional “400 individuals and entities 
both in Russia and outside its borders—including in 
Asia, Europe, and the Middle East—whose products 
and services enable Russia to sustain its war effort and 
evade sanctions.”126 

The process was a familiar one. Treasury’s game of 
sanctions “whack-a-mole” closely resembles the pattern 
of counter-Iranian transshipping in the past. This raises 
the question: how much have Russian leaders, agents, 
and proxies gleaned from Iranian efforts to evade U.S. 
and Western sanctions?

125. U.S. Department of the Treasury, Press Release, “Treasury Hardens Sanctions With 130 New Russian Evasion and Military-Industrial 
Targets,” November 2, 2023. (https://home.treasury.gov/news/press-releases/jy1871)
126. U.S. Department of the Treasury, Press Release, “As Russia Feels Effects of Multilateral Sanctions Campaign, Treasury Takes Further 
Action Against Russia’s International Supply Chains,” August 23, 2024. (https://home.treasury.gov/news/press-releases/jy2546)
127. Mari Eccles, “An alliance of sanctions-busters: Russia turns to Iran to help with aircraft maintenance,” Politico Europe (Belgium), October 
9, 2023. (https://www.politico.eu/article/an-alliance-of-sanctions-busters-russia-turns-to-iran-to-help-with-aircraft-maintenance); Matthew 
Karnitschnig, “Iran teaches Russia its tricks on beating oil sanctions,” Politico Europe (Belgium), November 9, 2022. (https://www.politico.
eu/article/iran-russia-cooperation-dodging-oil-sanctions)
128. Max Bergmann, Jon B. Alterman, and Hanna Notte, “Understanding the Growing Collaboration Between Russia and Iran,” Center for 
Strategic and International Studies, June 12, 2024. (https://csis-website-prod.s3.amazonaws.com/s3fs-public/2024-06/240612_Bergmann_
Russia_Iran.pdf )

Knowledge Diffusion Between  
Russia and Iran

The Russian government has been in the sanctions-
evasion game since 2014. During this time, Moscow has 
observed, mirrored, and facilitated Iranian techniques 
to resist Western economic penalties for malign 
behavior. It has simultaneously worked to intensify its 
strategic relationship with the clerics in Tehran.127

What has been driving this team-up on sanctions evasion?

Much like the 20th-century Berlin-Rome Axis, the 
21st-century Moscow-Tehran Axis is based on shared 
weakness and “common ground.” Both are vulnerable 
to Western sanctions and seek to undermine them, 
both perceive a shared opponent in the United 
States, and both aim to establish a multipolar world 
order as a result. 

It should not be surprising that Kremlin leaders 
have long identified Tehran as a model for resisting 
sanctions. As Hanna Notte of the Center for Strategic 
and International Studies highlighted, “We know that 
various Russian officials, including at the highest level, 
have repeatedly stated that they see Iran as this model of 
perseverance, having persisted under sanctions for a long 
time.” She added, “There might be a lot of knowledge 
diffusion going on between [Iran and Russia] in that area 
[sanctions evasion] that’s obviously harder to study from 
the open source.”128 This is a fundamental challenge in 
addressing the subject of knowledge diffusion.
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Nevertheless, there remains enough evidence in 
the unclassified space to demonstrate a consistent 
track record of collaboration, cross-pollination, and 
knowledge diffusion between the two regimes as they 
observe, copy, and innovate methods for circumventing 
U.S. and international sanctions.

Even before his expanded invasion of Ukraine, 
Putin suggested that Russia could learn from other 
states that had developed economies and that had 
resisted the United States — and allegedly thrived — 
under sanctions.

Speaking before a global audience of attendees at the 
St. Petersburg International Economic Forum, Putin 
highlighted: “This is not just about the so-called 
sanctions or restrictions. There are people here who feel 
and understand what this means, and have first-hand 
experience in this matter,” he said. “This applies to a 
vast majority of those present here, since the sanctions 
truncheon, as has been mentioned here already, is 
increasingly used against many, not only Russia.”129 

One of those many countries was Iran. 

In March 2022, Russian Foreign Minister Sergey 
Lavrov contended that “Moscow would work with 
Iran to take practical steps in an effort to circumvent 
Western sanctions.”130 A series of high-level visits, 
declarations, negotiations, and agreements followed. 
They strengthened the alignment between Russia and 
Iran against the Western “sanctions truncheon.” 

129. Russian President Vladimir Putin, “Remarks at the St. Petersburg Economic Forum,” May 29, 2018. (http://en.kremlin.ru/events/
president/news/57556)
130. “Russia, Iran to Take Practical Steps to Circumvent Western Sanctions -RIA Cites Lavrov,” Reuters, March 30, 2022. (https://www.
reuters.com/world/russia-iran-take-practical-steps-circumvent-western-sanctions-ria-cites-lavrov-2022-03-30)
131. Fardin Eftekhari, “Putin’s Iran trip: Why Moscow and Tehran need each other more than ever,” Middle East Eye (UK), July 19, 2022. 
(https://www.middleeasteye.net/opinion/iran-russia-putin-trip-need-each-other-why); Tom Keatinge, “Developing Bad Habits: What Russia 
Might Learn from Iran’s Sanctions Evasion,” Royal United Services Institute, June 6, 2023. (https://static.rusi.org/developing-bad-habits-what-
russia-might-learn-from-irans-sanctions-evasion.pdf ); “Putin ally meets Iran leader as Moscow deepens Tehran ties,” Reuters, November 9, 
2022. (https://www.reuters.com/world/putin-ally-patrushev-iran-tass-2022-11-09)
132. “Russia, Iran sign declaration to counter US sanctions — Lavrov,” Tass (Russia), December 5, 2023. (https://tass.com/politics/1716271)
133. U.S. Department of the Treasury, Press Release, “Treasury Designates Actors Facilitating Iran’s Transfer of Lethal Aid to Russia,” 
September 10, 2024. (https://home.treasury.gov/news/press-releases/jy2570)

Later that summer, as his soldiers retreated from 
significant parts of Ukraine, and the prospect of a 
long war loomed, Putin flew to Tehran for a meeting 
with Khamenei. Included on the agenda was mutual 
assistance in sanctions evasion.131 

Throughout the next year, the process of formalizing 
common ground against sanctions between the 
Kremlin and the clerical regime in Tehran continued. 

A notable outcome of the tightening relations between 
Russia and Iran was an agreement between the two 
countries in December 2023 to counteract U.S. 
sanctions. “We have just signed a declaration on ways 
and means to counter, mitigate and offset the negative 
consequences of unilateral coercive measures,” Lavrov 
said in Tehran when meeting with Iranian Foreign 
Minister Hossein Amir-Abdollahian. “Undoubtedly, 
this is an important step in increasing coordinated 
efforts by members of the global community to 
overcome illegal sanctions, which the U.S. and its allies 
use as a substitute for diplomacy,” he said.132

Significantly, it was during this time that Iran signed 
a contract with Russia to provide arms and training 
for its military. The deal was sizable, providing Russia 
with lethal weapons and, eventually, enabling its 
defense firms to reverse engineer and manufacture 
them.133 After the first tranche of these weapons was 
delivered in September 2024, Treasury responded by 
applying new sanctions against Iranian and Russian 
individuals and entities.
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The Biden administration was back to whacking 
familiar moles. The United States designated the 
participants and facilitators of the Iran-Russia arms 
shipments and issued — once more — a strong public 
statement. “Iran has opted to intensify its involvement 
in Russia’s illegal war, and the United States, along with 
our partners, will continue to stand with Ukraine,” said 
Deputy Secretary of the Treasury Wally Adeyemo. 

This dynamic continued into 2025. At the start 
of the year, for example, Russia and Iran signed a 
20-year comprehensive strategic partnership treaty in 
Moscow, aiming to deepen cooperation across trade, 
military, science, and culture amid Western sanctions. 
The document largely consolidated prior agreements 
between the two countries without introducing 
significant new commitments on either side. Notably, 
the treaty omitted mutual defense obligations, reflecting 
both Russia and Iran’s cautious approach to their 
“alliance.” If anything, this development underscored 
the pragmatic nature of the alignment between 
Moscow and Tehran. It is driven by shared opposition 
to Western influence and vulnerability to sanctions 
rather than a covenant between allies (like NATO).134 

Implications for the  
Russia-China Axis

Along with China and North Korea, Russia and Iran have 
coalesced into an Axis of Aggressors.135 Already, China 
is borrowing lessons in the art of sanctions resistance.136 
The shared objective of this new axis is clear: to dilute 
the power of the U.S.-led financial order and erect a 
system more favorable to authoritarian resilience.

134. Nikita Smagin, “New Russia-Iran Treaty Reveals the Limits of Their Partnership,” Carnegie Politika, January 21, 2025. (https://
carnegieendowment.org/russia-eurasia/politika/2025/01/russia-iran-strategic-agreement?lang=en)
135. Bradley Bowman, “Does the axis of aggressors present an alternative to the U.S.-led world order?” Deutsche Welle (Germany), September 
2, 2025. (https://www.fdd.org/in_the_news/2025/09/02/does-the-axis-of-aggressors-present-an-alternative-to-the-u-s-led-world-order)
136. Georgi Kantchev and Lingling Wei, “China Is Studying Russia’s Sanctions Evasion to Prepare for Taiwan Conflict,” The Wall Street Journal, 
December 1, 2024. (https://www.wsj.com/world/china/china-is-studying-russias-sanctions-evasion-to-prepare-for-taiwan-conflict-5665f508)
137. U.S. Department of the Treasury, Press Release, “As Russia Completes Transition to a Full War Economy, Treasury Takes Sweeping 
Aim at Foundational Financial Infrastructure and Access to Third Country Support,” June 12, 2024. (https://home.treasury.gov/news/
press-releases/jy2404) 

Toppling the Dollar?
As Russia prepared for its full-scale invasion of 
Ukraine, it joined Iran and China in declaring their 
intention to challenge the dollar-dominated global 
financial system and build a multipolar alternative to 
the liberal economic order that had governed trade and 
finance since 1945.

After 2022, that aspiration became operational. Chinese 
exporters and financial institutions helped Russia 
evade Western sanctions, quietly servicing Moscow’s 
war economy. China also remained one of the largest 
consumers of Russian and Iranian energy. It provided 
both cash flow and cover to Russia’s illicit trades.

Less visible, but no less significant, were Chinese banks. 
They continued to facilitate sanctioned trade shipments 
to Russia’s defense industry. It was a soft flank in the 
Kremlin’s economic defense; and Washington had the 
power to strike it.

The opportunity appeared in June 2024.137 The Treasury 
and State departments launched a sweeping new 
sanctions campaign, targeting over 300 individuals and 
entities linked to the Kremlin’s military supply chains. 
On the list: manufacturers in China and Turkey, the 
Moscow Exchange, and a range of intermediaries. But 
the real blow came in the form of a warning.

“Foreign financial institutions that conduct or facilitate 
significant transactions or provide any service involving 
Russia’s military-industrial base run the risk of being 
sanctioned by OFAC,” Treasury declared. Secretary 
Yellen followed with a final thrust: “We are increasing 
the risk for financial institutions dealing with Russia’s 

https://carnegieendowment.org/russia-eurasia/politika/2025/01/russia-iran-strategic-agreement?lang=en
https://carnegieendowment.org/russia-eurasia/politika/2025/01/russia-iran-strategic-agreement?lang=en
https://www.fdd.org/in_the_news/2025/09/02/does-the-axis-of-aggressors-present-an-alternative-to-the-u-s-led-world-order/
https://www.wsj.com/world/china/china-is-studying-russias-sanctions-evasion-to-prepare-for-taiwan-conflict-5665f508
https://home.treasury.gov/news/press-releases/jy2404
https://home.treasury.gov/news/press-releases/jy2404
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war.”138 In other words, wide-ranging secondary sanctions 
were on the table.

Markets felt the blow instantly. On June 12, 2024, 
the Moscow Exchange halted all trades in dollars and 
euros. The ruble plunged in over-the-counter markets, 
and the Russian Central Bank scrambled to convert 
“toxic” Western currencies into rubles.139

For years, Putin had preached de-dollarization. Now, 
Treasury had forced it to occur in Russia. Whatever 
dollars and euros that Russian firms and oligarchs still 
had on their balance sheets in Russia, they rapidly 
moved to sell them. 

Consequently, Russian banks and exporters dumped 
dollars and euros, rushing to replace them with Chinese 
yuan. Yuan-denominated trades surged on the Moscow 
Exchange. But the pivot created new problems: 
accounts frozen in China, particularly among Russian 
importers. Payments were delayed. Transactions were 
unfulfilled. Even non-sanctioned Russian firms began 
resorting to barter. The yuan was not proving to be a 
reliable substitute for the dollar. It was a bottleneck.140

China’s banks had received the message. Russian clients 
had become radioactive.

Viewed from Beijing’s perspective, the danger of 
sanctions was not limited to small Chinese “burner 
banks.” These were financial entities whose primary 
purpose was to circumvent Western sanctions on Russia 
by processing cross-border financial transactions. 
Rather, it was the possibility that Treasury could impose 

138. U.S. Department of the Treasury, Press Release, “Treasury Increases Pressure on Chinese Importers of Iranian Oil,” April 16, 2025. 
(https://home.treasury.gov/news/press-releases/sb0090); U.S. Department of the Treasury, Press Release, “As Russia Completes Transition to 
a Full War Economy, Treasury Takes Sweeping Aim at Foundational Financial Infrastructure and Access to Third Country Support,” June 
12, 2024. (https://home.treasury.gov/news/press-releases/jy2404)
139. Central Bank of Russia, “ОБЗОР РИСКОВ ФИНАНСОВЫХ РЫНКОВ [Review of Risks of the Financial Markets],” June 2024. 
(https://www.cbr.ru/Collection/Collection/File/49290/ORFR_2024-06.pdf )
140. “Юань невыездной [The Yuan is not Allowed to Leave],” Kommersant (Russia), July 29, 2024. (https://www.kommersant.ru/
doc/6863025); Alexandra Prokopenko, “How the Latest Sanctions Will Impact Russia-and the World,” Carnegie Politika, June 20, 2024. 
(https://carnegieendowment.org/russia-eurasia/politika/2024/06/finance-sanctions-russia-currency?lang=en)
141. Anita Hawser, “Smaller Chinese banks at risk from U.S. secondary sanctions on Russia, warn experts,” The Banker (UK), July 8, 2024. 
(https://www.thebanker.com/Smaller-Chinese-banks-at-risk-from-US-secondary-sanctions-on-Russia-warn-experts-1720435980)

secondary sanctions on anyone who did business with 
these entities. That would affect the larger Chinese banks 
that required access to U.S. markets. As Hera Smith 
at Moody’s Analytics noted, “If they are inadvertently 
processing transactions for [these smaller banks], 
unbeknownst to them, it violates U.S. sanctions, that 
would be problematic for them,” she said.141

Such was the power of the threat of secondary sanctions. 
For some foreign actors and institutions, as seen in 
China during the summer of 2024, fear of this tool was 
enough to incentivize voluntary changes to the business 
practices of entities that could not afford to be blocked 
from the United States. Beijing’s deepening alignment 
with Russia had not reached the point where it was 
prepared to shoulder the costs of its leading financial 
institutions violating sanctions. 

Then came the second blow. In August 2024, the 
Commerce Department targeted firms that were violating 
U.S. export control requirements. In total, it imposed 
special restrictions on 39 Chinese companies that were 
funneling goods and materials to the Russian military, 
including semiconductors and sensitive electronics used 
for military hardware. The designation alone served as 
a new warning to European and other international 
firms: doing business with a designated company carried 
legal, financial, and reputational risks. As might be 
expected, the Chinese government denounced this move 
as an attack on the “security and stability of the global 
industrial and supply chains.” China could have said — 
and done — much worse in response to the action. But 
it did not retaliate. Its lack of escalatory action was a 
statement: the Chinese government feared secondary 

https://home.treasury.gov/news/press-releases/sb0090
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sanctions. Nevertheless, trades eventually went through. 
The Red Queen dynamic continued.

Lessons Learned
Four lessons emerged from the U.S. government’s 
summer 2024 campaign against the Russia-China 
wartime economic axis:

1.	Exposure and Sanctions Work (Up to a Point) 

While Washington continued allowing limited 
Russian energy sales, it succeeded in targeting and 
revealing many key arteries of Moscow’s illicit 
military economy. Nevertheless, sellers of sanctioned 
goods like microelectronics continued to work their 
way into Russia’s military economy.

2.	Secondary Sanctions Bite

One week before Treasury’s Moscow Exchange 
designations, Raiffeisen Bank Russia (the largest 
European bank still operating inside the country) 
halted outgoing dollar payments. Even the prospect 
of secondary sanctions changes behavior.

3.	Workarounds Are Inevitable 

When yuan payments froze for three weeks, Russian 
firms adapted. They shifted to smaller Chinese 
intermediaries. Investigating and interdicting these 
workarounds will require deeper coordination 
with transshipping states, especially across 
Russia’s borderlands.

4.	Russia’s Adaptive Sanctions Evading Network is 
Global in Scale 

The Kremlin’s supply lines stretch from Bulgaria to 
the British Virgin Islands, from Turkey, Serbia, and 

142. For Bulgaria and the British Virgin Islands, see: U.S. Department of the Treasury, Press Release, “As Russia Completes Transition to a 
Full War Economy, Treasury Takes Sweeping Aim at Foundational Financial Infrastructure and Access to Third Country Support,” June 12, 
2024. (https://home.treasury.gov/news/press-releases/jy2404). For others, see: European Commission, European Union Directorate-General 
for Enlargement and Eastern Neighbourhood, “EU adopts 17th sanctions package against Russia,” May 20, 2025. (https://enlargement.
ec.europa.eu/news/eu-adopts-17th-sanctions-package-against-russia-2025-05-20_en).
143. John Hardie and Peter Doran, “Trump should not let Putin keep ‘tapping us along,’” Foundation for Defense of Democracies, August 7, 
2025. (https://www.fdd.org/analysis/2025/08/07/trump-should-not-let-putin-keep-tapping-us-along)

the UAE to Vietnam.142 While whacking these moles 
as the United States has done before is one option, 
perhaps there are steps that policymakers can take to 
change how they run their race of the Red Queen?

Changing the Race:  
Policy Recommendations

How does the United States gain ground in the Red 
Queen race against rogue and revisionist powers? 
America’s adversaries have learned to blunt the impact 
of sanctions and other economic weapons out of 
necessity. Even so, options in the U.S. arsenal are 
sufficient to break the race and gain ground if applied 
with resolve and purpose.

Upon reentering office, for example, the Trump 
administration reinstated its previous policy of applying 
maximum pressure on Iran. In the case of Russia, it 
has yet to fully employ the array of options available 
to deny Moscow the financial means of sustaining 
its war against Ukraine.143 Drawing on lessons from 
both the Russian and Iranian case studies, the United 
States can take five steps to drive substantial progress 
toward denying Russia the means to wage war. At their 
maximum reach, they can shift the balance of economic 
power back in America’s favor.

Notably, Russia’s ability to withstand and adapt 
to Western sanctions is a classic case of adversaries 
continuously evolving to counteract economic pressure. 
Unlike Iran, whose economy has been isolated for 
decades, Russia faced its initial round of sanctions with 
significant advantages. It possessed a larger economy by 
a factor of five, deeper integration into global markets, 
and a decade of observing and learning from the clerical 
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regime’s evasion tactics. When Western sanctions 
intensified after 2022, Moscow quickly deployed 
ghost fleets, triangular trade networks, and financial 
workarounds, leveraging enablers in China, Turkey, 
Central Asia, and the United Arab Emirates. The result? 
The Kremlin deployed a sanctions-evading machine that 
operated at an industrial scale. This section underscores a 
critical lesson: sanctions alone, especially when reactive, 
parceled out over time, and fragmented, are not enough 
to cripple a determined adversary. But the following five 
steps can still change the Red Queen dynamic.

Step 1: Target Russia’s  
National Wealth Fund
Relative to the size of the Russian economy, the annual 
costs of the Kremlin’s war against Ukraine are onerous. 

Since 2022, Moscow has repeatedly increased its defense 
spending to sustain the expanded invasion of Ukraine. 
As of the end of 2024, these outlays total $109-$120 
billion annually. That represents 6 to 8 percent of the 
country’s total GDP. This is a level of unsustainable 
defense spending that has not occurred since the final 
years of the USSR.144 More importantly, the current 
figure likely represents an undercount because it only 
reflects direct military spending.

The wider costs of the war appear in parts of the 
Russian federal budget that are not counted as direct 
military spending, including health care for wounded 
soldiers, debris removal, infrastructure repair, wages for 
workers in occupied regions of Ukraine, and classified 
expenditures (meaning undisclosed defense outlays). 
According to one assessment by Boris Grozovski at the 
Wilson Center, Russian defense spending is actually 

144. Alexandra Prokopenko, “Putin’s Unsustainable Spending Spree,” Foreign Affairs, January 8, 2024. (https://www.foreignaffairs.com/
russian-federation/putins-unsustainable-spending-spree)
145. Robert Perkins, “Russian crude exports slide to six-month low as Indian flows slump,” S&P Global, June 4, 2024. (https://www.spglobal.
com/commodityinsights/en/market-insights/latest-news/oil/060324-russian-crude-exports-slide-to-six-month-low-as-indian-flows-slump)
146.	“Russian oil output sees growth in October, but federal revenues crash,” IntelliNews, November 7, 2025. (https://www.intellinews.com/
russian-oil-output-sees-growth-in-october-but-federal-revenues-crash-410376) 
147. Pierre-Marie Meunier, “Russia Is on a Slow Path to Bankruptcy, But How Slow?” War on the Rocks, September 11, 2024. (https://
warontherocks.com/2024/09/russia-is-on-a-slow-path-to-bankruptcy-but-how-slow)

closer to $160 billion annually. That is a whopping 9 
percent of its GDP. 

Moscow depends on its energy export machinery to 
carry this load, at least in part. Each day, Russia exports 
around 3.5 million barrels of oil.145 Most of these 
shipments reach customers via tankers at sea. On land, 
the Kremlin’s transportation network is also expansive. 
The Russian government owns or operates through 
its subsidiaries 43,000 miles of oil and gas pipelines. 
It is almost enough to wrap around the Earth’s 
equator twice. This sprawling web of wells, refineries, 
transport links, and payment transfers nets the Russian 
government around $10 billion each month in oil tax 
revenue (as of 2025).146 It is an impressive system. 
Without the income that it provides, however, Russia’s 
wartime economy would rapidly fall into dysfunction. 
As the uncontested master of a petrol state, Putin 
already knows this weakness.

Now, the bad news for Putin.

Energy exports cannot indefinitely sustain his war 
against Ukraine, whose cost exceeds tax revenue 
from these exports. Taxes on people and companies 
in Russia are also insufficient. The Kremlin’s national 
budget is in the red each year on account of Putin’s 
“special military operation in Ukraine.” Worse still 
for the Russian government, it cannot borrow money 
from international markets like other countries due 
to sanctions. Thus, feeding Russia’s war machine has 
forced the Kremlin to raid Russia’s National Wealth 
Fund (NWF). In plain terms, this means that “Putin 
is financing his war today with money planned for the 
future,” according to one Russian observer.147
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Since 2022, the Russian government has siphoned $58 
billion from the NWF. As of April 2025, the Russian 
NWF only had $38.5 billion remaining on its balance 
sheet of liquid assets. This figure is not sufficient to cover 
the Kremlin’s budget shortfalls for much longer.148

If the market price for oil were ever to fall below $50 per 
barrel, or the G7’s arbitrary oil price cap were to be set 
at $20-$40 per barrel (close to the cost of production), 
the Kremlin would incur an unsustainably high burn 
rate on the NWF’s liquidity. Under some scenarios, 
Russia could potentially deplete the fund’s remaining 
liquidity in late 2025 if it could not find buyers due to 
secondary sanctions or secondary tariffs.149 

The bottom line: “Russia no longer has insurance against 
low oil prices,” said CentroCredit Bank economist 
Evgeny Suvorov.150 Western policymakers should force 
Putin to deal with the consequences of this fact. 

Without the ability to extract liquidity from the NWF, 
the Russian Ministry of Finance will have three pathways 
for balancing its budget and sustaining the war: taxation, 
borrowing from friendly states, and printing money.151 
All of them would be grim choices for the Putin regime.

The best of these bad options would be to overtax 
the population while extracting their savings through 
voluntary or expressly involuntary war bond drives.152 
Both options could affect the regime’s political stability.

148. Ibid.
149. Darya Korsunskaya and Alexander Marrow, “Russia’s reserves dwindle, but fiscal safety net could last years,” Reuters, February 15, 
2024. (https://www.reuters.com/markets/europe/russias-reserves-dwindle-fiscal-safety-net-could-last-years-2024-02-15)
150. Ibid.
151. Warren Coats, “Modern Monetary Theory: A Critique,” Cato Journal, Fall 2019. (https://www.cato.org/cato-journal/fall-2019/
modern-monetary-theory-critique)
152. Related methods include issuing an exceptionally rare “interest-bearing ruble,” as the Confederacy did during the Civil War, or forcing 
oligarchs to purchase absurdly diluted shares of Aeroflot, which would be worthless. Richard C. K. Burdekin and Marc D. Weidenmier, 
“Interest-Bearing Currency and Legal Restrictions Theory: Lessons From the Southern Confederacy,” Cato Journal, Fall 2002. (https://
ciaotest.cc.columbia.edu/olj/cato/v22n2/cato_v22n2bur01.pdf )
153. Eric Nielsen, “Monetary Policy in the Confederacy,” Region Focus, Fall 2005. (https://www.richmondfed.org/-/media/richmondfedorg/
publications/research/econ_focus/2005/fall/pdf/economic_history.pdf )

Likewise, the Kremlin could cut the central government’s 
social payments and subsidies — tools that it uses to 
keep its population docile. Such cuts would have an 
even greater negative impact on regime stability.

Alternatively, Moscow could attempt to solicit annual 
bailouts from Beijing or New Delhi through direct 
liquidity transfers, oil-backed bonds, or the issuance 
of junk bonds. China and India may balk at the high 
risk of a default. Worse still, a bailout could trigger 
Western sanctions against these governments for 
lending Moscow money.

Finally, the Kremlin could accept the option of last resort: 
printing increasingly worthless money. As examined 
previously, this was the Confederacy’s final response 
to the Union’s Anaconda embargo during the U.S. 
Civil War.153 Money printing devastated Richmond’s 
wartime economy, and the laws of economics have not 
changed since. Hyperinflation would likely endanger 
both the war effort and the regime’s stability. 

The question remains: how can the West force Russia 
to drain the NWF and choose one of these three 
financially destabilizing responses?

The answer: drastically cut the G7’s price cap on foreign 
purchases of Russian crude.

Step 2: Cut the G7’s Price Cap to the Bone 
The policy known as the G7 oil price cap has been 
a colossal exception to the Russia sanctions regime. 
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Slashing or ending the price cap would greatly impede 
Russia’s ability to fund its war efforts.154 

Understanding the origins, limitations, and trade-offs 
of this colossal exception is critical to establishing a 
new international consensus for changing it. 

In its current form, the cap is a holdover from the 
unique market dislocations that resulted from Russia’s 
expanded invasion of Ukraine and the sudden 
rollout of the Biden administration’s early “swift and 
severe” sanctions. 

In May 2022, oil markets watched as the last Ukrainian 
soldiers surrendered after their final stand at the Siege 
of Mariupol. Russia was temporarily on the advance in 
parts of Ukraine. The price for a barrel of Brent crude 
surged to over $110 per barrel — an inflation-adjusted, 
near-record high.155

154. Since June 1, 2025, the cutoff for this report, recent changes to the cap by Europe have been beneficial but not sufficient in halting the 
flow of energy revenue into the Kremlin’s coffers. Moreover, the United States has not joined the European Union in lowering its allowable 
cap in lockstep with European allies.
155. Natalia Zinets, “Mariupol defenders surrender to Russia but their fate is uncertain,” Reuters, May 17, 2022. (https://www.reuters.com/
world/europe/ukrainian-troops-evacuate-mariupol-ceding-control-russia-2022-05-17)
156. Sam Fleming, James Politi, Jim Pickard, and David Sheppard, “US Fears Ban on Insuring Russian Tankers Will Drive Up Oil 
Prices,” Financial Times (UK), June 16, 2022. (https://www.ft.com/content/2195eaa1-0e20-4082-8c5f-a27de913e3c5); U.S. Bureau of 
Transportation Statistics, “Record Breaking Increases in Motor Fuel Prices in 2022,” August 18, 2022. (https://www.bts.gov/data-spotlight/
record-breaking-increases-motor-fuel-prices-2022)

This spike raised the oil-indexed price of natural gas in 
Europe and, subsequently, the costs for manufactured 
goods, foodstuffs, and transportation. 

In the United States, gasoline prices broke summer 
driving season records due to tight global supplies, 
which helped propel inflation to decades-high levels.156 
Worse still for the Biden administration and elected 
officials in Europe, the supply of oil looked to become 
even tighter once the European Union’s near total ban 
on Russian oil was set to take effect at the end of 2022.

Oil-fueled inflation was deeply unpopular with 
voters. A full EU ban on Russian oil imports risked 
pushing energy inflation to all-time highs when the 
embargo took hold. Capturing the mood of elected 
leaders, the Swedish prime minister at the time, 

Graph showing record-high crude oil prices. Source: U.S. Energy Information Administration, Europe Brent Spot Price.

Europe Brent Spot Price (FOB)
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Magdalena Andersson, curtly lamented, “We are in a 
difficult situation.”157

The quick-fix solution in Brussels was to arbitrarily cap 
the price at which law-abiding European buyers would 
be exempted from the European Union’s looming 
Russian oil embargo. That cap would become a titanic 
exemption to Russian sanctions.

Cheered on by the Italian government then in power, 
the European Commission began to consider the price 
cap as an alternative to the near-total sanctions that 
EU countries had previously pledged to adopt at the 
end of the year.

On paper, EU leaders perceived an elegant, top-down 
solution to a complex problem of international supply 
and demand. Representing their national governments, 
European ministers and their diplomats would 
negotiate the price signal for Russian oil rather than 
allowing the free market to operate.

What could go wrong?

So long as European buyers of Russian crude and 
petroleum products purchased Kremlin oil below a 
set price — which had yet to be determined — they 
would be exempted from the European Union’s 
looming embargo. This would allow more Russian oil 
into their markets while theoretically restricting the 
Kremlin’s oil tax revenue. If the concept worked, the 
cap would rebalance oil supply with demand, tamp 
down skyrocketing fuel prices, and put downward 
pressure on inflation. 

The idea was tantalizing enough to draw the United 
States and the United Kingdom into collaborative 

157. “EU leaders tackle inflation, energy shocks from Russia’s War,” Associated Press, June 24, 2022. (https://apnews.com/article/
russia-ukraine-inflation-germany-economy-brussels-0408a6c05737c1fc1c813d8106762ecc)
158. Jeff Horwich, “How the Oil Price Cap Balances Pain for Russia with Protecting U.S. Consumers,” Interview with the Federal Reserve 
Bank of Minneapolis, February 10, 2023. (https://www.minneapolisfed.org/article/2023/how-​the-​oil-​price-cap-balances-pain-for-russia-with-
protecting-us-consumers)
159. “G7 Finance Ministers joint statement,” September 2, 2022. (https://www.mef.gov.it/en/inevidenza/G7-Finance-Ministers-joint-statement)
160. U.S. Department of the Treasury, Press Release, “Treasury Imposes Swift and Severe Costs on Russia for Putin’s Purported Annexation 
of Regions of Ukraine,” September 30, 2022. (https://home.treasury.gov/news/press-releases/jy0981) 

negotiations that would align their national embargo 
policies with the European Union’s proposed price cap. 

As an adviser at the Federal Reserve Bank of Minneapolis 
would highlight, “The Price Cap is mistakenly seen by 
many as another sanction, but it’s not really. It’s actually 
a pulling back of sanctions that would have been much 
more disruptive.”158

At a September 2022 gathering of the G7’s finance 
ministers, member countries formalized the oil price 
cap. Citing their concern to protect “vulnerable groups” 
from the disproportionate harm of price increases, all 
G7 finance ministers agreed to adopt the scheme.159 
The gap between rhetoric and reality regarding Russian 
sanctions was beginning to emerge.

That same month, Yellen declared America’s intent to 
“undermine [Russia’s] ability to wage its illegal war.”160 
These actions worked at cross purposes. The Biden 
administration was officially undermining the Kremlin’s 
ability to wage war on one hand while simultaneously 
granting Moscow the ability to legally fund its war 
through a carve-out to oil sales on the other. All that 
remained was to determine: what was the best price for 
a barrel of Russian oil under the cap? 

The G7 now faced a Goldilocks dilemma. If it set the 
cap too high, the policy would fail: the Kremlin would 
generate too much revenue for its war machine. If the 
price were too low, the policy would also fail: Russia 
would have a financial incentive to break with OPEC+ 
quotas and lower crude production due to market 
forces and price incentives. European governments 
were determined to find a sweet spot.
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Inside the European Union, countries like Poland and 
the Baltic States lobbied to cap the price at $30-$50 per 
barrel. This was still above the cost of producing a barrel of 
Russian crude across many of the Kremlin’s state-owned 
fields. “Every dollar counts,” said Estonian Prime Minister 
Kaja Kallas. “Every dollar that was negotiated down 
means an estimated $2 billion less income for Russia.”161

The calculation in Warsaw and Tallinn was the same. 
If the Kremlin could not profit from its oil sales, the 
Russian economy would plunge into dysfunction. It 
would be difficult to finance the expanded invasion of 
Ukraine — and keep its population docile — if the 
Kremlin resorted to hyperinflationary money printing.

Conversely, some EU members, along with the Biden 
administration, wanted to provide Russia with a 
lucrative incentive to pump and sell its oil — potentially 
at the high price of $70 per barrel. After weeks of 
negotiations, nearly all EU governments agreed that 
the ideal cap price for Russian oil was $65 per barrel. 
The last country to object was Poland.

Under pressure from the Biden administration to drop 
its objection, the Polish government eventually relented. 
Warsaw agreed to support the cap scheme; and G7 
countries pledged to monitor and continuously update 
the policy if Russia generated too much revenue from 
the large sanctions carveout that they were granting to 
Moscow. There has not been a single update, however, 
with the price still at $65 for nearly three years.

The Biden administration was pleased with the 
apparent success of its economic and diplomatic 
maneuvering. In May 2023, Treasury’s Assistant 
Secretary for Terrorist Financing and Financial Crimes 

161. Alexandra Brzozowski, “EU agrees $60 Russian oil price cap after Poland backs deal,” Euractiv, December 3, 2022. (https://www.
euractiv.com/section/global-europe/news/eu-agrees-60-russian-oil-price-cap-after-poland-backs-deal) 
162. Assistant Secretary of the Treasury Elizabeth Rosenberg and Acting Assistant Secretary of the Treasury Eric Van Nostrand, “The Price 
Cap on Russian Oil: A Progress Report,” U.S. Department of the Treasury, May 18, 2023. (https://home.treasury.gov/news/featured-stories/
the-price-cap-on-russian-oil-a-progress-report)
163. Assistant Secretary of the Treasury Eric Van Nostrand and Assistant Secretary of the Treasury Anna Morris, “Phase Two of the Price 
Cap on Russian Oil: Two Years After Putin’s Invasion,” U.S. Department of the Treasury, February 23, 2024. (https://home.treasury.gov/
news/featured-stories/phase-two-of-the-price-cap-on-russian-oil-two-years-after-putins-invasion)
164. Ben Cahill, “Big Challenges for Russian Oil Price Cap,” Center for Strategic and International Studies, September 9, 2022. (https://
www.csis.org/analysis/big-challenges-russian-oil-price-cap)

Elizabeth Rosenberg and Acting Assistant Secretary 
for Economic Policy Eric Van Nostrand praised the 
scheme. They stressed how it was “achieving both 
goals,” namely, keeping oil markets supplied while 
“[making] it harder for Russia to fund its brutal war 
in Ukraine.”162 They noted with confidence that the 
Kremlin’s oil tax revenue had fallen by more than 40 
percent from the previous year; and global oil prices 
were more than $20 lower than their highs in 2022. 
The optimism was premature.

Once more, international action spawned a reaction by 
Russia. Employing techniques that Russian officials and 
proxies had previously observed Iran conduct, Russian 
state-owned oil firms began to redirect their energy 
exports to buyers in China and India. Notably, these were 
countries that did not agree to participate in the G7’s cap.

It was also during this initial phase of the price cap that 
Russia ramped up its use of ghost fleeting. Meanwhile, 
it developed what Treasury would later identify as “new 
ways to defraud” Western insurance companies and 
other legitimate actors in the oil trade.163 Under the 
cap scheme, Treasury was playing a frenetic game of 
whack-a-mole with sanctions evaders in an “alternative 
shipping ecosystem.” As one expert noted, “The oil 
market is full of clever, rapacious people with strong 
incentives to bend or break rules.”164 

One result of this rascality: a falling discount on a barrel 
of Russian crude. The discount on Urals crude began 
to decline. After recovering from the shock of the price 
cap, the Kremlin’s oil sellers could steadily demand 
ever-higher prices from Western buyers — and fresh 
infusions of cash rolled into Moscow’s state coffers. 

https://www.euractiv.com/section/global-europe/news/eu-agrees-60-russian-oil-price-cap-after-poland-backs-deal
https://www.euractiv.com/section/global-europe/news/eu-agrees-60-russian-oil-price-cap-after-poland-backs-deal
https://home.treasury.gov/news/featured-stories/the-price-cap-on-russian-oil-a-progress-report
https://home.treasury.gov/news/featured-stories/the-price-cap-on-russian-oil-a-progress-report
https://home.treasury.gov/news/featured-stories/phase-two-of-the-price-cap-on-russian-oil-two-years-after-putins-invasion
https://home.treasury.gov/news/featured-stories/phase-two-of-the-price-cap-on-russian-oil-two-years-after-putins-invasion
https://www.csis.org/analysis/big-challenges-russian-oil-price-cap
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By the end of 2023, Russia had recovered from its mild 
recession the previous year. Russian GDP grew at an 
annual rate of 3.6 percent despite the truncheon of 
international sanctions. 

Worse still, the price cap scheme was clearly not delivering 
on its promised results. Russia was selling too much oil 
above the cap. Treasury opted to tighten the screws on 
illicit buyers of Russian crude.165 The result was “Price 
Cap — Phase II,” which Treasury declared on the second 
anniversary of the expanded invasion in 2024.

Instead of representing a new approach or rethink of 
the policy, “Phase II” was essentially an enforcement 
crackdown. Tighter enforcement was certainly needed; 
however, Treasury missed the larger opportunity to 
reevaluate the fundamental weaknesses of the policy’s 
design. These flaws included: (1) the capped price being 
too generous for Russia; (2) the opportunities for countries 

165. Tomer Raanan, “Price cap ‘Phase II’ was spurred by Russia selling ‘large amounts of oil’ above the cap,” Lloyd’s List, February 23, 2024. 
(https://www.lloydslist.com/LL1148362/Price-cap-phase-II-was-spurred-by-Russia-selling-large-amounts-of-oil-above-the-cap)
166. Assistant Secretary of the Treasury Eric Van Nostrand and Assistant Secretary of the Treasury Anna Morris, “Phase Two of the Price 
Cap on Russian Oil: Two Years After Putin’s Invasion,” U.S. Department of the Treasury, February 23, 2024. (https://home.treasury.gov/
news/featured-stories/phase-two-of-the-price-cap-on-russian-oil-two-years-after-putins-invasion)

like India and Turkey to reexport refined Russian crude 
to Europe and the United States being too great; and (3) 
investigations and enforcement actions against embargo 
runners being costly in terms of time, intelligence and 
budgetary resources, and manpower for Treasury.

Amid these obvious pitfalls, Treasury’s leadership 
remained — perhaps — too self-congratulatory about 
the success of their efforts at the two-year anniversary of 
Russia’s expanded invasion. “While global energy supply 
remained stable,” Van Nostrand and Anna Morris, 
acting assistant secretary for terrorist financing and 
financial crimes, stressed in February 2024, the “price 
cap, along with key sanctions enforcement measures, is 
reducing Putin’s profits from selling that oil.”166 

While their rhetoric was positive, a closer inspection 
of the data indicates that Treasury’s assessment of the 
price cap missed the forest for the trees.

Graph showing fluctuations in the price of Russian oil. Source: OilPrice.com, Petras Katinas and Vaibhav Raghunandan via CREA.

Discount of Russian Oil Prices to Brent Over Time
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It was true that international buyers could still demand 
a measurable discount for Russia’s Urals blend of crude, 
indicating that the cap was technically working (i.e., 
the Kremlin earned less on its exported barrels of oil). 
However, that discount was based on limited data, and 
it constantly rose over time. For Asia-Pacific customers 
(buying ESPO and Sokol blends), the discount 
returned almost to pre-2022 levels by the end of 2024. 
The implication is that Russia was subverting the cap.

When comparing the rhetoric of the Biden 
administration’s statements against the reality of Russian 
oil revenues since 2022, the Kremlin appears to have 
been generating too much income under the G7 cap. 
If members are committed to retaining the cap, how 
then might Western policymakers cut Russian revenue?

One assessment by CREA’s Petras Katinas and Vaibhav 
Raghunandan calculated that had the original cap been 
set at $30 per barrel, it “would have slashed Russian 
revenues by EUR 51 billion since the sanctions were 
imposed in December 2022 until the end of April 

2024.” This price point is closer to the general cost of 
producing a barrel of oil across Russia’s multiple fields.

If the United States and its G7 partners seek to end 
Russian aggression against Ukraine, they should take the 
important step of lowering the cap to around the average 
cost of production of Russian crude, at a minimum, 
and even consider ending the exemption altogether, a 
maximalist option similar to the Trump administration’s 
post-JCPOA maximum pressure campaign against Iran.

Step 3: Leverage Economic Power More 
Effectively via Secondary Sanctions

The full potential of secondary sanctions remains untapped.

At $25.5 trillion, America’s annual GDP is equivalent 
to the economies of China, Japan, and Germany 
combined. Add to this the gigantic size of the U.S. bond, 
equity, real estate, and consumer markets. Secondary 
sanctions force firms to choose between access to the 

Graph showing Russia’s degraded fossil fuel export revenue. Source: Petras Katinas and Vaibhav Raghunandan via CREA.

Russia's Fossil Fuel Export Revenue
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U.S. economy and doing business with sanctioned 
entities. It tends to be an easy choice.167 Eventually, 
most sizable companies in the world must do business 
with the United States. If they don’t, then their bankers, 
insurers, and third-party middlemen do.168 

When applied as part of the Trump administration’s 
maximum pressure campaign against Tehran’s clerical 
regime, secondary sanctions “pushed Iran into a deep, 
multi-year recession, slashed the value of its currency, 
ratcheted up inflation, [drove] out foreign investors, 
and deprived the regime of tens of billions of dollars in 
revenue, especially from oil exports.” However, some 
observers disagree.169 

A common argument against the use of secondary 
sanctions is that it will accelerate the decline of the U.S. 
dollar and de-dollarize the world economy. Frustrated 
by excessive American use of sanctions, other countries 
will supposedly opt to use alternatives to the dollar as 
a form of payment for global trade and commerce.170 

At the 2024 BRICS Summit, Lavrov was more 
assertive, declaring: “The process of de-dollarization 
is underway, it cannot be stopped.”171 Iranian 
Parliamentary Speaker Mohammad Baqer Qalibaf 

167. Ole Moehr, “Secondary Sanctions: A First Glance,” Atlantic Council, February 6, 2018. (https://www.atlanticcouncil.org/blogs/
econographics/ole-moehr-3)
168. In practice, this excludes those who trade in humanitarian, safety, or other essential goods — a small exemption. Liana W. Rosen, “Sanctions 
in the FY2024 Emergency Supplemental Appropriation, P.L. 118-50,” Congressional Research Service, May 29, 2024. (https://crsreports.congress.
gov/product/pdf/IF/IF12676); Sarah Krulikowski, “Economic Sanctions: An Overview,” U.S. International Trade Commission, March 2024. 
(https://www.usitc.gov/sites/default/files/publications/332/executive_briefings/ebot_economic_sanctions_overview.pdf) 
169. Saeed Ghasseminejad and Richard Goldberg, “The Impact of Sanctions Two Years After U.S. Withdrawal From the Nuclear Deal,” Foundation 
for Defense of Democracies, May 6, 2020. (https://www.fdd.org/analysis/2020/05/06/sanctions-impact-two-years-after-jcpoa-withdrawal)
170. “Putin states irreversible de-dollarization across BRICS,” Tass (Russia), August 22, 2023. (https://tass.com/economy/1663773); James 
Eagle, “Visualizing the Rise of the U.S. Dollar Since the 19th Century,” Visual Capitalist, December 4, 2023. (https://www.visualcapitalist.
com/cp/the-rise-of-us-dollar-since-19th-century); see also Russian President Vladimir Putin, “Remarks at the St. Petersburg Economic 
Forum,” May 29, 2018. (http://en.kremlin.ru/events/president/news/71445)
171. “De-dollarization process underway, cannot be stopped — Lavrov,” Tass (Russia), June 17, 2024. (https://tass.com/politics/1818277)
172. “Iran speaker: De-dollarization helps reduce US pressure on emerging economies,” Islamic Republic News Agency (Iran), July 11, 2024. 
(https://en.irna.ir/news/85536653/Iran-speaker-De-dollarization-helps-reduce-US-pressure-on-emerging)
173. U.S. Department of the Treasury, “The Treasury 2021 Sanctions Review,” October 2021. (https://home.treasury.gov/system/files/136/
Treasury-2021-sanctions-review.pdf )
174. Carol Bertaut, Bastian von Beschwitz, and Stephanie Curcuru, “‘The International Role of the U.S. Dollar’ Post-COVID Edition,” 
Board of Governors of the Federal Reserve System, June 23, 2023. (https://doi.org/10.17016/2380-7172.3334)
175. Yuefen Li, “The Dollar Still Dominates but De-Dollarization Is Unstoppable,” International Banker, January 2, 2024. (https://
internationalbanker.com/finance/the-dollar-still-dominates-but-de-dollarization-is-unstoppable)

likewise amplified this narrative at the summit with a 
positive spin: “De-dollarization and use of alternative 
currencies will help reduce U.S. pressure on emerging 
economies.”172 Indeed, Treasury is aware of this risk.173 

Unfortunately for Moscow and Tehran, such fear-
casting about de-dollarization does not match 
the data. The greenback remains the undisputed 
heavyweight champion of global commerce 
for good reason.

The need for dollars is long-established, stable, and 
substantial. Over the last 20 years, for example, “the 
dollar accounted for 96 percent of trade invoicing in 
the Americas, 74 percent in the Asia-Pacific region, 
and 79 percent in the rest of the world.”174 The euro 
comes close as an alternative. However, demand for the 
euro plummets outside of the European Union. As one 
analysis framed it, “No substantial evidence demonstrates 
that the dollar’s supreme status is under threat.”175

Step 4: Stronger Export Control 
Enforcement
Triangular trade through third-party countries has 
enabled the Kremlin to evade sanctions faster than the 
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West can impose them, at least on certain critical goods. 
Here, the United States, and its allies in particular, 
must make a major commitment to fully enforcing 
their own policies against homegrown actors who flout 
sanctions. This is a major step that would close the 
gap between Western rhetoric on sanctions and their 
real-world impact.176 

How should Washington and its allies clamp down on 
triangular trade? Over the last three years, both Treasury 
and Commerce have issued repeated warnings to U.S. 
firms about the importance of following Know Your 
Customer guidelines when exporting sensitive dual-use 
equipment. “Companies, financial institutions, and 
governments around the world need to ensure they 
are not supporting Russia’s military-industrial supply 
chains,” stressed Adeyemo.177 It is a mantra that cannot 
be stressed enough. 

One solution to the problem is to take a page from the 
fight against cross-border money laundering. Presently, 
the federal government may designate some areas around 
the globe as “Jurisdictions of Primary Concern.” This 
occurs when Treasury’s Financial Crimes Enforcement 
Network (FinCEN), in coordination with the Financial 
Action Task Force (FATF), an intergovernmental body, 
determines that a specific country is prone to major 
money laundering operations. While this is often due to 
“financial institutions engaging in significant currency 
transactions involving proceeds from international 
narcotics trafficking,” such a designation can also 
include terrorist and proliferation financing.178 

176. U.S. Department of State, Office of the Spokesperson, Fact Sheet, “The Impact of Sanctions and Export Controls on the Russian 
Federation,” October 20, 2022. (https://2021-2025.state.gov/the-impact-of-sanctions-and-export-controls-on-the-russian-federation); U.S. 
Commerce Department, Bureau of Industry and Security, Press Release, “Commerce Implements Sweeping Restrictions on Export Controls 
to Russia in Response to Further Invasion of Ukraine,” February 24, 2022. (https://www.bis.doc.gov/index.php/documents/about-bis/
newsroom/press-releases/2914-2022-02-24-bis-russia-rule-press-release-and-tweets-final/file)
177. U.S. Department of the Treasury, Press Release, “As Russia Feels Effects of Multilateral Sanctions Campaign, Treasury Takes Further 
Action Against Russia’s International Supply Chains,” August 23, 2024. (https://home.treasury.gov/news/press-releases/jy2546)
178. Department of the Treasury, Financial Crimes Enforcement Network, Press Release, “Financial Action Task Force Identifies Jurisdictions 
with Anti-Money Laundering, Combating the Financing of Terrorism, and Counter-Proliferation Deficiencies,” February 29, 2024. (https://
www.fincen.gov/news/news-releases/financial-action-task-force-identifies-jurisdictions-anti-money-laundering); “Securing International 
Finance: Unraveling Cross-Border Money Laundering Laws,” Financial Crime Academy, September 16, 2025. (https://financialcrimeacademy.
org/cross-border-money-laundering-laws)
179. “Comprehensive Iran Sanctions, Accountability, and Divestment,” 22 U.S.C. §8542. (http://uscode.house.gov/view.xhtml?req=diversi
on+concern&f=treesort&fq=true&num=42&hl=true&edition=prelim&granuleId=USC-prelim-title22-section8542)

U.S.-based financial institutions are not prohibited 
from doing business or maintaining “appropriate 
relationships with customers or other financial 
institutions” in jurisdictions of concern. They must, 
however, employ additional levels of internal and 
external oversight on transactions. 

On the finance side, the “Jurisdictions of Primary 
Concern” designation could be a useful mechanism in 
the fight against money laundering. Why not expand 
the concept to include a new type of designation: 
“Jurisdictions of Transshipment Concern”? 

As in the case of money laundering, such a 
designation would not prohibit companies from 
conducting legitimate trade with customers in a 
country of concern. They would, however, need to 
apply additional internal monitoring and verification 
protocols to ensure that the purchaser of the dual-
use technology and equipment is the final customer. 
This could put an end to Russia’s sanctions-busting 
triangular trade.179 Ideally, Washington should 
coordinate this step with EU and Asia-Pacific 
allies — creating an even more united front against 
Western sanctions evaders.

Step 5: Reinforce the Sanctions 
Infrastructure With Manpower, 
Intelligence, and Capacity
Every recommendation above depends on 
enforcement. Today, our sanctions infrastructure 
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is insufficient to sustain the fight. Treasury’s OFAC 
and Office of Global Targeting, and Commerce’s 
BIS, remain under-resourced and overstretched. 
The current administration has emphasized slashing 
the federal workforce, but these offices are already 
too lean.180 Treasury personnel interviewed for this 
research note that when given adequate personnel 
resources, they provide an exceptionally high return in 
putting America’s policy priorities first.

Economic warfare is not a low-cost substitute for 
military force. It is a distinct theater of U.S. power. 
It demands sustained investment, rapid targeting 
capabilities, and interagency speed.

Congress should increase funding and personnel for 
OFAC and its enforcement counterparts. Intelligence, 
designations, and coordinated execution must be scaled 
with the challenge.

This investment isn’t just about Russia or Iran. It is 
a hedge against future adversaries who are watching, 
learning, and preparing to test the limits of American 
economic resolve. In this fight, capacity is credibility.

180. U.S. Department of the Treasury official, interview with the author, June 24, 2024.

Conclusion
Together, these five steps lay the foundation for a 
campaign to deny, degrade, and disrupt the economic 
enablers of Russian aggression against Ukraine. 

America’s adversaries are learning from and adapting to 
prolonged exposure to U.S. and international sanctions. 
This creates the core dilemma of the Red Queen’s race. It is 
a never-ending contest whereby standing still is equivalent 
to falling behind, and running faster merely keeps pace. 
Coupled with long-term underfunding of investigative 
and enforcement capacities within the U.S. government, 
Washington has inadvertently crafted a sanctions regime 
that punishes rogue states like Russia without denying 
them the ability to wage war in the first place.

What’s needed as a result is to close enforcement 
gaps, eliminate dubious exemptions from the Russia 
sanctions regime (such as the G7 oil price cap), expand 
secondary sanctions on adversarial enablers, and more 
sufficiently resource the agencies tasked with chasing 
down evasion networks. Just as important, Washington 
must treat economic warfare not as a reactive checklist 
but rather as a concerted campaign that is sufficiently 
calibrated to exploit the weaknesses specific to a given 
opponent. Doing so is a necessary requirement for 
prevailing in Red Queen competition. 
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